
Zabbix & NIS2: 
Ensuring Compliance with Secure Monitoring



� NIS (Network and Information Security) Directive initially came into force on 
August, 2016 was applied only to critical infrastructure�

� NIS2 replaced the initial directive on 17th of October, 2024 – deadline for all EU 
state members to transpose the NIS2 Directive into applicable, national law�

� Latvian National Cybersecurity Law came into force on 1st of September, 2024 and 
till 1st of April, 2025 all essential and important entities had to send the registration 
survey to National Cybersecurity Center and MOD email address.

NIS vs ​NIS2
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Essential Entities

€10 million 2% of global annual 
turnover

Important Entities

€7 million 1.4% of global annual 
turnover

 (e.g., energy, transport, finance, health, 
public

administration):�
� Fines up to   or 

�
� whichever is higher.​


 (e.g., digital providers, manufacturing, 
food,

chemicals):�
� Fines up to   or 

�
� whichever is higher.

NIS2​ Related Fines



�� Risk Analysis and Information System Security Policie�

�� Incident Handlin�

��

�� Supply Chain Securit�

�� Security in System Acquisition, Development, and Maintenanc�

�� Policies and Procedures to Assess the Effectiveness of Cybersecurity Risk 

Management Measure�

��

�� Policies and Procedures Regarding the Use of Cryptography and Encryptio�

�� Human Resources Security, Access Control Policies, and Asset Managemen�

��� Use of Multi-Factor Authentication or Continuous Authentication Solutions

Business Continuity and Crisis Managemen�

Basic Cyber Hygiene Practices and Cybersecurity Trainin�

The 10 Minimum Cybersecurity Risk 
Management Measures under NIS2



Zabbix provides data visibility that can help with risk management and policy creation 
decisions.

Zabbix 
� Detect anomalies, suspicious activities, resource overload, downtime, etc�
� Monitor bandwidth usage, network interface metrics, and other critical service�
� Check open ports and insecure webpage�
� Monitor the integrity of important files such as password files and configuration 

file�
� Create customized alerting workflow�
� Monitor sensors in data centers to  

detect physical security breaches

can�

Risk Analysis & Security



Have procedures in place to handle security incidents as they arise.

Zabbix 
� Provide real-time monitoring and alert users to potential incident�
� Keep a comprehensive log history for root cause analysi�
� Support multiple notification channels and scenarios for incident reportin�
� Share real-time incident data with external systems while providing custom 

dashboards and reports about ongoing incidents

can�

Incident Response



Have backup management, disaster recovery, and crisis management plans in place to 
provide business continuity.

Backup & Disaster Recovery

Zabbix 
� Provide full support for Veeam (OOB) and Bacula data platforms, among others�
� Monitor the backup execution process and track the storage and usage of backup 

servers.

can�



Maintain supply chain security, including security-related aspects concerning the 
relationships between each entity and its direct suppliers or service providers.

Supply Chain Security

Zabbix 
� Monitor third-party services and dependencies for availability and performanc�
� Alert users to potential vulnerabilities or disruptions in supply chain services and 

provide SLA reporting.

can�



Provide security in network and information systems acquisition, development, and 
maintenance – including vulnerability handling and disclosure.

System Security & Vulnerabilities

Zabbix 
� Monitor software versions and check 

for outdated component�
� Support integration with external tools 

to check vulnerabilities

can�



Have policies and procedures in place regarding the use of cryptography and 
encryption.

Cryptography & Encryption

Zabbix 
� Comprehensively monitor encryption 

certificates for expiration.

can�



Maintain HR security by providing accessible control and asset management 
policies.

HR & Access Control

Zabbix 
� Monitor user actions with 

the help of log files.

can�



Implement multi-factor authentication (MFA) or continuous authentication 
solutions, secured emergency communication systems, and secured voice, video, 
and text communications.


Multi-Factor Authentication

Zabbix 
� Monitor the performance and uptime of any identity provider (IdP�
� Use APIs provided by the IdPs to query  

MFA policies and user login event�
� Monitor logs for MFA-related event�
� Provide custom dashboards and 

reports on MFA usage

can�



Professional Services

Technical Support

Get instant 24x7 access to a 

team of Zabbix experts for 

guaranteed professional 

support and technical advice.

Turnkey solution

Deploy professionally.


Install and configure Zabbix 

according to your unique 

requirements.

Migration

Move all your data to Zabbix. 

Switch to Zabbix without the 

trouble of moving all your 

legacy infrastructure yourself.

Upgrade

Use the latest version.


Eliminate risk and


minimize downtime.

Integration

Expand your workflow.


Connect Zabbix to your 

ticketing system, service desk,


or any other tool.

Template building

Customize monitoring. 

Effortlessly start monitoring 

your specific device, system, 

application, or service.

Development

Enhance Zabbix. 


Let Zabbix develop


additional features for


your business needs.

Consulting

Talk to experts.


Benefit from expert advice


and best practices for all


Zabbix-related matters.

Professional training

Obtain knowledge and


get certified. Focused, 

comprehensive training for all 

your Zabbix needs.



USA
Phone

Email

Contact us

+1 877-4-922249 (Toll-free)

sales@zabbix.com

Europe
Phone

Email

+371 6778-4742

sales.latam@zabbix.com

sales@zabbix.com

China
Phone

Email

+86 021-6978-6188

china@zabbix.co.jp

Japan
Phone

Email

+81 3-4405-7338

sales@zabbix.co.jp

Latin America
Phone

Email

Argentina
Brazil
Chile
Colombia
Mexico

Buenos Aires
San Paulo
National
Bogota
Mexico city

+54 113989-4060
+55 11 4210-5104
+56 44 890-9410
+57 1 3819310
+52 55 8526-2606



Thank you! 
Q&A


