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Want to test new Zabbix features before production server upgrade?

Tired of making and configuring VM?

Need a lightweight solution?

Want to spin up/down systems fast?

Want to do it without any significant time commitment?

ZABBIX DEPLOYMENT
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ZABBIX CONTAINERS IN DOCKERHUB

Multiple official Zabbix components available: 
https://hub.docker.com/u/zabbix

Zabbix Server (with MySQL/PostgreSQL database)

Zabbix Proxy (with MySQL/SQLite3 database)

Zabbix Frontend (Apache/Nginx  with MySQL/PostgreSQL DB)

Zabbix Agent (TLS encryption)

Zabbix Agent2 (TLS encryption)

Zabbix Java Gateway

Zabbix SNMP traps

Zabbix Web Service

https://hub.docker.com/u/zabbix
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New official Zabbix docker images are based on (*may vary):

Alpine Linux v3.21

Ubuntu 24.04 (noble)

CentOS Stream 9

Oracle Linux 9 image

*Windows 10 LTSC 2019

*Windows 11 LTSC 2022 images

Images are updated when new releases are published 

Latest tag image is based on Alpine Linux

DOCKER CONTAINENER IMAGES
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Tags are used to specify:

Which OS container image will be based on

Which Zabbix version will be used

DOCKER CONTAINENER TAGS

Zabbix proxy 5.0 (tags: alpine-5.0-latest, ubuntu-5.0-latest, ol-5.0-latest)
Zabbix proxy 5.0.* (tags: alpine-5.0.*, ubuntu-5.0.*, ol-5.0.*)
Zabbix proxy 6.0 (tags: alpine-6.0-latest, ubuntu-6.0-latest, ol-6.0-latest)
Zabbix proxy 6.0.* (tags: alpine-6.0.*, ubuntu-6.0.*, ol-6.0.*)
Zabbix proxy 7.0 (tags: alpine-7.0-latest, ubuntu-7.0-latest, ol-7.0-latest)
Zabbix proxy 7.0.* (tags: alpine-7.0.*, ubuntu-7.0.*, ol-7.0.*)
Zabbix proxy 7.2 (tags: alpine-7.2-latest, ubuntu-7.2-latest, ol-7.2-latest, alpine-latest, 
ubuntu-latest, ol-latest, latest)
Zabbix proxy 7.2.* (tags: alpine-7.2.*, ubuntu-7.2.*, ol-7.2.*)
Zabbix proxy 7.4 (tags: alpine-trunk, ubuntu-trunk, ol-trunk)



6

Wide range of different platforms supported

SYSTEM PLATFORMS 
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ZABBIX CONTAINERS IN DOCKERHUB

Helpful guide how to start with Zabbix container deployment:

https://www.zabbix.com/documentation/current/en/manual/installation/containers

Every container also has a short introduction and example in Dockerhub

https://www.zabbix.com/documentation/current/en/manual/installation/containers
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ZABBIX CONTAINERS IN DOCKERHUB

The container configuration is done using environment variables

Some environmental variables may be specific for each container

For more information, check out the documentation
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USEFUL DOCKER COMMANDS

For container management:

docker container run Create and run a new container from an image

docker container start Start one or more stopped containers

docker container stop Stop one or more running containers

docker container rm Remove one or more containers

docker container ls List containers

docker container inspect Display detailed information on one or more containers

docker container restart Restart one or more containers

docker container logs Fetch the logs of a container
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For image management:

docker image pull Download an image from a registry

docker image push Upload an image to a registry

docker image ls List images

docker image rm Remove one or more images

docker image inspect Display detailed information on one or more images

USEFUL DOCKER COMMANDS
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Docker Compose commands:

docker compose up Create and start containers

docker compose down Stop and remove containers, networks

docker compose ps List containers

docker compose logs View output from containers

docker compose start Start services

docker compose stop Stop services

docker compose config   Parse, resolve and render compose file

USEFUL DOCKER COMMANDS
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Other commands:

docker login Authenticate to a registry

docker logout Log out from a registry

docker search Search Docker Hub for images

docker ps -a Show both running and stopped containers

docker cp Copy files/folders between a container and the local filesystem

USEFUL DOCKER COMMANDS
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Whenever something does not work as intended or fails :

Check container logs! This will help you to narrow down the cause of the issue:
▪ Issue with container, environment variables, connectivity, etc./ 

Show last 10 log lines (must pass line number as positive number)

Show logs since timestamp or relative time ( --since 1h)/( --until ) 

Show log in real-time

In rare cases,  restarting the container service resolves issues

ADDITIONAL HELP

# docker logs --tail 10 container 

# docker logs -f container

# docker logs --since 2025-02-19T06:00:00.000000000Z container
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ADDITIONAL HELP

Reading the log files when encountering an issue will help to narrow the cause:

Forgot to mount /etc/hosts file to container

Agent is monitored by Zabbix-proxy group, but connections allowed only from Zabbix-server
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You can also open a shell inside a running container

File or directory on the host can be mounted to a container with bind 
mounts

To create a bind mount, you can use either the --mount or --volume flag:

The difference between both binds is that the --mount flag is more 
explicit, supports all the available options.

ADDITIONAL HELP

# docker exec -ti container /bin/bash

# docker run --mount type=bind,src=<host-path>,dst=<container-path>
# docker run --volume <host-path>:<container-path>

docker run ...
...
-v /var/lib/zabbix/db_data:/var/lib/zabbix/db_data \
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Can use:

The default bridge network, set automatically by Docker 

Custom, user-defined networks

Containers in a user-defined net can communicate with each other using:

container IP addresses

container names

Create a network dedicated to the Zabbix component containers

DOCKER NETWORKS

# docker network create --subnet 172.20.0.0/16 --ip-range 172.20.240.0/20 zabbix-net
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Prospects:

Create redundant Zabbix services:
▪ HA Zabbix-server nodes

▪ Multiple proxies 

▪ Multiple agents 

Scheduled reports

Multiple pairs of Proxy and Java gateways

Container monitoring

Rapidly create Zabbix testing environment:
▪ Try out new features

CONTAINERISED POSSIBILITIES 
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CONTAINERISED POSSIBILITIES 

Servers/Devices

DB Zabbix serverFrontend

Passive mode 
Proxy 

Active 
mode 
agent 

Passive 
mode 
agent 

Port: 
10051

Port: 
1005
0

Active mode 
Proxy 

Java GW Containerized aps

Production FW
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DOCKER RUN

Specify container parameters using Docker run:
▪ Can set any environment variable in the container by using one or more -e flags

▪ Mount directories

▪ Expose ports

docker run --name zabbix-proxy-active-01 \
-e ZBX_HOSTNAME="Zabbix-proxy-active-01" \
-e ZBX_SERVER_HOST=46.101.140.98 \
-e ZBX_PROXYMODE="0" \
-e ZBX_JAVAGATEWAY_ENABLE=true \
-e ZBX_JAVAGATEWAY=zabbix-java-gateway-proxy \
-e ZBX_JAVAGATEWAYPORT=10052 \
-e ZBX_STARTJAVAPOLLERS=5 \
--network=zabbix-net \
-e ZBX_LISTENPORT=10101  \
-p 10101:10101 \
-p 10050:10050 \
-p 10051:10051 \
-v /var/lib/zabbix/db_data:/var/lib/zabbix/db_data \
--restart unless-stopped \
--init -d zabbix/zabbix-proxy-sqlite3:alpine-7.2.4

docker run --name zabbix-java-gateway-proxy \
--network=zabbix-net \
--restart unless-stopped \
-d zabbix/zabbix-java-gateway:alpine-7.2.4
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DOCKER COMPOSE
docker_compose_v3_proxy.yaml

services:
zabbix-proxy-active-01:
image: "${PROXY_SQLITE3_IMAGE}:${ALPINE_IMAGE_TAG}"
environment:
ZBX_HOSTNAME: Zabbix-proxy-active-01
ZBX_SERVER_HOST: ${ZBX_SERVER_HOST}
ZBX_PROXYMODE: 0
ZBX_LISTENPORT: 10101
ZBX_JAVAGATEWAY_ENABLE: true
ZBX_JAVAGATEWAY: zabbix-java-gateway-proxy
ZBX_JAVAGATEWAYPORT: 10052
ZBX_STARTJAVAPOLLERS: 5

volumes:
- /var/lib/zabbix/db_data:/var/lib/zabbix/db_data:rw

networks:
- backend

ports:
- 10101:10101
- 10050:10050
- 10051:10051

restart: unless-stopped

PROXY_SQLITE3_IMAGE=zabbix/zabbix-proxy-sqlite3
JAVA_GW_IMAGE = zabbix/zabbix-java-gateway
ALPINE_IMAGE_TAG=alpine-7.2.4
ZBX_SERVER_HOST=46.101.140.98

docker_compose_v3_proxy.yaml (contd)

zabbix-java-gateway-proxy:
image: "${JAVA_GW_IMAGE}:${ALPINE_IMAGE_TAG}"
networks:
- backend

restart: unless-stopped

networks:
backend:
name: zabbix-net
external: true

.env
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Create using: 

Docker compose (-d  = detach)

Make use of ready-made compose files from github for quick evaluation: 
▪ https://github.com/zabbix/zabbix-docker.git

DOCKER COMPOSE

# docker compose -f ./docker_compose_v3_proxy.yaml up -d

https://github.com/zabbix/zabbix-docker.git
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Add configuration parameters to zabbix-server container:
▪ ZBX_HANODENAME

▪ ZBX_NODEADDRESS

DEPLOYING REDUNDANT SERVERS

docker run --name zabbix-server-mysql-ha1 -t \
-e DB_SERVER_HOST="mysql-server" \
-e MYSQL_DATABASE="zabbix" \
-e MYSQL_USER="zabbix" \
-e MYSQL_PASSWORD="zabbix_pwd" \
-e MYSQL_ROOT_PASSWORD="root_pwd" \
-e ZBX_HANODENAME="zabbix-server-HA1" \
-e ZBX_NODEADDRESS="zabbix-server-mysql-ha1" \
--network=zabbix-net \
-p 10151:10051 \
--restart unless-stopped \
-d zabbix/zabbix-server-mysql:alpine-7.2.4
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Remove configuration parameters from frontend container:
▪ ZBX_SERVER_HOST

▪ ZBX_SERVER_PORT

DEPLOYING REDUNDANT SERVERS

docker run --name zabbix-web-nginx-mysql -t \
-e DB_SERVER_HOST="mysql-server" \
-e MYSQL_DATABASE="zabbix" \
-e MYSQL_USER="zabbix" \
-e MYSQL_PASSWORD="zabbix_pwd" \
-e MYSQL_ROOT_PASSWORD="root_pwd" \
--network=zabbix-net \
-p 80:8080 \
--restart unless-stopped \
-d zabbix/zabbix-web-nginx-mysql:alpine-7.2.4
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Start multiple zabbix-servers at once in containers:

Only one will be active at all times, others on standby

You can execute commands on containers:
▪ docker exec -it my_container sh -c "zabbix_server -R ha_status"

▪ Or use shell inside a container

DEPLOYING REDUNDANT SERVERS
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Start multiple proxies at once:

Offload the Zabbix server load to proxies

Place proxies nearby target hosts and  send data centrally

Place proxies behind the FW and open only one port instead of multiple

Fault tolerance of connectivity, stores data locally

Data compression

DEPLOYING ADDITIONAL PROXIES 
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DEPLOYING PROXIES FOR HA SERVER

For Active mode proxies:

ZBX_PROXYMODE=0

List of semicolon delimited IP addresses, or DNS names of Zabbix server:
▪ ZBX_SERVER_HOST="zabbix-server-mysql-ha1;zabbix-server-mysql-ha2;zabbix-server-mysql-ha3"

For passive mode proxies:

ZBX_PROXYMODE=1

List of comma delimited IP addresses, or DNS names of Zabbix server:
▪ ZBX_SERVER_HOST="zabbix-server-mysql-ha1,zabbix-server-mysql-ha2,zabbix-server-mysql-ha3"
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PROXY UPGRADE: SQLITE3

If proxy on startup detects 
that the existing database 
file version is older than 
required, it will delete the 
database file automatically 
and create a new one

History data stored in the 
SQLite database file will also 
be lost
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PROXY UPGRADE: MYSQL

For MYSQL DB schema upgrade, enable log_bin_trust_function_creators:

mysql -uroot -ppassword -e "set global log_bin_trust_function_creators = 1;"
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Configure proxy groups at once:

Make proxy groups to perform load balancing between the proxies:
▪ Based on a number of hosts, not NVPS!

▪ Rebalancing will be performed after the grace period (10x the Failover period)

Rebalancing will be performed after either:
▪ Difference of hosts is above or below the group’s average count by 10

▪ Difference of hosts is above or below the group’s average by a factor of 2

* Do not forget to specify the proxy address in active/passive Zabbix 
agent configuration for hosts monitored through proxy

Configure the Proxy group in frontend

DEPLOYING ADDITIONAL PROXIES 
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Create Proxy group in the Frontend

Add proxies to proxy group, specify proxy address and port for active agents

PROXY GROUPS
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PROXY GROUPS

Change host config: to be monitored by the Proxy group and select the group

You can also see each proxy group’s hosts and VPS in the proxy menu 
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Limited to one JAVA Gateway per Zabbix server!

Required settings for configuring the zabbix-server container:

ZBX_JAVAGATEWAY_ENABLE=true

ZBX_JAVAGATEWAY=zabbix-java-gateway-server

ZBX_JAVAGATEWAYPORT=10052

ZBX_STARTJAVAPOLLERS=5

NEED MORE JAVA GATEWAYS?
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Also limited one JAVA Gateway per Zabbix proxy!

Required settings for configuring the zabbix-proxy container:

ZBX_JAVAGATEWAY_ENABLE=true

ZBX_JAVAGATEWAY=zabbix-java-gateway-proxy

ZBX_JAVAGATEWAYPORT=10052

ZBX_STARTJAVAPOLLERS=5

Can make unlimited number of proxies, each with separate Java GW

NEED MORE JAVA GATEWAYS?
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Fulfilling sudden zabbix-user increase on frontend

LAUCH MULTIPLE FRONTENDS

docker run --name zabbix-web-nginx-mysq1 -t \
-e DB_SERVER_HOST="mysql-server" \
-e MYSQL_DATABASE="zabbix" \
-e MYSQL_USER="zabbix" \
-e MYSQL_PASSWORD="zabbix_pwd" \
-e MYSQL_ROOT_PASSWORD="root_pwd" \
--network=zabbix-net \
-p 80:8080 \
--restart unless-stopped \
-d zabbix/zabbix-web-nginx-mysql:alpine-7.2.4

docker run --name zabbix-web-nginx-mysq2 -t \
-e DB_SERVER_HOST="mysql-server" \
-e MYSQL_DATABASE="zabbix" \
-e MYSQL_USER="zabbix" \
-e MYSQL_PASSWORD="zabbix_pwd" \
-e MYSQL_ROOT_PASSWORD="root_pwd" \
--network=zabbix-net \
-p 81:8080 \
--restart unless-stopped \
-d zabbix/zabbix-web-nginx-mysql:alpine-7.2.4

docker run --name zabbix-web-nginx-mysq3 -t \
-e DB_SERVER_HOST="mysql-server" \
-e MYSQL_DATABASE="zabbix" \
-e MYSQL_USER="zabbix" \
-e MYSQL_PASSWORD="zabbix_pwd" \
-e MYSQL_ROOT_PASSWORD="root_pwd" \
--network=zabbix-net \
-p 82:8080 \
--restart unless-stopped \
-d zabbix/zabbix-web-nginx-mysql:alpine-7.2.4
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LAUCH MULTIPLE FRONTENDS

Fullfilling sudden zabbix-user increase on frontend
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Start the web driver in docker (Selenium server/ChromeDriver)

BROWSER MONITORING

docker run --name selenium -t\
--network=zabbix-net \
--restart unless-stopped \
--ip 172.20.240.70 \
-p 4444:4444 \
-p 7900:7900 \
--shm-size="1g" \
-d selenium/standalone-chrome:latest
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Start the web driver in docker (Selenium server/ChromeDriver)

Specify webdriver url and pollers in zabbix-server container:
▪ ZBX_WEBDRIVERURL

▪ ZBX_STARTBROWSERPOLLERS

BROWSER MONITORING

docker run --name zabbix-server-mysql -t \
...
-e ZBX_WEBDRIVERURL=zabbix.webdriver:4444 \
-e ZBX_STARTBROWSERPOLLERS=2 \
...
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SNMP TRAPS

Required configuration parameter in zabbix-server container:

ZBX_ENABLE_SNMP_TRAPS=true

shared volume /var/lib/zabbix/snmptraps

Requires zabbix-snmptraps container with mounted directory: 

shared volume /var/lib/zabbix/snmptraps

docker run --name zabbix-snmptraps -t \
-v /var/lib/zabbix/snmptraps:/var/lib/zabbix/snmptraps:rw \
--network=zabbix-net \
-p 162:1162/udp \
--restart unless-stopped \
-d zabbix/zabbix-snmptraps:alpine-7.2-latest
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EASY TO MAKE  SCHEDULED REPORTS

Start the Zabbix-web-service with the Google Chrome with specified config parameters:

ZBX_ALLOWEDIP = 0.0.0.0/0

ZBX_LISTENPORT=10053

Specify additional parameters in the Zabbix-server config:

ZBX_STARTREPORTWRITERS=5

ZBX_WEBSERVICEURL=http://zabbix-web-service:10053/report
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EASY TO MAKE  SCHEDULED REPORTS

Do not forget to enable and configure:

The media type 

User media for sending scheduled reports!

Frontend URL in Administration/General/Other section
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EASY TO MAKE  SCHEDULED REPORTS
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Install zabbix-agent2 on the docker host system
▪ In zabbix-agent2 config, add server address or range in Option: Server

▪ Specify ListenPort or use default: 10050

Add user zabbix to group docker

Start zabbix-agent2

DOCKER CONTAINER MONITORING

# usermod -aG docker zabbix

Server=127.0.0.1,172.20.240.0/24
ListenPort=10050
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Create Host on the frontend:
▪ Add to host group

▪ Link template: Docker by Zabbix agent 2

DOCKER CONTAINER MONITORING
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Let Zabbix notify you if something is not working!

DOCKER CONTAINER MONITORING



JANIS EIDAKS

Zabbix trainer - Course content creator

Thank you for attention !



Monitor the latest 
Zabbix news,

technical 
topics and
how-tos

Find out more



Meet

around
the world!
Always trying to be closer to our users, we 
actively take part in various IT expos, 
conferences and meetups all over the world

Explore all events
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Contact us

USA

Phone +1 877-4-ZABBIX

+1 877-4-922249 (Toll-free)

Email sales@zabbix.com

EUROPE
Phone +371 6778-4742

Email sales@zabbix.com

JAPAN
Phone +81 3-4405-7338

Email sales@zabbix.co.jp

LATIN AMERICA
Phone

Email sales.latam@zabbix.com

Argentina | Buenos Aires

Brazil | San Paulo 

Chile |National
Colombia | Bogota
Mexico | Mexico city

+54 113989-4060

+55 11 4210-5104

+56 44 890-9410

+57 1 3819310

+52 55 8526-2606 

CHINA
Phone +86 021-6978-6188

Email china@zabbix.co.jp



zabbix_official

Zabbix

Zabbix

@zabbix

Stay updated on
Zabbix news:
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