Monitoring, Detecting,
and Responding to
Security Incidents with
Zabbix, Suricata, and MISP

A Practical Integration
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Who am I?

Paulo Deolindo — Unirede by Selbetti - Brazil



Talking about...

The problem

Infra-centric monitoring

Proposed solution

Specialized integrations

Expected outcome

Zabbix as part of the SOC & cyberdefense
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A simple ask...

Do you have any thoughts on network scans?
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A basic design
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What’s Suricata?




Q % y4:\=1=10.4 2C-.
Suricata Event types ’:ﬁ

SSH % ﬁ ﬁ eve.json
HTTP % ﬁ [_.

FTP

el SN N
TLS ﬁ %ﬁ é/ Thp  festlos

all type of events

RDP

‘m.

SURICATA"



r4:\=1=10.4 2(....

Reading Suricata Logs
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Reading Suricata Logs

eve.log — Extensible Event Format

A DNS event type

{"timestamp":"2025-08-06T07:01:36.018133...","flow_id":77551404024423,"in_iface":"gre2",
"event type":"dns","src_ip":"127.0.0.1","src_port":32854,"dest ip":"127.0.0.53","dest port":53,"proto™:"UDP","ip_v"4,"pkt_src":"
wire/pcap","dns ... "rrtype":"AAAA"}]}}

An alert event type

{"timestamp":"2025-09-04T723:24:40.880063-0300","flow_id":120669195496490,"in_iface":"gre3",
"event_type":"alert","src_ip":"78.153.140.176","src_port":48007,"dest_ip":"167.71.246.150","dest_port":443,"proto":"TCP","ip_v":4,"pkt_src":"
wire/pcap", ... "dest_ip":"167.71.246.150","src_port":48007,"dest_port":443}}

m‘.

SURICATA"
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Reading Suricata Logs

fast.log — standardized line-based

A DNS alertlog

09/04/2025-15:05:51.181848 [**] [1:2101616:9] GPL DNS named version attempt [**] [Classification: Attempted Information
Leak] [Priority: 2] {UDP} 118.194.250.2:34647 -> 167.71.246.150:53

An exploit alert log

09/02/2025-12:05:53.783763 [**] [1:2063094:1] ET EXPLOIT Zyxel ZyWALL/USG OS Command Injection (CVE-2023-28771) [**]
[Classification: Web Application Attack] [Priority: 1] {UDP} 74.113.97.40:53926 -> 104.236.206.185:500

m‘.

SURICATA"
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Extracting data from Suricata
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Relevant data from fast.log

Timestamp
(\d\d\/\d\d\/\d\d\d\d)-(\d\d:\d\d:\d\d)
\1 \2

To other pieces of information

\[\d+:(\d+):\d+\J\s+(. *)\s+\[\*\*\]\s+\[Classification:\s+(.*)\]\s+\[Priority:\s+(\d+)\J\s+\{(.*) \s+(\d+.\d+.\d+.\d+):(\d+).*?(\d+.\d+.\d+.\d+):(\d+)

\1 \2 \3 \4 \5 \6 \7 \8 \9
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First configuration and results

Itern Suricata main fast.log| Event classification

llem Tags1 FPreprocessing Suricata main fast.log| Bvent date

Parent items Basic Suricata Fast Log Monitaring - Light Integration Suricata main fast.log| Event destination IP

“Mame Suricata main fast.log Suricata main fast.log| Event dst port

Type Zabbix agent (active) W
Swricata main fast.log| Bvent message

“ Key | loglvarogisuricataffast log]

Suricata rmain fast.log| Bvent pricrity

Type of information | Log o
» Update interval | 1s Swricata main fast.log| Event prodocol
Custom intervals  Type Interva Period Suricata main fast.log| Event rule id
Secheduling 5= 1-7.00:00-24:00 Remowe
£ Suricata main fast.log| Bvent source port
“ Timeout | Global | Cveride || 3s Timeauts Suricata main fast.log] Bvent source IP

Suricata main fast.log| Bvent time

Do not store Store up to |

LATEST ALERTS L

Ewvent date Ewent tinne Meszage Classification Priority Source port  Source Destination IP Destination port Protocol

davDb2025  O0c01:20 ET DROP Spamhaus DROP Listed Traffic Inbound group 45 Misc Attack 2 51324 188.251.114.20 174.138.88.162 22
0evDe202s  00:00:28 ET DROP Dshield Block Listed Sounce group 1 Misc Altack 2 h03z24 208.188.24.138 187.71.248.150 82317
0052025 00:00:20 ET CIMNS Active Threat Inteligence Poor Reputation 1P group 47 Misc Attack 2 &7103 25.203.211.218 174.128.98.1862 11
daDb2025  O0cOOed3 ET CINS Active Threat Inteligence Poor Reputation IP group &0 Misc Attack 2 33000 457813241 104.238.206.125 GaaT

0ai0af202s  O0c0Oi0s ET DROF Dshield Block Listed Source group 1 Misc Attack 2 35240 Ga.82.187.132 187.71.248.150 |070




Abnormal events (alerts)

ltem

ltern  Tags 1 Preprocessing

Farent items  Basic Suricata Fast Log Monitoring - Light Integration

* Marne

Type

* Ky

Type of information
Units

* Update interval

Custom mtervals

* Timneout
* History

* Trends

The number of Suricata alkerts
Zabbix agent {(active) w
log . count]ivarflog'suricataast log]

Mumeric {unsigned) 'v

1mi
Type nterva Period
fdd

Gobal 3= Timeouts

Do miot store Siore up to 285d

Dataset 2 Digplaying options # Timeperiod # Axezs s Legend e  Problems

nersigntoon ]
memaimn.. [l
Metsonsszyago [

host patterns
Diraw m Pointz Staircase
Stacked
Width —@

Point size

Transparency &

Fil ———®

Overrides
Select
Select
Select
Ear

1

5

3

Missing data m Connecled | Treatas0 | Last known

THE NUMBER OF ALERTS IN THE LAST HOUR

9-1811:04 PM

412 Pd B
HOURLY EVENTS % CHANGE
10K
" 0
T WO Y YT O W slial. o o Tl 25% 0% 5%
‘ A e/ ALY acy ) L [ I 'ﬂ‘l ~ _
= ,TIT I “'!,‘l. ,"llly e Jil ',.'r,li » TRTTTR ;fmh - .72 100 =0 / Sk h
| i fitil) 1 | 1‘ K ‘I“: IT1A | ) i A ,:.
4 ; I"J 11" h\:_ ‘ |:| )1;1|i\ I | 75 % 75 %
‘ b | - “'-,"{{;; i [Emme S B 90 %
! \ 1 , W R | i o F e 1 -100 % 100 %
| v R 1 | l ) $ A
111.04 %
0

9-20 12:53 AM 9-20 02:42 AM 8-20 04:32 AM 9-20 06:21 AM 9-20 08:10 AM 9-20 09:59 AM 9-20 11:48 AM

9-20 01:37 PM

9-20 03:28 PM 9-20 05:15 PM 9-20 07:04 PM 8-20 08:53 PM
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The number of Suricata alerts X Select
The largest number of events in the last hour X Select
The number of Suricata alerts X Select
ftem patterns
vads | et R0
Time shitt | -1d Same hour, a day ago
Aggregation function | last v
Aggregation interval | 1m
T
Approximation | avg w
Data set label €3 | Alers one day ago

((sum(//log.count[/var/log/suricata/fast.log],1h:now/h+1h) -
sum(//log.count[/var/log/suricata/fast.log],1h:now/h)) /
sum(//log.count[/var/log/suricata/fast.log],1h:now/h)) * 100
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Counting only normal events

*Mame | just_ewenis

* Expressions  Expression type Expression Celimiter Case sensitve

Result is FALSE | | event_fypel\"aler!" Femove

Excluding “alerts” from eve.json

<

— Iog.count[/var/Iog/suricata/eve.json,"@just_events;',,,skip]

* Where "@just_events”is a global regular expression

last(//log.count[/var/log/suricata/fast.log]) /
(last(//log.count[/var/log/suricata/fast.log]) +
last(//log.count[/var/log/suricata/eve.json,” @just_events”,,,skip]))

)
* 100

Suricata events Suricata alerts Alerts rate

7L et A~




20
Including Al/ML

Out-of-the-box Zabbix machine learning features

- To calculate events baseline, deviations, and anomaly rate

ALERTS BASELINE OVER TIME 2w+ ALERTS BASELINE DEVIATION OVER TIME ANOMALY RATE

2023-09-20 02:54:32 AM

i .
: [ ] ® 2 @ ® ] ® Y
100 ® ®
: ® [ ] —
i * -9 2 ]
: b - e
] . 4 —_
. e A
10 i 4 ~

B Suricata server 01 Baseline alerts rate: 12 7865
B Suricata server 01: The number of Suricata aleris: 287.3667

i i ! uricata eve
| | D . 1841 51 . .
£-20 01:29 AM 9-20 04:54 AM £-20 0819 AM B-20 11:44 AM £-20 0300 FM 0-20 05:34 PM  0-20 00:58 FM 020 12:37 AM £-20 03-57 AM 0-2007:12 AM 520 10:35 AM 0-20 01:58 PM £-20 05:19 PM 0-20 05:30 PM | || 4.07 %




DISCOVERED ATTACKERS £+« THREAT INTELLIGENCE TOTAL E...
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13.86.104.14

Discovering attackers -, pre—

13.86.106.3
13.86.113.74 20 T
13.86.113.214

Based on the attacker source IP —— THREAT INTELLIGENCE CONFIDE...

. u . 7, " . " 13.86.116.180 50
- Appling “geolocation” and “Basic MISP” templates R

13.89.124.213 95.24

13.39.124. 2138

Discowvery nide  Preprocessing @ LD macros 1 Filters Cwerrides WHERE ARE CYBER ATTACKS COMING FROM?

B

Parent discovery rules Basic Suricata Fasi Log Monitoring - Light Integration

Swricata Aftackers discovery




r4:\=1=10.4 2(....

What' s MISP?

Malware Information Sharing Platform
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Searching for l1oCs in MISP

Based on the attacker source IP

Containing the following expressions

206.168.34.146 < °
Y
Having tlg or being an attribute of an event having the tag
A
i ) ] i Classification Priority Source port Source Destination IP Destination port Protocol
Being at{ributes of the following event IDs, event UUIDs or attribute UUIDs
|- | Vi Atac 2 e | zmisse  [wrrizes st Lo
From theg following organisation(s)
i ~ Attributes
Type @ Category @
| ip-dst * [ | AL
(| Onwy find 10Cs flagged as to 1IDS
First|seen and Last seen Date Event Org Category Type Value Tags Galaxies Comment Correlate  Related Events
Attributds not having first seen or last seen set might not appeasirThe search | 2025-06-12 1830«  Networkactivity — ip-dst 206.168.34.146 33074 32492 28927 28242 Show 16 more... Q
First s¢en date i st seen date @ 2025-06-12 1831  .—s Networkactivity  ip-dst 206.168.34.146 33074 32492 28927 28242 Show 16 more... Q
2025-07-14 1832 .~ Networkactivity  ip-dst 206.168.34.146 33074 32492 28927 28242 Show 16 more... Q
First sden time @ Last seen time @ 2025-07-14 11102 . Networkactivity  ip-dst 206.168.34.146 Abuse Confidence Score: 100 33074 32492 28927 28242 Show 16 more... Q
HH:MM: S5 s55555+TT.TT HHMM: S5 ss5555+TT.TT

L Expefgted format: HH:MM: 55 s55555+TTTT L Expected format: HH:MM: 55 s5555s5+TTTT



The Zabbix way

Item
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var data = JSON.parse(value);

var total = 0;

A 4

o Tace .

“ Mame | Main MISP research
Type |HTTP agent i
* Key | main.misp.data Siebart
Type of information | Texd --'
*URL | hitps:iiselb-sec-misp.pocselb.com briatirbutesirestSearch | Parse |

Request body type e Lol JSOMdata | XML data

Request body | {

"returnFormat”; "fson”,

"type" "ip-dst”,
"yalue™ "HOST.CONNY"
h
Headers Mame Walue
Authorization = | {SMISP_KEY} Remave
| Accept | = | applicationijsan Remave
| Content-Type | = | applicationijsan Femave

Custom intervals  Type nterya Period

ST o~ [N
* History Do not store: Siore up to |

var to_ids_true = 0;

for (vari=0; i < data.response.Attribute.length; i++) {
var attr = data.response.Attributeli];
total = total + 1;
if (attr.to_ids) {
to_ids_true =to_ids_true + 1;
}
}

// Retorna no formato total |to_ids_true
return total + "|" + to_ids_true;

Preprocessing steps Manne Result
1: JavaSeript 44 @

2: Dhscard unchanged with heartbeat Mo value
Result Result converted to Tesxt Mo value

Get value and test Cancel
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Basic Results and Reliability Score

MISP total events
The number of total events in MISP for an attacker

All hosts § 2086.168.24.1456  Enabled ﬂ ltems 7 Triggers
MISP “toids” events Hm
The number of total events in MISP indicatinga drop for the ISE b e i MISS recaarch
attaCker MISP basic: Main MISP research: MISP "o ids" Events

MISP basic: Main MISP research: MISP Tofal Events

MISP Reliability Score e |
WISF basic: MISP Block Reliability Score

This is a customized “Confidence Score”

last(//misp.toids.events) / last(//misp.total.events) * 100




Threat intelligence-based trigger

Trigger prototype
Trigger prototype Tags &
* Mame
Event mame

Depsndancies

Correlated threat - attacker: [#ATTACKER) victim: (#87ICTIM)

Corredated threst - attacker, {#FATTACKER} victim: {#SCTIR

ity: FPRIORITY] Classification: {#CLASSIFICATION} | MISF score: {ITEM.VALUE)

Mot classified Information

Yarming

Pverage Iia. Disaster |

Swricata server 01

la=t [fBa=ic Juricata Fa=t Log Monitoring — Light Int=gration)
=core. ["{EATTACEER} "]} >=25

Correlated threat - attacker: 47251 .00.48 victim: 187.71.245.150

r
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Trigger prototype
Trigger prototype Tags & Dependencies
Inhesited and frigger tags |
Tags  Mame Walue
attacker [BATTACKER] Remaove
| classification || BCLASSIFICATION |Remave
dstport [#OSTFORT) Remove
| message | | [BMESSAGE] | Femove
priofity HPRIORITY} Flemove
| protocol || @PROTOCOL) |Remave
srcport [#SRCPORT] Femove
wictim FICTIMG Femove

Swricata server 01

Suricata server 01

Correlated threat - attacker: 193.45.258.33 victim: 167.71.248.150

Correlated threat - attacker: 47237100222 victim: 174.133.820.162

Suricata server 01

Corelsted threat - attacker: 208.188.34.141 wvictim: 187.71.248.150

Swricata server 01

Correlated threat - attacker: 35.203.210.113 victim: 174.133.89. 162

Swricata server 01

Correlated threat - attacker: 198 235 24 175 victim: 104.238 205.135

Priority: 2 Classification: Misc Attack | MISP score: 82 %
Priority: 2 Classification: Misc Attack | MISP score: 94 9%
Priority: 2 Classification: Misc Attack | MISP score: 20 %
Priorty: 2 Classification: Misc Attack | MISP score: 30 %
Priority: 2 Classification: Misc Attack | MISP score: 81 %

Prioaity: 2 Classification: Misc Attack | MISP score:

7=

1=
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IR and Zabbix Actions



Zabbix Scripts to IR (XDR feature)

To block the IP To feed MISP To send a DFIR alert

Blockingthe attadker IP at the source Feeding MISP to contribute with Openinga Forensic Gase toinvesticate

endpoint the others

Action

Action  Operations 4

* Default operation step duration | 1m

Operations feps  Details

Run script "Feeding Threat Intelligence” on current host

5

1

1 Run =cript "Blocking attackers™ on current host

1 Run script "Sending aleriz to IRIZ" on current host
1

Run script "Updating and clozing Zabbix events" on current host

Aadd

Start in

Immediately
Immediately
Immediately

Immediately

Dwration
Default
Default
Default
Default

r4:\=1=10.4 2(....

To close the problem

Closing the original Zabbix event

Actions

Edit Remove
Edit Remove
Edit Remove
Edit Remove



Time v

02:19

02:18

02:19

(=}
N

2:19

o
o)

02:18

19PM §

17 PM

07 PM

7.

05 PM

40 PM

27 PM

02:18:11 PM

02:18:

02:18

02:17

02:17

02:17

02:17

02:17

06 PM

03 PM

57 PM

55 PM

53 PM

52 PM

7:44 PM

7:36 PM

7:28 PM

25PM

721 PM

17 PM

02

02

02

02

02

02

02

n

02

19:35 PM

19:25 PM

19:25 PM

19:25 PM

19:25 PM

19:20 PM

19:20 PM

19:20 PM

19:10 PM

2:19:10 PM

2:18:35 PM

15820 PM

Status

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

CLOSING

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RF&OIVFD

Info

Host

Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01
Suricata server 01

Suricata :erver 011

Problem

Correlated threat - attacker: 35.203.210.73 victim: 167.71.246.150

Correlated threat - attacker: 65.49.1.66 victim: 167.71.246.150

Correlated threat - attacker; 65.49.1.59 victim: 167.71.246.150

Correlated threat - attacker: 5.63.107.38 victim: 104.236.206.185

Correlated threat - attacker: 45.142.193.27 victim: 167.71.246.150

Correlated threat - attacker: 35.203.211.17 victim: 167.71.246.150

Correlated threat - attacker: 45.142.193.176 victim: 104.236.206.185

Correlated threat - attacker: 45.91.171.169 victim: 167.71.246.150

Correlated threat - attacker: 147.185.132.94 victim: 104.236.206.1385

Correlated threat - attacker: 176.65.148.189 victim: 104.236.206.185

Correlated threat - attacker: 45.79.177.245 victim: 104.236.206.185

Correlated threat - attacker: 45.82.76.97 victim: 104.236.206.185

Correlated threat - attacker: 65.49.1.199 victim: 104.236.206.185

Correlated threat - attacker: 20.55.88.100 victim: 167.71.246.150

Correlated threat - attacker: 205.210.31.141 victim: 104.236.206.135

Correlated threat - attacker: 47.254.255.250 victim: 174.138.69.162

Correlated threat - attacker: 185.93.89.222 victim: 174.138.69.162

Correlated threat - attacker: 23.239.4.211 victim: 167.71.246.150

Correlated threat - attacker: 35.203.210.73 victim: 167.71.246.150

Correlated threat - attacker: 45.79.73.216 victim: 174.138.69.162

Correlated threat - attacker: 45.82.76.86 victim: 174.138.69.162

Correlated threat - attacker: 5.63.107.38 victim: 104.236.206.185

Correlated threat - attacker 35 203 211 17 victim- 187 71 24R 150

Operational data

Priority: 2 Classification:
Priority: 2 Classification:
Priority: 2 Classification:

Priority: 2 Classification:

Priority: 2 Classification

Priority: 2 Classification:
Priority: 2 Classification:

Priority: 2 Classification:

Priority: 2 Classification

Priority: 2 Classification

Priority: 2 Classification:

Priority: 2 Classification
Priority: 2 Classification

Priority: 2 Classification

Priority: 2 Classification:

Priority: 2 Classification

Priority: 2 Classification:

Priority: 2 Classification

Priority: 2 Classification:

Priority: 2 Classification

Priority: 2 Classification:

Priority: 2 Classification

Prinritv- 2 Clas<ification

Misc Attack | MISP score:
Misc Attack | MISP score:
Misc Attack | MISP score:
Potentially Bad Traffic | MISP score: 89 %

Misc Attack | MISP score:

Misc Attack | MISP score

Misc Attack | MISP score

Misc Attack | MISP score:

Misc Attack | MISP score

Misc Attack | MISP score:

Misc Attack | MISP score
Misc Attack | MISP score

Misc Attack | MISP score

Misc Attack | MISP score:

Misc Attack | MISP score

Misc Attack | MISP score

Misc Attack | MISP score:
Misc Attack | MISP score:
Misc Attack | MISP score:
Misc Attack | MISP score:
Misc Attack | MISP score:
Potentially Bad Traffic | MISP score

Misr Attack | MISP seore

94 %

94 %

100 %

100 %

89 %

100 %

93 %

100 %

93 %

92 %

93 %

90 %

100 %

93 %

100 %

AR %

88 %

3s

15s

17s

19s

3s

33s

58s

im 8s

1im 14s

im 19s

im7s

im 5s

1m 9s

1m 3=

Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update

lindate

v/ Ei

: -.-:y"?"-__u’r::._,',“;i
Misc Att...

[attacker. 45.142.193.27 | classification: Misc AH.... |

| attacker: 45.142 193.176

s p St ey T '.'k'\jﬁ“ e A
 classification: Misc Alt...

i
) |

= P
| classification: |

. |

AT R P PR T S D
attacker: 147.185.132.94 | classific

Ao A |
447 18 Y on- 3
AllaCRCE. 1497 10 | Cias fication: M

e S |

13 ~ ASE
Misc Att... |
[ SRBIE LA 41

bt AT AL 4 g o ge
| attacker- 205.210.31.141 | classification:

. QY F ST ST = =y
3 | classification: Misc At

oo ratinn: Meon
Ad 1% ' g

1. WWHSC |

 Mank o AC 89 768 O
aftacker 45 82 76 ¢
& Cker. 45.02.7/0.0

e

bt b 2 302 3414 47 | nlaccibratbne: AEcn AR
atacker 35 203 911 17 | classification: Mis A



2025-08-21

2025-08-31

2025-08-31

2025-08-21

2025-09-22

2025-09-22

36230

38049

39459

42615

71833

71878

Download resulis as

Metwork
activity

Metwork
activity

Metwork
activity

Metwork
activity

Metwork
activity

Metwork
activity

196.251.91.51

196.251.91.51

196.251.91.51

1956.251.91.51

196.251.91.51

196.251.91.51

Feeding MISP with the current attack data

Download

r4:\=1=10.4 2(....

Admin =5

Show 13 more... Q,

71878 71833 52 Inherit event 35} & L 2 1lica |
42615 30450 {0/D/D)
Show 13 more... Q,

71878 71833 52 Inherit event 35} L 1 Lrg |
42615 39459 {0/0/D)
Show 13 more... Q,

71878 71833 52 Inherit event o &) & L 2 Jlicd |
42615 38049 {0/0/0)
Show 13 more... Q,

71878 71833 52 Inherit event &% &) & L ] lliry |
39450 38049 {0/D/D)
Show 13 more_.. Q,

71878 42615 52 Inherit event %K) A *RIEN
i b T L ]
Show 13 =~

Orgc: Unirede by Selbetti

71833 42

_— Date: 2025-08-31 L
S {3 Event: Blocked attacker 196.251.91.51 targeting host 174.138.69.162

Correlating Value: 196.251.91.51
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Shuffle

To offload Zabbix Server
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e

)
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How it works?

MO

g
3
X
Q
i

-0 - 0*0G0006

Shuffle Tools

Hitp

Email

PfSense REST API

Sophos XG Firewall

FortiGate Firewall

IRIS v2

Alienvault USM v2

AbuselPDB v2

Siemonster

Velociraptor

(_) Triggers O Vars

< Workflows > Zabbix Summit 2025 Flow

Zabbix Security Alert

.

SOPHOS

a’ L
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In conclusion
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Zabbix can...
Perform Incident Response Get extra intelligence Be part of a SOC
Be careful with Zabbix resources From Suricata and MISP Not as a central component, but in

collaboration with other tools
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Offload Zabbix is important because it can...

Focus on Al/ML Focus on Threat Intelligence Focus on analysis

Learn the behavior of the environment Generate visibility to attackers and its Powerful functions to analyze Suricata
confidence scores data and generate valuable insights
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Thank you!

Paulo Deolindo — Zabbix Trainer

Unirede by Selbetti - Brazil
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