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Common issues
customers face with IT
infrastructure
monitoring tools.
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1. Alert Fatigue

Teams get overwhelmed by notifications that don't provide
clear guidance on what to do next, leading to important
alerts being ignored or delayed responses.

2. Limitations of Automated Response

Lack of self-healing capabilities for routine issues
and human-dependent incident escalation
processes.

3. Skill and Tooling Deficiencies

Building reliable automation requires specific
skills (e.qg., scripting with Python, PowerShell, or
Ansible) and tools that can integrate with the
monitoring system.
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1. Automate

Automate manual tasks so your staff can focus on what's
important.

2. Orchestrate

Orchestrate responses across ALL your tools.

3. No code deployment

COFTGX® XSOAR Visual playbook editor for code-free control of

your automation and orchestration flow.
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The Industry’'s Most Comprehensive SOAR Ecosystem
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Pull Zabbix problems as incidents in
XSOAR over APl integration

ZABBIX

—_—— 0

S

Issue ANY commands to Zabbix over API.
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& o #3 Zabbix: Linux: Zabbix agent is not available (for 3m) - Zabbix i...  sourceizabbix instance 1 < 78 > sidepancls v ) ( Searchinincidents  Q

Zabbix info War Room Work Plan
ZABBIX REPORTED INFO

Details

Linux: Zabbix agent is not available (for 3m)

Zabbix Acknowlegement

false

ZabbixID
209

External Status
Active

Host Name

XSOAR server

Source IP

192.168.1.240

RESPONSE ACTIONS

Create a helpdesk ticket

Mark problem as acknowledged

Set up a virtual war room in MS Teams and send the details

Show empty fields

Al EXPLANATION (1)

@

DBot :
o P B :
Sep 19th 2025 09:17:54

Task Result #3: ask Al for the explanation
Command: !claude-send-message message="What does this Zabbix problem mean: Linux: Zabbix agent i... (Anthropic Claude)

v

T'nis Zabbix problem means that the Zabbix server cannot communicate with the Zabbix agent runnin J on a Linux host for at least

What it indicates:

e The Zapbilx agent servics n the nitored Linux system i: |
> Stopped/crashed - 1@ agent process is not running
> Unreachable - Network connectivity issues between server and ag
» Overloaded - The agent is running but not responding due to high systen Yo |

Misconfigured - Firewall, authentication, or configuration problems

Common causes and solutions:

1. Agent Service Issues

2. Network/Firewall Problems

. eck 1f port 10050 (default) ics
e Varify netweork connectivity between Zabbix server and agent
e Check firewal rules on the monitored host

3. Configuration Issues

e Verify Server parameter in /etc/zabbl abbl agentd f matche 1z 3 i erver 1
¢ Chack agent logs: var/log/zabbix/zabbix agentd.log
3 W

Show in War room



Cortex XSOAR + Zabbix Integration - example #2

¢ - #4 Zabbix: Linux: High CPU utilization (over 90% for 5m) - Zabbi...

Zabbix info War Room Work Plan

ZABBIX REPORTED INFO

Dretails

Linwx: High CPU utilization (over $0% for 5m)

Zabbix Acknowlegement

false

LZabbixlD
219

External Status

Active

Host Name

HSYOAR server

Source [P

192.168.1.240

RESPOMSE ACTIONS

Create a helpdesk ticket

Send an emall to the asset owner

Set up a virtual war room in MS Teams and send the details

Mark problem as acknowledged

Al EXPLAMATION (1)

@

DBot
Sep 19th 2025 09:52:51
Task Result #3: ask Al for the explanation

Source | Zabbix_instance_1

o

&/8

Command: 'claude-send-message message="What does this Zabbix problem mean: Linux: High CPL utlli...

This Zabbix problem alert means that y

r

ltillilzatlon has excesded 90 I0F & COnNTCInus

What this indicates:
Savarity: This is typicalls

Impact: When CPU usage stays abowve 90%

* Slow system response times

« hpplication delays or timeocuts
* POor user experience

= Potential system instabllity

Immediate steps to investigate:

. Chack current CPU usage:

2. Identify resource-heavy procassas:

j. Check system load:

= i
£

Show in War room

e E

your Linux s

s T

»F has |k
L= Nas I

e

i of 5 minute

experian

1 warning or high-priority alert indicating

=

Actions ~

(Anthropic Claude)

Tl atls i bk
1 L8 1 B-

atently hig
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Side panels ~ search in Incidents o

Show empty fields
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Playbook Triggered

Inputs/Outputs

v

Get details of the problem : . .
1 Raise severity i
¥ sc
RIPT #1 ¥ scripT #0
()
Get Host details . . . T
i Ack in Zabbix i Open ticket in ticketing system i
VSCRIPT| g0 £ ec L
RIPT SCRIPT

#6 #10

-
-

Close incident Manual investigation

-

#7 #11

Get asset owner from asset database ask Al for the explanation
FserIpT| a4 ¥ script # %

‘ Ask the asset owner about the problem i
#3
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Playbook Triggered

Inputs/Outputs

Get details of the problem

-

Fseript| 4 W O owm

-

Get Host details

-

Fserirt| o B

Restart agent

-

FseriprT| 4y B
Ack in Zabbix 2
FSRIPT| g Om



Cortex XSOAR - Track Metrics
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Cortex XSOAR + Zabbix Integration - Summary ZABBIX e

1. Automate Response

Bl‘idg i ng IT d nd Seco pS Automate enrichment and response to and from Zabbix.

2. Orchestrate

Orchestrate a response across all your tools to
respond to problems reported by Zabbix.

3. Monitor Progress & SLAs

Ensure all issues are resolved within SLA limits
and monitor custom timing metrics.
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