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Company Presentation



We are creators and makers of technology

$13.3 billion revenues
in 2024

m 50,000 employees
of which 9,000+ in R&D

. Over 80 sales & marketing
“=my offices serving over 200,000
W~ customers across the globe

44+ 14 main manufacturing

mt' sites
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@ Signatory of the United Nations Global Compact (UNGC)
<> Member of the Responsible Business Alliance (RBA)
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We address four end markets
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Communications
Personal electronics equipment,

computers & peripherals
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Two ZABBIX for two Factories in Catania

Silicon 6” and 8” based production

In CATANIA we have two different independent
Factory Plant, the oldest plant is dedicated to
product traditional Silicon based wafer both 6” and
8” process.

The new Plant called Catania WSic is dedicated to
product Silicon Carbide based products

Lys

SiC based prodction

Two Sites with two independent IT
infrastructure but managed by the same
support Teams.

Our needs was to have a centralized
view to manage alarms from two
different Zabbix instances
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U X Monitoring Evolution in
. ST Catania Site

HoldingArea

At the beginning was HP ITO.....




Monitoring tools used in the past

HP ITO + NNM HP / Microfocus OM9
Run on HP-UX Run on Linux
Motif based user interface Java based Console + WebUI for adm
Strong support for HP-UX and other Integrated Templates Versioning
pure UNIX platform Support for the major OS
Integrated Agents/Scripts deploy NNM still present

Integrated Agents/Scripts deploy

1996 2000 2009 2013 2024
HP OVO + NNM ZABBIX
Run on HP-UX Built on more fresh technology
Motif based user interface Possibility to Monitor WebApplication
Windows and Linux support Full Web based user interface

NNM still remain the tool for topology
and network monitoring

‘ ’ l Integrated Agents/Scripts deploy 7



QUADRATA Activities in ST Catania

» Migration project from HP OM9 to ZABBIX (Completed in 1 year)

* ITSM Integration with ZABBIX

Develop a unique view to centralize Alarms from
different Zabbix servers




Migration effort: From OVO to ZABBIX

all of these activities has been completed with Quadrata Group support

* 695 - OVO Policies to manually review / harmonize / rewrite, about Applications monitor

« 542 - Network equipment to include in Zabbix and tune the related template with about 45 Checks
to review and tuning.

« 1800 - Hosts and more will be included in Zabbix.

* 41 - Infra Checks to review and tuning plus the rebuild of all our own custom checks already
configured in OVO, About 20. (41 + 20)

* 124 - Oracle DB instances to include and related custom monitoring to completely rebuild.
« 20 - MS-SQL DB to include with default Zabbix checks, need tuning and harmonization.
* 10 - Informix DB to include and related custom monitoring to completely rebuild (Ex. Locks)

« 9 - MY-SQL DB to include with default Zabbix checks, need tuning and harmonization.
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The ZABBIX Switch



ZABBIX Why ZABBIX

 Cost-effective (No Licence cost) — Only Support Subscription
* Open Source
* Flexible and Scalable

 Relatively easy to deploy and configure, with a large community and extensive
documentation

 Modern, web-based Ul with customizable dashboards and real-time data
visualization

 Large, active open-source community providing free support, forums, and shared
templates

 Local Zabbix premium partner available for support and customization

Lys
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Network equipment
(SNMP Monitor)

SAN
(SNMP Monitor)

SAN Storage
(SNMP Monitor)

Server ILO
(SNMP monitor)

VMWare
ESX and VMs monitoring
(VMWare connector)

What we achieve in monitoring

ZABBIX
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Operating Systems
(Zabbix Agent also for very
old systems)

DATABASE Monitoring
(ODBC based)

Scheduler monitor
(ODBC + script)

Backup System
(Script)

Application monitoring
(Logfile, Webscenario, native
Zabbix agent)
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Improvement achieved compared with OVO

HP OVO ZABBIX

Logfile parser Logfile parser +
native checks
(ODBC, Rest API,

Agent2)
Script based Native Zabbix
monitor agent
SNMP SNMP / RestAPI




ZABBIX

Number of hosts (enabled/disabled)

Number of templates

Number of items (enabled/disabled/not supported)
Number of triggers (enabled/disabled [problem/ok])
Number of users (online)

Required server performance, new values per second

2259

577

341764

209209

112

2096.2

ZABBIX CTN

Network

Servers

Databases

VMs

413

167

1105

177212 131997 [891 /1 17632
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Numbers

ZABBIX WSic

Network

Servers 126

Databases 30

VMs 246

493 48617

547

149740 2404 /4225 / 83111
86930 83474 /3456 [187 1 83287)
102

751.14



Two Zabbix frontends:
eed a solution to centralize alarms in a single GUI

ZabbixCTN Console ZabbixWSic Console

Problems Ticket
4l Problems Ticket

v
Show Recent problems Problems m Host inventory | Type v
ostaroups Add Show | Recent problems | Problems Host inventory | Type v
Add
Tags or Hostgroups
Contains v Tags or
Hosts
Triggers Add Contains v
Problem Showtags | None | 1 | 2 n Tag name m Shortened | Noi Triggers Add
Severty [ Not cassified Waning High Tag display priority 2 Problem snowtags | None | 1 | 2 [Jl] Tagname [ snorenea
Information Average i L Compact view Show timeline v Severity [ | Not classified Warning High Tag display priority
Show suppressed problems Highiight whole fow Information Average Disaster ciiaE e F—
Acknowledgement status Unacknowledged | Acknowledged | By me =
n Zabbix | CTwsic Show suppressed problems Highlight whole row
s Acknowledgement status u Unacknowiedged | Acknowledged | By me i T =
Timewv  Zabbix Severity me nfo Host Problem Apply
08:46:19AM + CTWsic High 09:01:05AM RESOLVED n IORAAPPLW11inst: Disk space is low (used > 94%) 14m
65 Timev  Zabbix Severity e Info Host Problem
08:00 0 01:40:48PM » CTN  High 01:46:48 PM RESOLVED VERITAS_005 Veritas_CTNSX00218 is not Healthy , Status is  Faulted
05:27:44AM + CTWsic Average 05:29:44AM RESOLVED POLITYPE_ALARM 2m
i 01:10:46PM = CTN  High 01:16:10 PM RESOLVED [ M4_M4__ ALLARME_CHIUSURA_PINZA_POS1_-1_POS2_-1_
2025-05-04 04:49:19 PM + CTWsic High 2025-05-04 05:07:19 PM RESOLVED IORAAPPLW11inst: Disk space is low (used > 94%) 18m
01:10:10PM = CTN  High 01:16:10PM RESOLVED [ M4_M4_ALLARME_BARRIERA-ALLARME_CHIUSURA_PINZA POST -1_P0S2 -1_
Yesle’day o
01:09:19PM * CTN  High 01:16:10PM RESOLVED [ M4_M4__ALLARME_CHIUSURA_PINZA_POS1_24_ POS2 22_
2025-05-03 10:42:44 PM + CTWsic Average 2025-05-03 10:44:44 PM RESOLVED POLITYPE_ALARM 2m
2025-05-0208:12:44 PM + CTWsic Average 2025-05-02 08:13:44 PM RESOLVED POLITYPE_ALARM m 01:0810PM = CTN  High 01:16:05PM RESOLVED [ M4_M4_ ALLARME CHIUSURA PINZA POS1 -1_POS2 1_
2025-05-02 05:02:44 PM *+ CTWsic Average 2025-05-02 05:04:44 PM RESOLVED POLITYPE_ALARM 2m
01:07:53PM * CTN  High 01:16:05 PM RESOLVED [ M4_M4__ALLARME_BARRIERA-ALLARME_CHIUSURA_PINZA_POS1_-1_POS2_-1_

May o



New Ticket Module (How it works)

Ticket Plugin

developed by -

new

2AM ¢ CTN
1AM * CTN
3AM * CTN
3:00 0

> AM * CTN
1:00 ©

2AM * CTN
day o

5 PM ¢ CTN
day o

2AM ¢ CTN

QUADRATA

sts

ers

Problem

Severity

Age less than

Severity Recovery time Status

Average

Average

Average
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PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

Show suppressed problems

ow Problems History

Not classified Warning High

Information Average Disastel

days

Acknowiedgement status u Unacknowledged Acknowledged | By m

Problem

RTD AUT Rules Monitoring EXE &l

RTD AUT Rules Monitoring EXE [Ell

RTD AUT Rules Monitoring EXE &l

Warning Memory used is over on CTNS

Warning Memory used is over on CTNS

Robot Fault

Why a new Ticket Module

To enable 24x7 support Team but also all Teams which can benefit, to look and
operate at both CTN and Wsic Zabbix console from a single unique view.

Showtags | None | 1 | 2 JEMM Tagname IETM Shortened | None

« Same functionality of Default Zabbix Problem View, not require big
Training effort

« Can be configured to show alarms from many different Zabbix Server
source.

 Origin of the alarm is showed in a specific field.

"tibemsd” (TIBCO EMS Server) is not running (startup type automatic delayed) &l 7d 1m Update v & E 4 M >_ [ Ee 6 16




Ticket Module - Zabbix Instances definition

Zabbix Server details
Support for 5.x-7.x

Credenziali utente Admin per risoluzione trigger url
P % Username | Admin Password ~ sssese

Zabbix Name  ZBX1 API Ul | hitp://127.0.0.1/zabbix/api_jsonrpc.php UserGroup  * API Token | 88bdb51b519081bc4e80d Versione 7 v Primario  Si

Add UserGroup Token

Credenziali utente Admin per risoluzione trigger url
P 99 Username Password

Zabbix Name | ZBX2 APIUrl | http://10.42.0.32/zabbix/api_jsonrpc.php UserGroup  * API Token | ccd6e22fd8e52119c9526¢ Versione 7 Primario  No

Add UserGroup Token




Built-In usable
MACRO

Ticket Module - Enhanced Script actions

Usable MACRO:

${TRIGGER.DESCRIPTION} )| ${TRIGGER VALUE} [ ${TRIGGER.SEVERITY}

Advanced MACRO:

TAG Parsing -> ${TAG.TAGNAME} es. ${TAG.CPU}
Stirng Parsing -> es. ${EVENT.NAME[\(.*.\)]} Reg EXp ol
r -> es. : >,
o - MACRO
Example String: "High memory utilization ( >90% for 5m)"
Parsed Valude: "( >90% for 5m)"
Name | Restart Service Execute on | Zabbix Agent v Script | systemctl restart ${EVENT.NAME[\(.*\):]}

Save

Reset

Action
Script

Host group | All

Redirect Event Log

Enable Confirmatio

Script output
to event log



Alarm source

Time v

10:07:32 AM

10:00 ¢

04:33:22 AM
04:00 o

01:04:22 AM

Today ©

2025-02-09 09:06:06 PM

Yesterday

(o]

2025-02-08 06:00:02 AM

2025-02-06 07:00:01 PM

Zabbix

CTWSic

CTN

CTN

CTN

CTWSic

CTWSic

Lys

Severity

Average

Average

Average

Average

Average

Average

Ticket Module - Problems View Aggregation

Show suppressed problems

Acknowledgement status m Unacknowledged | Acknowledged | By me

HIgnugnt wnoie row

Tutti
CTWSic

Recovery time Status Info Host Problem
10:13:32 AM RESOLVED Oracle TBS 'UNDOTBS1'": Tablespace utilization is too high
PROBLEM Warning Memory used is over on CTNSX00360:28031 for object=repository in LDB_5D
PROBLEM Warning Memory used is over on CTNSX00361:28031 for object=repository in LDB_5D
PROBLEM Robot Fault
Update
PROBLEM WSIC_LOT_HOLD_x_Category_CA & function route
PROBLEM WSIC_LOT_HOLD_x_Category CA & tO source

Zabbix Server

Filter by Site
Duration Update Actions
6m Update

5n42m5s  Update JB !

9h 11m 5s Update

13h9m 245 Update

2d 4h 15m Update

3d 15h 15m  Update

19



Ticket Module - Scripts Execution

Actionable
Scripts
Timev  Zabbix Severity Recovery time Status Info Host Problem Duration Update/ Actions Scripts Tags
| 01:11:59PM * WSIC PROBLEM Unavailable by ICMP ping & 53 Cree I M :ppiication: test| component: health | component: network]
Restart Service
01:11:04 PM * WSIC PROBLEM GenerateProblem & 1 G > Sl TAGSPROVA: HOST | TAGSPROVA: ITEM
TAGSPROVA: Trigger
| 01:07:59PM * WSIC Not 01:09:59 PM RESOLVED Unavailable by ICMP ping &l 2m Update [ component: health
classified
|
blen v s "
Execution script: Show Dir Content Update Actions Scripts Tags
Script commands:
o SCI’Ipt Update v B 2 [ I3 application: test | component: health | component: network ’
Execution output: execution Log Time User Message

1 1 2025-09-10 03:37:39 PM Admin Show Dir Content: total 0
4 SRR ESRE SRt -rw-r--r-- 1 apache apache 0 Sep 10 15:37 log_68c19b42ed64c
3 -rw-r--r-- 1 apache apache 0 Sep 10 15:37 err_68c19b42ed64c

2025-09-10 03:37:39 PM Admin Show Dir Content:

/ Execution Log

o on Event note

‘y, 20




Modern Observability Dream

Why we need an enhancement to legacy Monitoring:

* Al based Intelligent Correlation of Information

« Al Automated analysis and correlation of data from different sources to quickly identify anomalies and root
causes of issues.

« Automatic fault Learning and prediction (Monitor what you not know)

« Advanced Visualization

« Use of interactive dashboards and visualization tools to clearly and comprehensively display system status.
» Automated Response / Remediation

« Solutions designed to easily adapt to complex and constantly evolving infrastructures typical of modern
industry.

We are already at work to implement a homemade
observability platform

Lys



Our work to Modern Observability

Home > Dashboards B VIR « ¢

* Unique visualization that
centralize information e
from different sources : PRt S
like Zabbix, e

Elasticsearch, UCMDB.

* Node graph visualization
of Assets, with the
relations between
Applications / Database /
Systems

 Integrated our internal
ChatGPT for enhancing
human troubleshooting

KLARITY 3.6 CTN RECENT PROBLEMS

- 46 > 1- 11 of 500 rows

Operational data Tags Time
Linux servers, Template FDC/PCB_ZIP=326 pending files are over the limit of & Application: EDA ... 25 Sep 2024 11:21:14

Linux servers, Template.. FE_DEFECT/KLARF_REVIEW_18=345 pending files are Application: EDA ... 25 Sep 2024 11:17:14

oracle Oracle TBS 'TEMP': Tablespace utilization is too high Application: Oracle ... 25 Sep 2024 11:17:09

oracle | T Oracle: Physical writes per second too high Application: Oracle ... 25 Sep 2024 11:16:00
’l oracle | ge Oracle: Physical writes per second too high Application: Oracle ... 25 Sep 2024 11:13:01




ZABBIX Lowlights (opportunity to improve)

 Templates Versioning ( more or less like ZBXNEXT-4327)
* Integrated Agents/Scripts/Useragent deploy

* Dashboards import/export ( ZBXNEXT-5419 ? )
* Automatic Network Topology

* Full end to end Modern Observability

Al assisted Troubleshooting

e Can switch between Zabbix server instances in Web interface, for a full
operations.

Lys



Our technology
starts with You

(ﬁﬁ Find out more at www.st.com
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