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» Professional with over 14 years of Zabbix experience

» Active in the Zabbix community, contributing to forums, social media,
and community channels in Brazil and abroad

» Certifications:
= Zabbix Trainer
= Zabbix Expert
= Zabbix Specialist
= Zabbix Professional

» Observability Specialist Consultant at Lunio(Zabbix Premium Partner)
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ZABBIX

PREMIUM PARTNER
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Lunio is a Brazilian company
specializing in Observability,

Cloud Computing,
Cybersecurity, and Managed

Services.
Created to enable our clients —tt gy EEES IO
to leverage technology in R > N = 323?.53‘552:

favor of their business.

With over 12 years in the
market, based in the Porto
Digital Technology Hub in
Recife (PE), Brazil.
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« About the project
» Challenges

« Zabbix features

* [Integrations
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About the project SUMRMIT

This project was implemented for a major telecom service provider in Sao
Paulo (Brazil), connecting over 200 cities with new acquisitions. The company
needed to scale and modernize its monitoring operation, aiming for better

network control, cost reduction, and improved operational efficiency.
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Challenges
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zj Challenges
Migration
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_ Automation SU T
@, Challenges Miar
Agility
I\/Iigration Root Cause

Alarm Correlation

4ZABBIX
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v" Preserve business rules

Intelligence

Operational Costs
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v' Ensure alarm enrichment

v Correlate events from GPON and Backbone networks
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- ZABBIX

Project Scope <=mmm

Using Network Discovery
TR

API

(@)

oo|

CMDB Integration

Event Correlation

Business Rules (AS IS)

ZABBIX

SUMMIT

\ 4

%

r'e

ﬂ

o

BMC Helix Integration
(Service Desk)

Data Processing

% Ensuring Vision with Geolocation

Using Artificial Intelligence Models
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Network Discovery
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Plunie  Network Discovery + AstroAl
SUMBRIT

« Automatic Identification of New IPs

 Host Creation in Zabbix via API

{DISCOVERY.DEVICE.IPADDRESS}
« Full Inventory Population from CMDB ‘
ZABBIX G
== o0 | >

== 00
— Action: CMDB
—_-= o0

<§>

\
/ \ ©
Create Hosts

[PROXY] (PROXY| with data from
oﬁp,zzz: Wiiiif CMDB
SNMP == o (snvp J== 0 e b’
& T o

at—
D sE=

O~ —cO ,,’
172.10.1.0/16 < (@) o ¥ L1
0o Datalake
A ]
* SNMP . — v
— K=
= &=

e NETMIKO
* SSH
* TELNET

*/

10.10.11.0/16
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Network Discovery Rules SUb

Discovery rule Maximum concurrent checks per type Cne Linlimited Custom 10

“Name | Discovery Rede Overlay

Discovery by = :
Action

“IP range | 10.0.2.1-3

Action  Operations 1

“ Mame | Integracac CMDB Webhook 1A

* Update interval | 1h Type of calculation | Or ~ Aor(BorC)
Maximum concurrent checks pertype | One I Conditions | ahel Name Action
* Checks  Type A Discovery rule equals Discovery Rede Overlay Remove
ICMP pin B Discovery status equals Up Remove
Action
Device unig|

Action Operations 1

Operations  Details Actions
Run script “Integra::CMDB" on hosts: Zabbix server Edit Remove
Add

* At least one operation must exist.

| Clone ‘ | Delete | | Cancel
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T
"monitored by": 2,

21,
0,

"proxy_groupid

"inventory mode!

"inventory": {
"alias": "'"$redetype”'",
"agset_tag": "'"$sla"'",

"contract number"

"date_hw_expiry
"date_hw_install"

"$data_garantia"'",

"hardware": "'"$fabricante

"hardware full"

"host_netmask": $vlan mgmt"
mingggintn,

$latitude

"hast_networks

"location_lat": "
"location lon": wrnglongitude”"
: mrmsmodelon',

"model

"name": "'"Shostname™'",

"notes": "'"$observacoes"'",

"oocb_ip": "'"$ip address"'",

"ocb netmask": "$mascara

"oob router": "' "Sgateway""",

"poc_1 name"”: responsavel local”'",
"serialno a": "' “$numem_ser1.e pog,

"site address a

"site address b 'rénumero"’

"$bairro

"site address c!

"site city": """$cidade"'",

"site notes": regiao”'",

"site rack": """§site"'",

"site state": estado"'",

"site zip": "'"$cep"'",

"tag": "'"$tag patrimonio"’

"type": "'MStipo"',

"type full": "”'Stlpo_p].aca‘”'
"vender": "'"$fornecedor"'",
"deployment_status": "Ativo",

"site country": "Brasil"

"!"Snumero contrato"'",

'"Sdata_instalacao"'",

"'Uyersao firmware™'",

Script CMDB Integration

$# IP recebido da macro do Zabbix ou como argumento

DEVICE TP="{DISCOVERY.DEVICE.IPRDDRESS}"™

* Hostgroup
* Hostname

«  Community

« Template
« Tags

* Proxy_groupid

ZABBIX

"Sendereco completo!

Name 4 Wtems  Triggers  Graphs  Discovery

oft_rec001-gp01-pe Htems74 Triggers23 Graphs  Discovery 2

oft_rec002-gp01-pe Htemss0 Triggers 15 Graphs  Discovery 2

oft_rec003-gp01-pe Htemss0 Triggers 15 Graphs  Discovery 2

oft_rec004-gp01-pe Htemss0 Triggers 15 Graphs  Discovery 2

oft_rec005-gp01-pe Htemss0 Triggers 15 Graphs  Discovery 2

sw_rec001-bk01-pe ltems94 Triggers 15 Graphs 9 Discovery 1

sw_rec002-bk01-pe ltems 67 Triggers 12 Graphs 6 Discovery 1

sw_rec003-bk01-pe ltems67 Triggers 12 Graphs 6 Discovery 1

sw_rec004-bk01pe ltems94 Triggers 15 Graphs 9 Discovery 1

sw_recd05-bk01-pe ltems 67 Triggers 12 Graphs 6 Discovery 1

Zabbix server ltems 126 Triggers 105 Graphs 16 Discovery 6

Web

Web

Web

Web

Web

Web

Web

Web

Web

Web

Web

Web

Proxy

Zabbix_roxy_group:
Zabbix_proxy_02

Zabbix_roxy_group:
Zabbix_proxy_01

Zabbix_roxy_group:
Zabbix_proxy_01

Zabbix_roxy_group:
Zabbix_proxy_01

Zabbix_roxy_group:
Zabbix_proxy_02

Zabbix_roxy_group:

Zabbix_proxy_01

Zabbix_roxy_group:
Zabbix_proxy_01

Zabbix_roxy_group:
Zabbix_proxy_02

Zabbix_roxy_group:
Zabbix_proxy_02

Zabbix_roxy_group:

Displaying

11 0f 11

Templates

[V.1.0] - Template OLT Huawei (Generic by
SNMP)

[V.1.0] - Template OLT Huawei (Generic by
SNMP)

[V.1.0] - Template OLT Huawei (Generic by
SNMP)

[V.1.0] - Template OLT Huawei (Generic by
SNMP)

[V.1.0] - Template OLT Huawei (Generic by
SNMP)

[V.1.0] - Template SW Huawei (Generic by
SNMP)

[V.1.0] - Template SW Huawei (Generic by
SNMP)

[V.1.0] - Template SW Huawei (Generic by
SNMP)

[V.1.0] - Template SW Huawei (Generic by
SNMP)

[V.1.0] - Template SW Huawei (Generic by
SNMP)

Linux by Zabbix agent, Zabbix server health

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Availabilty Agent encryption Info Tags

[5rovr I o

R [ cidade: Recife | site: REC002

[ swe I None | cidade: Recife | site: REC003

[5rove I o

[srove I ore

[ snwp | cidade: Recife | site: REC001
cidade: Recife site: REC002
cidade: Recife | site: REC003
cidade: Recife site: REC004)
cidade: Recife site: REC005

Host inventory

Type

Type (Full details)

MName

Alias

Serial number A

Tag

Assel tag

Hardware

Hardware (Full details)

Location |atitude

Location longitude

Motes

Model

Vendor

Confract number

Deployment status

Host networks

Host subnet mask

QOB IP address

00B subnet mask

‘0OB router

Date HW installed

Date HW maintenance ex)

@

Site address A

Site address B

Site address C

Site city

oLT

GPON

olt_rec004-gp01-pe

gpon

SM-HW-181231TUVW3456

PAT-2021-030

x5 (Next Business Day)

Huawsi

VB00R020C20

-6.06352

-34.944704

Equipamento em fase de descomissionamento

MASGE3T

Telecom RS

CT-2021-050

Ative

192.168.10.024

300

10.0.275

255.255.255.0

10.0.2.1

2020-08-05 00:00:00

2023-08-05 00:00:00

BR-101

1668

Curado

Recife



EVENT CORRELATION
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emplate Alarm Correlation arent and child events) SUWT

» Zabbix Template for Large-Scale Event Correlation
» Automatic Grouping of Incidents in Massive Events
» Optimization of Failure Analysis and Operational Response

GroupEvent2

GroupEventl

Correlation

>Lunio .



Alarm Correlation (Parent and Child Events) SU T

ZABBIX » ©» ¢YeIREN[eXiki EEBeEA

PC | CONEXAO LUNIO 01 Zoom out @ Last 1 hour
PERMAMBUCO Stop slideshow

Dashboards

o7 LECOM | REDEDEBACKBONE

Inventory

Massiva Backbone
Reports

b v Info Host Problem » Severity Operational data Duration Update Actions

[+]| Data collection

Alerts

e 0.00
=), Users N

User groups S,

User roles No data found

Users

Value
= BACKBONE: Count Backbene Problems 0
AP tokens

Authentication

‘ot Adminisiration

Lunio Demo

Support

Integrations .
Help BACKBONE BACKBONE

User settings

Sign out

! GroupEvent2 E

NraninCuvuantd

B>Lunio >Lunio

23



>Lunio

Alarm Correlation (Parent and Child Events)

|:| Name & Hosts ltems Triggers Graphs Dashboards Discovery Web

I:I [AstroAl V. 1.16] - Template Correlation Backbone Hosts 6 ltems 2 Triggers 1 Graphs Dashboards Discovery Web

Item | JavaScript [
a
- Z t)):
Iltem Tags Preprocessing 4
// Formatar o resultado final com apenas os EventIda do host dominante com o maior EventGroup
*Name | AstroAl Backbone | var result:
if {(largestGroupHest) |
Type | Script - unigueEventIds = eventGroups[largestGroupHost].reduce (function(ace, eventId) |
if (acc.indexOf (eventId) === -1} {
* Key L e.analysis.backbone | ) acc.push (eventld) ;
return acc;
Type of information | Text v L
. :
Parameters  name Value Zabbix.log(3, "Zabbix BACKBONE script unigueEventIds: ' + JSON.stringify(unigueEventIds)):
[ 1ok | 768 heee
oken g Zabbix.log(3, 'Zabbix BACKBONE script result: No dominant host found' );
result = "0';
url onrpr | Remove .
L
Add
// Verificar se o host.name do eventc estd no nome do host.name do host dominante
* Seript |r.ry . |/‘ if (params.hostName !== largestGroupHost) {
&S Zabbix.log(3, 'Zabbix BACKBONE script result: params.hostName - ' + params.hcstName + ' !== eventGroups([largestGroupHos
~ result = "0';
// eventGroups [largestBroupHost].push (params.eventid) ;
Custom intervals  Type Interval Period // result = eventGroups[largestGroupHost].join{','):
” 3 - b
RO scneauing || 50s |[1-7.00:00-24:00 Remove
Add Zabbix.log(3, 'Zabbix BACKBONE script result: ' + JSON.stringify(result));

} cateh (error) {
Zabbix.log(3, 'Zabbix BACKBONE script falhou: ' + error);
var result = error;

* Timeout E:EI Override | s Timeouts
* History | Do not store Sloreupto

Populates host inventory field | -None-

return JSON.stringify (result);
o eeeeeeeeeeeeeeeeeeeeeeeeeeeeeee——————eeeeeeeeeeeeeeeeeed »

Description 59024 characters remaining
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AstroAl

Problema: Interface is unavailable: 100GEQ/0/4 (SW-MO1-REC001-PE:backbone; 100GEQ/0/3)

Remaoy

i
Export fo CSV E

Problems

Y gpon Host: SW-M01-MAC001-AL
Trigger: Interface is unavailable: 100GEC/0/4 (SW-M01-REC001-PE;backbone; 100GEQ/0/3)

Mensagem: ### Incidentes Ativos Relacionados

1. **Indisponibilidade do Backbone™*
- **Host:™ SW-MO01-RECO01-PE
- *Severidade’™™ 5

Show sL . ; I e .. . -
- *Descrigdo:** Indisponibilidade de multiplos recursos de backbone, afetando a conectividade entre dispositivos.

Ackn
2. **Interface Indisponivel: 100GEQ/Q/4**

- *Host™ SW-MO01-MACO001-AL

- "Severidade™™ 3

e Sevesily - **Descrigdo:™ Interface 100GEQ/0/4 estd indisponivel, possivelmente conectada a um recurso do backbone.
34 AM = JDiEasier 3. *Interface Indisponivel: 100GED/0/3**
- **Host:** SW-MO01-RECO01-PE

10 AM * C Average ~ **Gavaridade™™ 3 2

- **Descrigdo:™ Interface 100GEQ/0/3 estd indisponivel, que serve como entrada/saida do backbone.
10 AM *  Average =

4. Interface Indisponivel: 100GEQ,/0/1** B,

2025-0 10 AM * | Average e Backb
g - **Host** SW-M01-REC001-PE —
Ly 2025410 AM * | Average - *Severidade:™* 3 2 port: Poria-4
- *Descrigdo:™* Qutra interface critica que esta indisponivel.
D 202504541 - | Average 2
Ly 2025 5. *Interface Indisponivel: 100GED/0/2**
- **Host:** SW-MO01-JPA0O1-PE .
Ly 2025 port: Porta-3
[ Fech
Ly 2025 port: Porta-2

Displaying 1 of 1 found

LJ
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ZABBIX
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KAFKA & ELASTICSEARCH



. .
Zabbix streaming to external systems  giymerr
Riaa .5

» Real-time Integration between Kafka and Zabbix
» Distributed Processing and Real-Time Analysis
» Interoperability with External Systems and Enhanced Observability

& kafka.

ZABBIX Broker Topics

Bl AR —/__,,—"' |tem V&'UES
==o0 = — S Events
[E=o A elasticsearch .. _

| (& ; - CRM

Consumer

B>Lunio
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Kafka Connector for Zabbix server

https://git.zabbix.com/projects/ZT/repos/kafka-connector/browse

kClo -

elasticsearch

ZABBIX
geka

« Kafka Connector for Zabbix
* Real-time Data Forwarding
« Optimization of Integrations for Distributed Processing
Item Values

Events Messages: Items

Connector Connector 2309743 57521 2025-05-08 09:49:13.807 (22229 empty
[
*MName | StreamlA_Kafka Events *Name | Streamlh_Kafka ltems "clock™: 1746697751,
= = . ) "groups": [
. ) Protocol  Zabbix Streaming Protocol v1.0
Protocol Zabbix Streaming Protocol vi1.0
Data type Events
Data type Item values
*URL | hitpffkafka_kafka-connecior/apifvifitems
=URL

hittpcifkafka_kafka-connector/apivifevents

"sw_rec@d?-bkel-pe™

Tag filter m or sw_rec@@d2-bkel-pe”
Tag filter m Qr
stream Equals ~ || kafka s*: [
stream Equals v | | kafka Remove add
Add "component™,
L L (7 e o >
Type of information Numeric {unsigned) Character Text myalue=: =netwarks
HTTP authentication | None ~ | Numeric (float) v/log Binary
HTTP authenlication | Hone v

Advanced configuration

"walue": “kafka"
Descripfion | Envio de coletas de itens para o kafka
Descripion = Envio de coletas de itens para o kafka |
¥
"itemid": 57521,
- e "108GERS2/1 :: sw_rec@e3-bk@l-pe;100GEB/2/10; backbone;48G;40000000080;Eth-Trunk3 :: Speed”,
P 526574,
4
Enabled |+

| Clone | | Delete | | Cancel ‘

B>Lunio

Enabled
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ZABBIX
= bmc

Ticket Opening in ServiceDesk with Intelligent Root Cause Analysis.

ZABBIX

----------------
Ceog

B>Lunio

ServiceDesk (BMC HELIX)

Intelligent Root Cause Analysis

AstroAl

Incident Analysis:

Device: sw_rec001-bk01-pe
Interface: T00GE0/2/11
Status: Down (0)

Possible Causes:
Physical cabling failure: Check for issues with optical or
metallic cabling.

Accidental disconnection: Verify if the cable was unplugged or
if there is a connector fault.

Manually disabled port: It may have been disabled via
command or due to configuration error.

Equipment problems: Possible hardware failure on the
switch's physical interface.

Loop detected: Some switches disable ports when loops are
detected on the network.

Negotiation issues: Speed or duplex mismatch between
connected devices.

More details...

30
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GEOLOCATION

ZABBIX

Dashboards
Monitoring
Services
Inventory
Reports
Data collection
Alerts
Users

Administration

Support

Sign out
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ZABBIX

Dashboards

Monitoring
Problems.
Hosts
Latest data
Maps
Interface Status

Discovery

Services

Inventory

Reports

Data collection

Aleris

Users

Administration

Support
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DATA INTELLIGENCE

)

Going beyond discovery
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Data Intelligence SUMRIT

Because collecting isn't enough — it's necessary to connect and transform.

Data without context is just noise.

Our data strategy goes beyond simple information gathering, establishing a complete journey from the discovery of new devices to the generation of

valuable insights that support critical decisions.

ZABBIX

Datalake

’ = =] = Z[~=] pata
|__ @' v v v (Q\ SEa Monitoring
= N e e
= oy R s\ Q U efine Il
Osfal " S, g ~ * Homologed R B ofo Data
- DDDI:I ForeCast
CRM
-— — A ’ Pid
= = N L7 L%
RN ,,:j:/” @ _© Data
i s N {:?} Driven
Decision
CMDB ElasticSearch @ @

B>Lunio
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Artificial Intelligence

in Operational Management /

)

B>Lunio



Artificial Intelligence in Operation SUMFT

With Zabbix and Al it is easier to transform raw data into strategic decisions.

[ ]
N:.ﬁ~h o Tryegled
S g +~Refined

_____________ CAG Data q NPL
« Homologed  TTTTTeeeeel m Infos

©
. 0 ® @
VAN h g Context
0101 Ver 1.0 Q_F8 O o - ~ - CJ ®
1010 /A o Issues
Fine-Tuned Data 90 vertoqrs o ;

O—%0 )
O ~~~\\~ |
, ! - Q
N N Em‘ N Q 0101 Ver 14 F16 -(@). @ ‘
er1. o O
= %@ ) 1o ) O—%0

Environment
AstroAl

|> LU niO ElasticSearch RAG Data

Action HUB
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Advanced Nvidia GPU

Monitoring for

High Performance ‘
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NVIDIA RTX A5000 SUMMIT

(base) root@server:/home/server# nvidia-smi
Mon May 19 14:21:47 2025

Driver Version: 550.144.03 CUDA Version: 12.

Fooooneoeseseenneneenes +
GPU Name Persistence-M | Volatile Uncorr. ECC
Pwr:Usage/Cap GPU-Util Compute M.

NVIDIA RTX A5000 00000000:41:00.0 Off
15254MiB / 24564MiB Default

NVIDIA RTX 00000000:C1:00.0 Off
15030MiB / 24564MiB Default

7500MiB
/root/miniconda3/bin/python3 7744M1B
python3 7174MiB
/root/miniconda3/bin/python3 7846MiB

>Lunio



NVlDIA RTX ASOOO ZABBIX

Dashboard Edt dasboard [ = J132]
All dashboards / Dashboard
NVIDIA RTX A5000 NVIDIA RTX A5000 01 NVIDIA RTX A5000 02 NVIDIA RTX A5000 01
Dashboards [ £ b Power usage
Remainir
Monitoring - ing
envices
Inventory
Reports
colleclion - SRVASTROCORE
[ 176.25 watts.
T TEMPERATURA PCle FCle NVIDIA RTX A5000 02
W [GPU-a03cdeci-ccf7-a215-7543-cd3458126118): Power usage
. Remaining
-ﬂn,.ws. -,m
-dm_m,m ..,”6.,
[GPU-303 cdecs-ccf7-a215-754. [EPU-a03cdeck-cclT-a215-754..
[6PU-a03cecB-ccf7-a215-754 [6PU-203cdecB-ccfT-a215-754.
[GPU-3981dbd8-C206-3326-b75. [EPU-3881dbde-c206-3322-b75. L 175,65 wats
cPu cPU NVME Performance
W CPU guest time

. CPU guesttime
@ CPU guest nice time

@ CPU guest nice time
CPU interrupt time

W CPU iowait time
B CPU nics time

W CPU softirg ime:
. CPU steel time

. CPU system time
B CPU user time

mvmeOn1
CPU interrupt time 410 bps
W CPU iowait time
B CPU nice time
W CPU softirg ime:
. CPU steal time
. CPU system fime
B CPU user time

nvmeOn1: Disk utiization
37%
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BENEFITS AND ADVANTAGES SUMRIT

» Avoid over 700,000 support contacts Cost Reduction Simulation

» Reduced licensing costs with IBM Netcool

» Increased customer satisfaction (NPS) > Cost Components

e , v Travel
» Optimization of technical teams / Labor
» Scalability without additional costs v Equipment and Tools

v Response Time

» Innovation and competitiveness

» Strategic analysis and planning _
ZABBIX
$ 35.000.000/YEAR

B>Lunio >Lunio
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Mean Time to First Contact (MTFC)

Controladoria
Redquisicao Campo
SME Cliente
Juridico
Pos-vendas
Comercial
Recursos Humanos
Financeiro

Suprimento e Logistica RH

Reopen Rate by Group

Taxa de Reabertura [l N%o Reabertos

Insumos

SME Cliente

Financeiro

‘Comercial
‘Coniroladoria
Departamento Pessoal
Pas-vendas

Recursos Humanos

Requisi¢io Campo

Suprimentos

Mean Time to Resolution (MTTR)

Coniroladoria
Pré-Vendas

Juridico

Suporte N1
Pos-vendas

m

‘Comercial
Suprimentos

SME Cliente

Suporte de Campo
Departamento Pessoal
Recursos Humanos
Suprimento e Logistica RH
Fiscal

Insumos

Financeiro

Recurrence Rate by Category

.

Indisponibilidade
Link de Dados
I Emissdo de Notas Fiscais
I | ink Indisponivel
mmmm Degradacio do Link (Perda de Pacotes)
I Degradacdo do Link (Laténcia)
B Juridico
B Camera Oftiine
SOLICI'I'A(;:\O DE CADASTRO (FORNECEDORES OU PROD

Camera
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Thank you!

Hernandes Martins

Zabbix Trainer
Lunio, Brazil
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