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The Challenge of Centralized
Monitoring:
Monolithic architectures might not scale as needed:

» Performance is tied to resources with constraints:
= High load on Zabbix server (CPU, DB, 1/0)
= Network latency when monitoring remote locations
= Complexity in firewall administrations (many rules to manage)
= Data loss if network connection to a remote site fails
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Architecture: Before proxy PEXEEIRS 2€...
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The Solution: What is a Zabbix Proxy?
A process that can collect data on behalf of the server: SUWT

OCTOBER 8-10, 2025
» Offloads the data collection task from the server. RIGA:LATVIA

» Performs preprocessing of data if needed.
» Temporarily stores (buffers) data locally.

» Sends data to the Zabbix server in a single connection. PROXY

» Can be used to test items

The Proxy is a data collector, it will not:

» Calculate triggers or send alerts
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Proxy database support SUMRIT

Proxies are compatible with MySQL, PostgreSQL and SQLite3:

» For MySQL and PostgreSQL, database must be manually created, and schema should

be imported (like Zabbix server).
» For SQLite3 database is automatically created by specifying the path to file

» Proxy database is used as temporal storage of data

My S&v Postgre SQL

?SQLite



. .
Proxy installation SUMMIT

Installation is straight forward:

» From Zabbix download page, select OS, version, component, backed:

K
ZABBIX VERSION OS DISTRIBUTION OS VERSION ZABBIX COMPONENT  DATABASE WEB SERVER

A l Proceed with installing zabbix repository.

7.2

# rp [root@pgnode@1 ~1# dnf relnstall zabblx proxy-— sqllteB zabblx sellnux—pollcy

= = m e BN

| Last met
1 #'d"DZZaiinif[root@pgnode@l ~]# cat /etc/zabblx/zabblx _proxy.conf | grep -v '"#' | grep -v '"$'

608 § ————————--{ Server=192,168.4.53 R
| Hostname=Proxy A
SR =========3 | ogFile=/var/log/zabbix/zabbix_proxy. log SESSSsssSEEEEEE s TS
j Reinstalll (oFit1eSize=0
# dn zamﬁm_zaPidFile:/run/zabbix/zabbix_proxy.pid
SocketDir=/run/zabbix
DBName=/tmp/zabbix_proxy.db
SRS =========3 pDB|Jser=zabbix e
Edit fig ProxyBufferMode=hybrid
PP 1nstalled ProxyMemoryBufferSize=16M
start 7EERUES o SNMPTrapperFile=/var/log/snmptrap/snmptrap. log
Timeout=4
- LogSlowQueries=3000
RIS StatsAllowedIP=127.0.0.1
# systemctl enalInclude:/etc/zabbix/zabbix_proxy.d/*.conf
[root@pgnodedl ~1# |




How to add a proxy?

Proxies are added via frontend, under administration section:

» Enter proxy name
» Specify if belongs to a group (Proxy HA)

» Define the mode of operation

Proxy

Proxy  Encryption  Timeouts

* Proxy name ‘ [onPremActiveProxyVi

Proxy group | type here to search Select
Proxy mode [N Passive

Proxy address
Description

4

| Refresh configuration ‘ | Clone | ‘ Delete | | Cancel |




Architecture: After proxy
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Operating Modes: Active vs. Passive T

Active Proxy (Recommended):
» "The proxy initiates the connection." Ideal for networks behind NAT/Firewall.
» Requests monitoring configuration and proceeds to actively send collected values.
» If server is in cluster mode, semicolon must be used. (address:port;address2:port)

» ProxyMode variable = O

I'm Proxy _“Buenos Aire

PROXY ZABBIX
= 9 This is your monitoring configuraﬂ%;pﬂ_%?[' —— 00
—— 00 '[== o o
—— O : 010 010 Collected | - 0 |
{é):} 1010| [1010 Ollected values @




Operating Modes: Active vs. Passive T

Passive Proxy:

» "The server initiates the connection." Requires the server to be able to reach the proxy.

» Server queries the proxy for each metric.
» Requires that server has "ProxyPoller = 1" variable enabled in server configuration file.

» The value of Server=in proxy acts as list of accepted IPs to receive queries.

PROXY @% the value of itemid Y ZABBIX
—_— 00 —_— 00
—_— 0O —_— 0O
== 0 {C:)%} itemid Y = XX>:> == o <§|}




Proxy encryption (Active)

TLSConnect defines type of encryption for connecting to server:

» Used for active proxy, ignored for passive proxy
= unencrypted - connect without encryption (default)
= psk - connect using TLS and a pre-shared key (PSK)

= cert - connect using TLS and a certificate

» Mandatory if TLS certificate or PSK parameters are defined




Proxy encryption (Passive) SUMRIT

TLSAccept defines type of encryption it accepts from server:

» Used for a passive proxy, ignored on an active proxy. Multiple values are possible:
= unencrypted - connect without encryption (default)
= psk - connect using TLS and a pre-shared key (PSK)

= cert - connect using TLS and a certificate

» Mandatory if Cert or PSK are used.
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Buffer Mode: Disk (legacy) -|-

Specifies history, network discovery and auto-registration data storage
mechanism :

» All information must be stored in the database.

» Possible bottleneck due to database or I/O

ZABBIX
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Proxy configuration (retention) SUMKIT

Proxies need definitions for data retention:

» Can keep information stored besides if already was sent to server:

= ProxyLocalBuffer

» Will store the information in case of no connection to server by the amount of time
defined:

= ProxyOfflineBuffe




Buffer Mode: Memory T

Specifies history, network discovery and auto-registration data storage
mechanism:

» Uploads to Zabbix server without accessing the database:
= Requires to define the buffer size. (ProxyMemoryBufferSize up to 2 GB)
= Between 10 and 100 times better proxy performance, depending on the allocated hardware
= Values are stored considering age. If values are old and not sent they could be overwritten

by new ones ZABBIX
ED—F e [EE == o0o0
e oot =00

ZABBIX —=5%




Proxy configuration (memory) SUMMIT

When working in memory mode we can define sizing by:

» Size of shared memory:

= ProxyMemoryBufferSize

» Will store the information in case of no connection to server by the amount of time
defined:

= ProxyMemoryBufferAge




Buffer Mode: Hybrid T

Normally works in memory mode until it runs out of memory or the oldest
record exceeds the configured age, if so:

» The buffer is flushed to database, and it works like in disk mode until all data have been
uploaded.

» Once data is uploaded switches back to memory mode
» During shutdown memory buffer is flushed to database

ZABBIX
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on the proxy




Proxy monitoring (via server)

Monitoring proxies is necessary to understand their current performance:

» |t's possible to check basic metrics via Administration -> Proxies:

Name a Mode Encryption State Version Last seen (age) ltem count Required vps

Proxy A Active m m 74.2 5s 0 0

» Zabbix server health template will discover general metrics from proxies:

All hosts / Zabbix server ~ Enabled Discovery list / Zabbix proxy discovery  Item prototypes 12  Trigger prototypes 4 Name a

Discovery rule  Preprocessing 2  LLD macros 2 Filters  Overrides 1 «  Zabbix server health: Proxy [{#PROXY.NAMEY}]: Stats: Proxy [{#PROXY.NAME}]: Certificate

Current problems
Time v Info Host Problem « Severity Duration  Update Actions Tags
08:30:16 PM * Zabbix Zabbix server: Proxy [Proxy_AJ: Zabbix proxy last seen more than 600 12m 55s  Update component: proxy

server seconds ago proxy-name: Proxy_A

v od 20:00 o

- Description T LLD Tule With item and trigger prototypes for proxy discovery.

Zabbix server health: Zabbix proxies stats: Proxy [{#PROXY.NAMEY}]: Stats
+ Zabbix server health: Proxy [{(#PROXY.NAME}]: Stats: Proxy [{#PROXY.NAME}]: Unencrypted

Zabbix server health: Proxy [{#PROXY.NAME}]: Stats: Proxy [{#PROXY.NAME}]: Version

27



Host dashboards

Allhosts { Proxy_A Host dashboards

[ pecomance [l

Cache usage, in %

Alhosts 1 Proy A

2200 ey e
Purrmams T

Utilzation: Discavery processes

0w

100%

4l Host dashboards

80%

All hosts / Proxy_A Zabbix proxy health

6%
Performance
0%
Zabbix proxy version
20%

0%
910 06:55 PM

7421

= Proxy_A: History
= Proxy_A: VMware
Proxy_A: Proxy m

Server performan
08vps

06vps

04vps

02vps

Ovps

Processes St shdeshow

Utiization: Preprocessing processes

Uptime

2025-09-10 06:54:03 PM

Zoomou 10 185443 - 2025.00-10 193408

01:41:381

2025-09-10 08:19:06

Zoom out © 2025-09-10 18:54:43 ~ 2025-00-10 19:34:08

Proxy buffer state

Memory (1)

PM

Key
zabbix[rcache,buffer,pused]
zabbix[discovery_queue]

zabbix[wcache,index,pused]

Zoom out @© 2025-09-10 3 — 2025-09-10 1

2025-09-10 07:54:15 PM

ZABBI

L

94

= Proxy_A: Number of
= Proxy_A: Queue

Values processed
0.8vps

o%

SINOESNIPM  S10OSPM  GUOGKIPM  DOOTOTPM  BUNMGIPN  GIOUTOBPM  G100TOOPM S 10070PM

0.6vps.
= Proy_A Utlizsfon f sgentpaler date collckr procosses n .

Froxy_A:Unization of i agent pollerGata colcto peacacses, i %
= Proxy_A: Uskzaton of svmp poter dota colletor processes, %

0.4 vps

Utilization: Internal procasses: Core
02vps

0%

Ovps
91

%

= Proxy_A: Number of
= Proxy_A: Number of
= Proxy_A: Number of|
= Proxy_A: Number of]
= Proxy_A: Number of
= Proxy_A: Number of

0%
GIDESIPM  GI0MGSTPM  0GKIPM  O007OTPM  SDIPM  GIOUMOERM  G00TOBPM  SA007A0PM

processes, %
rocssses,in %

o
Values to send Usization otk manager el processcs, n %

Proxy_A:Ublizaion o das sender inernal processes, i %
12 Proxy_A: Ustzation of housskespes itrnal srocasses, in %
% Uszaon: Ganerog processes: Trappers

08

06 P

04

02

sorzem

00z

SI0MBSSPM  SI0005PU  SIOUPM  STOGIIOTM  SI0OTIPM  GI0OTIOPM  SI0OTZIPM  SI007Z0PM  BI0GRPM

QUEIUPM BTN S00TIERM

QT ST S000PM

Utiization: Avallability processes

P

SNUZIMM  SWNZPM  GIOZPM NN SOTPM  S100732

0% 0% 0%
0% 0% 0%
0% 0% 0%

SNTAM  SOTZPM  SOIPM BTN 0T GH00TI2PM
i 0 max

5 0.00201% 00084BS %
0% 000a77a% OoWIH
0% s 00w
osse% 0mEE%  1002%
o 0% o%

SI0GEPM  RI00SPM  SUWODIPN  SO0TSPM  BIUMPM  SOULEPM  S100TZPH  STOGZPM  SI00TIZPU

o g max o max
é Proy_A: Uslzation of g data callcor processas, n % 0% 0% 0% = Prosy A Uskzmon of evoachabie poler dta coector pocessas, in % o% 0% 0w
Proy_A: Uslzaton of smp rappe daa cllacor rocasses, n % pocatal = Prowy_A Utaaton ofavaabilty managor nlemal grocesses. % 0% 00377 % 003ME %
8100655PM 910}
Utiization: Data exchange with server

= Proxy_A: Values w W

on

on

SI00GSIPN  SIGTIPM  SU0GKPM  MI0DI0IPM  SGIMIAN  SIODOGPU  GIOUTORPM  SIO0TPM  SM00MEAM S0P SI00MTPM G100

Broxy_Ac Unlization of vapper data oliscor processes, in %
1o A %

SOmA M SWITPM  S00I®PW  SWMAM  SOWE0P  S10073204

o% 0% ow
068 % DEMEH 10012%

1007:25PM  9-1007:27PM  9-1007:30PM  9-1007:32PM

0.6492 vps 0.6498 vps 0.6603 vps
0 0 0

1007:25PM  9-1007:27PM  9-1007.30PM  9-1007:32PM

0.09988 vps 0.00998 vps 0.1016 vps
05493 vps  0.5499 vps 0.5587 vps.
0.09988 vps 0.09998 vps 0.1016 vps

Ovps 0vps 0vps
Ovps Ovps Ovps
Ovps Ovps Ovps

00725PM  ©100728PM  9-1007.30PM  9-1007:32PM

0005 1

[ProAY _punsuunep 1
zabbix[queue]

zabbix[queue,10m]
zabbix[requiredperformance]

zabbix[uptime]

zabbix[process,agent poller,avg,busy]
zabbix[process,availability manager,avg,busy]
zabbix[process,browser poller,avg,busy]
zabbix[process,configuration syncer,avg,busy]
zabbix[process,data sender,avg,busy]
zabbix[process,discovery manager,avg,busy]
zabbix[process,discovery worker,avg,busy]
zabbix[process,history syncer,avg,busy]
zabbix[process,housekeeper,avg,busy]
zabbix[process,http agent poller,avg,busy]
zabbix[process,http poller,avg,busy]
zabbix[process,icmp pinger,avg,busy]

zabbix[process,internal poller,avg,busy]

)

U
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Proxy load balancing
High availability

OOOOOOOOOOOOOOOO
AAAAAAAAAAA



Proxy high availability

Zabbix pr
balancing
» If a pr

» If a pr
Proxy

» Host 1

= Ve

= Pr

= H¢

New host
Host IPMI Tags Macros
* Host name ' Dummy host
Visible name | Dummy host

Templates

* Host groups

Interfaces

Description

Monitored by

type here to search

type here to search

No interfaces are defined.

Inventory

Encryption

Server | Proxy B Ns[s1V]s]

Super Group HA X

Value mapping

m ,
Xy load
Select
ed to other
Select
Select
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Proxy host redistribution SUMNMIT

Distribution is handled by the server, via process called Proxy Group
Manager:

» The group manager redistributes hosts using the following logic:
= Calculate the average number of hosts per proxy
= For proxies with hosts excess, move excess to under assigned pool of proxies
= For proxies with host deficit, calculate how many hosts are needed to reach balance
= Remove the required number of hosts form proxies with most hosts

= Move unassigned hosts to proxies with the fewer hosts

Proxy Proxy 2

Server E= == Proxy 57  SF) 5 EGE EEE
cluster =g =g Group ===t
Standby Active Proxy 1 Proxy 2 (o] Lo 9] ECH N ECHIRECE

= = = = w T 99F Bece

——— —— @ZABBIXN @ZABBIXD —/ /= — — /e —

oy s [T SEE BEE

Proxy 3 Proxy 4

31



Key Benefits

» Scalability: Monitor thousands of new devices
» Performance; Reduce load on the server

» Simplified Administration: Centralized configuration. Hosts are assigned to
a proxy o group of proxies via Zabbix frontend

» Robust remote monitoring: Ideal for DMZs, remote offices, cloud
environment. Zero data loss from network failures

» Enhanced security: Fewer firewall rules and smaller attack surface

32



Cons[deranons, limitations and best SUMMIT
practices

» Proxy Sizing: The proxy hardware depends on the number of 'New Values
Per Second' (NVPS) it will manage.

» Proxy Database: SQLite is ideal for starters and small proxies. Use MySQL
or PostgreSQL for heavier loads.

» High Availability (HA): The proxy is a single point of failure for its location.
Consider load-balancing agents between multiple proxies.

» Monitor the Proxy: Zabbix includes the "Zabbix proxy health" template to
watch the performance and status of your proxies.

» Proxies don't:
= Calculate triggers.
= Do event correlation.
= Alert and notifications.

33
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