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Introduction SCSK
Who | am

Yukihisa Soga from Japan

Working in IT since 2000
Joined SCSK in 2008
Zabbixusersince 2017
Zabbix Certified Professional
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Executive Summary
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Complex Settings

Fast Recovery




Zabbixx Al Utilization

Using Al as workforce

Al Automated Config

Al Assisted Incident
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optimal recoverysuggestions (AlOps).
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Overview Architecture SCSK
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Case 1l
Host Registration
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Case 1 Host Registration (Single Registration) SCSK

Al chat widget includes dashboard

3 - o w - -
ZABBIX « © JCEDEEIEE [ esoars =52
All dashboards / Al w2 aH—F
URL
Dashboards
Deploy 3
Zabbix APl Chat Manager
Reports
DT =R I would like to add new server monitoring.
Alerts
Users Certainly! I'd be happy to help you add a new server for monitering in Zabbix. To do this, we'll need to create a new host in Zabbix. However, I'll need some more information to properly
) configure the new server monitoring. Could you please provide the following details:
> Administration ” -
1. The name you want to give to the new server in Zabbix
2. The IP address or DNS name of the server
3. The groups you want to add this server to (e.g., "Linux servers”, "Windows servers", etc.)
4. The templates you want to apply to this server (e.g., "Template OS5 Linux by Zabbix agent”, "Template 05 Windows by Zabbix agent”, etc.)
5. The type of Zabbix agent installed on the server (Zabbix agent, Zabbix agent (active), SNMP, etc.)
6. Ifusing SNMP, what SNMP version and community string (for v1/v2c) or context name (for v3) should be used
Once you provide this information, | can create the appropriate APl request to add the new server to Zabbix monitoring.
Support The Al has finished the task. No further API requests are needed.
Integrations
Help
\
Sign out
o
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Case 1 Host Registration (One host) SCSK

Ask to Al how to create a host

% | would like to add new server monitoring.

Certainly! I'd be happy to help you add a new server for monitoring in Zabbix. To do this, we'll need to create a new host in Zabbix. However, I'll need some more information to properly

-1 The name you want to give to the new server
. 2.The IP address or DNS name of the server
-« 3. The groups you want to add this server to
4.The templates you want to apply tois server
5.The type of Zabbix agent installed on the server

6.If using SNMP, what SNMP version and community
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Case 1 Host Registration (One Host) SCSK

Answer the questions from 1 to 5.

5. The type of Zabbix agent installed on the server (Zabbix agent, Zabbix agent (active), SNMP, etc.)
6. If using SNMP, what SNMP version and community string (for v1/v2c) or context name (for v3) should be used

Once you provide this information, | can create the appropriate API request to add the new server to Zabbix monitoring.

. WEBSV001

. 192.168.11.100

. AI-CREATE

. Linux by Zabbix agent
. Zabbix agent

b wWNH=
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Case 1 Host Registration (One Host) SCSK

Register a host by executing the Zabbix API in the background.

Excellent! The APl response indicates that the new host has been successfully created in Zabbix. Let's break down the response:
{"jsonrpc": "2.0", "result": {"hostids": ["11675"]}, "id": 1}
This means:

1. The APl request was successful.

2. A new host has been created with the hostid "11675".
To summarize what we've accomplished:

We've successfully added a new server named "WEBSV001" to Zabbix monitoring.
The server's IP address is set to 192.168.11.100.

It's been added to the "AI-CREATE" host group.

The "Linux by Zabbix agent" template has been applied to it.

It's configured to use the Zabbix agent on the default port 10050.

o b Wb

Host inventory has been enabled for this server.
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Case 1 Host Registration (One Host)

The host has been registered.

ZABBIX

Dashboards

Monitoring

Services

Inventory

Reports

Data collection
Template groups
Host groups

Templates

Llnede

Hosts

Name a

WEBSV001

tems

ltems 43

Host groups | [LIE# =08 2

Templates
Mame
DMNS

IP

Port

Triggers Graphs Discovery

Triggers 15 Graphs & Discovery 3

Status Enabled Dizabled

192.165.11.100:10050

Server Proxy Proxy group

Contains v

Proxy Templat

i

Linux by £abbix agent
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Case 1 Host Registration (Bulk Host) SCSK

Register hosts in bulk using CSV format.

Please register the following hosts in bulk.

Host name, IP address, Template, Host group

APSV001,192.168.2.11,Linux by Zabbix agent Al-CREATE

APSV002,192.168.2.12,Linux by Zabbix agent Al-CREATE

APSV003,192.168.2.13,Linux by Zabbix agent Al-CREATE

APSV004,192.168.2.14,Linux by Zabbix agent,Al-CREATE

APSV005,192.168.2.15,Linux by Zabbix agent Al-CREATE -
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Case 1 Host Registration (Bulk Host) SCSK

Create a host by executing the Zabbix API in the background.

Thank you for providing the API response. The result indicates that the operation was successful, and all five hosts have been created in Zabbix. Let's break down

) SONKDC a2 0
"result": {

"hostids": ["11676", "11677", "11678", "11679", "11680"]

This response shows that:

1. Five new hosts were successfully created in Zabbix.

2. The Zabbix server assigned the following hostids to the newly created hosts:

o 11676
o 11677
o 11678
o 11679
o 11680
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Case 1 Host Registration (Bulk Host) SCSK

The bulk host has been registered.

| | Namea Items Triggers Graphs Discovery Web Interface

|:| APSVOMNM [tems 43 Triggers 15 Graphs & Discovery 3 Web 1921682 1110050
|:| APSVOD2 Items 43 Triggers 15 Graphs & Discovery 3 Web 192 168.2.12:10050
|:| APSV003 Items 43 Triggers 15 Graphs & Discovery 3 Web 192.168.2.13:10050
|:| APSVOD4 Items 43 Triggers 15 Graphs & Discovery 3 Web 192 16821410050
|:| APSVO05 Items 43 Triggers 15 Graphs & Discovery 3 Web 192.168.2.15:10050
| WEBSVO01 ltems 43 Triggers 15 Graphs & Discovery 3 Web 192.168.11.100:10050
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ZABBIX

Dashboards
Meonitoring
Services
Inventory
Reports

Data collection
Alerts

Users

Administration

Support
Integrations
Help

User settings

Sign out

Ay a7 R—F
All dashboards f Al& w2 af— K

URL

Zabbix APl Chat Manager

Deploy

[ Iwould like to add new server monitoring.

Edit dashboard E E




Case 2
Creating a Map
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Case 2 Creating a Map (Hd3toup) SCSK

Create a map.

ZABBIX « o RSBk ==

All dashboards / Al w i 28— F

URL

52 Dashboards
__ Deploy  #
L2 Monitoring

o Senvices

- Zabbix APl Chat Manager

9 users

{5 Administration -

Please create a map with the hosts belonging to the host group "Al-CREATE".

Please create a map with the hosts belonging to the host group "Al-CREATE". - >

#oor FTCLOGSRIAE VAN EFIBDEnS
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Case 2 Creating a Map (Hd3toup) SCSK

Execute the Zabbix API in the background.

APl response: {"jsonrpc": "2.0", "result": {"sysmapids": ["6"]}, "id": 5}

Excellent! The APl response indicates that the map update was successful. The map with sysmapid "6" has been updated with the new coi
what we've accomplished:

1. We identified the existing map "Al-CREATE Hosts Map" with sysmapid "6".
2. We updated this map to include all six hosts from the "Al-CREATE" host group.
3. The map now has the following properties:

o Dimensions: 800x600 pixels

o 6 hosts arranged in a 3x2 grid

o Each host is represented by a default icon

o Each host is labeled with its hostname

Copyright © SCSK Corporation 20



Case 2 Creating a Map (Hdstoup)

—_——

The map has been created.
Maps

Allmaps / AI-CREATE Hosts Map

Dashboards

(.2] Monitoring
Problems

'WEBSYOO01
Hosts Zabbix agent is not available (for Zm)

Latest data
Maps

Discovery

~~ Sefvices

Inventory
APSVO03

Re pﬂnE Dizabled

[+]l Data collection

APSY001
Dizabled

APSVO04
Dizabled

APSV002
[izabled

APSV005
[izabled
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Case 2 Creating Map (Hosts with Links) SCSK

Map links and sorting are also possible

ZABBIX « o FNEEERE BE
FTATOH v a—F | Ay af—F

URL

B8 #vsak—F
— _ Deploy 3%
Lo BT —4 v

& T-ER

S Zabbix APl Chat Manager

Iz

O F—4iRs
L\ sEm

2 o=u=

o gm

Create a map using a host in the "Al-CREATE" host group.
Draw lines to separate the map into three levels: WEB, AP, and DB]

"' Create a map using a hostin the "Al-CREATE" host group.
| Draw lines to separate the map into three levels: WEB, AP, and DB‘|

TR BT L TEE RS XN Ay
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Case 2 Creating Map (Hosts with Links)

The map has been created.

Ny

TATMR v T | Al-CREATE Three-Layer Map

WEBSVOO1
Zabbix agent is not available (for 3m)

/

s/
-

e

APSVO01 APSVO0Z
Zabbix agent is not available (fo Zabbix agent is not available

\

APSVO05 /
Zabbix agent is not available (for 3m) &

APSVO032 APSVO04
(for Zabbix agent is not available {for Zabbix agent is not available (for 3m)

/ a

DESVOR1

[ SR A
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Case 2 Creating Map (Drawing Network Switch Interfaces) SCSK

Map the port status of a network switch
ZABBIX «n FNESPEtitadd EEI

FTATOF wraf—F | Ay afi—F

URL

| Switch001 is a network switch.
U' R % Triggers are set to monitor each port.

@ 7osme Create a map that allows you to check the status of each port.

N Also, arrange the ports in the order they appear on the network switch.
Use the icon type and trigger, and use link-down and link-up images.
The image ID for link-up is 188.

The image ID for link-down is 189.

—

Switch001 is a network switch.

Triggers are set to monitor each port.

Create a map that allows you to check the status of each port.

Also, arrange the ports in the order they appear on the network switch.

Use the icon type and trigger, and use link-down and link-up images.

The image ID for link-up is 188.

The image ID for link-down is 189. >

v

=m = . o e ) : ] 13:22
Jm Q&= Lf-@&'ﬂﬁ&ﬁ‘ggk”lﬂ’oe E-.@;\,l‘, 2025/09/12
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Case 2 Creating Map (Drawing Network Switch Interfaces)

Not in the same order as the physical devices
Nv

TATHTF v F | Switch001 Port Status

Switch001 - (down)fal Switchli01: {down)fal Switch001: {down)fal Siwvitch001: (down}fal Switch001: (down)fal Switch001: (down)fal Switch001: (down)fals/7
IEH IER IEH IER IEH IER IER

Switch001: (down)fal Switch(01: {down)falSwitchD : (down)fal SwhitchO - (down)fal SwitchO0 : (down)fal SwitchO01 @ (down)fal Switch001: (down)fal/ 14

IE= IR IE= IR IER iE= IEH
Switch01: {down)fal/15 SwitchD01: (down)fal/16
IEH iE®
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ZABBIX

88 pashboards

+2) Monitoring

Services

~t
Inventory
Reports

Data collection

Template groups
Host groups
Templates

Hosts
Maintenance
Event comelation

Discovery

Alerts
Users

Administration

Support

Integrations

Help

User settings

Sign out

Triggers
Triggers
Triggers
Triggers
Triggers

Triggers

Host groups

Templates

Name

DNS

& &

Select Status
Monitored by

Select
Tags

192.168.2.11:10050

192.168.2.12:10050

192.168.2.13:10050

192.168.2.14:10050

192.168.2.15:10050

192.168.11.100:10050

Enabled Disabled

Server Proxy Proxy group

Or

Contains

EEEEAEE

e

Y Filter




|, Cases
ltem Creation and Trigger Creation
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Case 3 Item Creation and Configuratietirigger Creation

Add Ping monitoring to APSVO0O01.

ZA B B IX 14

G

o IEPPER ST
ds | Al wioadi— K

URL

Zabbix APl Chat Manager

Data collection  ~

[\ Aleris

9 users

{6 Administration

Please add Ping monitoring to APSV0O0L1.

Please add Ping monitoring to APSV001. = >

LR PR IALNANE I @ P E D

Deploy 3

17:44
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Case 3tem Creation and ConfigurationTrigger Creation SCSK

Answer the questions from 1 to 4.

f‘””Z 1. simple ICMP ping check or more advanced ping.
1 2.How frequently
o et 3 template or host

. What s the IP addr: 4_”:) Address

Once you provide this information, I'll be able to create the appropriate APl request to add the Ping monitoring for APSV001.

. Do you want to use

The Al has finished the task. No further API requests are needed.

1.simple ICMP pin
2.60s

3.host
4.192.168.2.11
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Case 3tem Creation and ConfigurationTrigger Creation SCSK

Execute the Zabbix API in the background.

Excellent! The API request was successful, and the ICMP ping monitoring item has been created for APSV001. The response shows that the new item has been assigned an ID of 102251.
To summarize what we've accomplished:

1. We've added a simple ICMP ping monitoring item to the host APSV001 (hostid: 11676).
2. The monitoring interval is set to 60 seconds.

3: IThe item is created directly on the host.

4. The item ID for this new ICMP ping check is 102251.

The Zabbix system will now start monitoring APSV001 using ICMP ping every 60 seconds. You should be able to see the monitoring data for this item in the Zabbix frontend under the host
APSVO001.

Is there anything else you would like to do with the Zabbix configuration, or do you have any questions about the ping monitoring we've just set up?
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Case 3tem Creation and ConfigurationTrigger Creation SCSK

The item has been created.

Item
ltem Tags 1 Preprocessing
* Name | ICMP ping
Type | Simple check v
*Key @ icmpping Select

Type of information
Host interface
User name
Password

Units

* Update interval

Numeric (unsigned) v

None v

60s
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Case 3tem Creation and ConfigurationTrigger Creation SCSK

—_—
. . .
Create a trigger for this item.
URL a
ZABBIX S
Deploy :
@ : "102251"
Dashboards ]
o }
Menitoring
g s 1
Services }
Inventory
API response: {"jsonrpc": "2.0", "result": {"itemids": ["102251"]}, "id": 1}
Reports
[+]| Data collection
Excellent! The API request was successful, and the ICMP ping monitoring item has been created for APSV001. The response shows that the new item has been assigned an ID of 102251.
1\ Aleris
To summarize what we've accomplished:
Users
1
Administration 2
' - - -
4 ( Pl createat for this item
ease create a wurigger 1or tnis rem.
The d under the host
APY :
Istl
Tie Al has finished the task. No further API requests are needed.
Support
(' Please create a trigger for this item > |
Integrations »
Zabbix 7.0.0. @ 2001-2024, Zabbix SIA
v
- G . P I~ 3 17:53
[ Q== L@-@&‘Jﬁﬂﬁﬂﬂ‘*lmﬂ@@E.ﬁ-'& 2025/08/19
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Case 3tem Creation and ConfigurationTrigger Creation SCSK

Execute the Zabbix API in the background.

Certainly! I'd be happy to create a trigger for the ICMP ping item we just set up. Let's create a trigger that will activate when the host becomes unreachable (i.e., when the ping fails).

First, we'll use the trigger.create method to set this up. Here's the APl request to create the trigger:

<API-MAIN>{ "jsonrpc": "2.0", "method": "trigger.create", "params": { "description": "APSV00L1 is unreachable by ICMP", "expression": "last(/APSV001/icmpping)=0", "priority": 4, "status": 0,
"type": 0, "recovery_mode": 0, "recovery_expression": "", "manual_close": 0, "tags": [ { "tag": "Scope", "value": "Availability" } ] }, "auth":
"4fcbaf553b7a6e936d1da0043f5467fcleb04e5c57fb93fd3aa74330da825ab3", "id": 1 } </API-MAIN>

Let me explain the key parameters in this trigger configuration:

"description": This is the name of the trigger that will appear in the Zabbix interface.

"expression": This defines when the trigger will activate. In this case, it activates when the last ICMP ping check returns 0 (meaning the host is unreachable).
"priority": Set to 4, which typically corresponds to "High" severity in Zabbix.

"status": Set to 0, which means the trigger is enabled.

"type": Set to 0 for a normal trigger (as opposed to a multiple problem trigger).

"recovery_mode": Set to 0, which means the trigger will recover automatically when the expression becomes false.

"manual_close": Set to 0, which means the problem can be closed automatically.

RN O N b W N e

"tags": We've added a tag to categorize this trigger under "Availability".

Please execute this APl request to create the trigger for the ICMP ping item. After execution, the API should return a trigger ID if the creation was successful.
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Case 3tem Creation and ConfigurationTrigger Creation SCSK

The trigger has been created.
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