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The DNA of Zabbix
What defines Zabbix?



Free and open-source software

Focus on quality and security

Universal solution

Affordable

All in one
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Zabbix 8.0 LTS



8.0 LTS: Growing number of out-of-the-box solutions
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8.0 LTS: More out of the box capabilities

Extended public cloud monitoring

• Extended coverage of AWS, Azure, GCP and Oracle 

cloud: VMs, storage, load balancers, other services 

• Multi-cloud solutions
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8.0 LTS: More out of the box capabilities

Applications and services

• AI usage monitoring for OpenAI, Claude, Copilot

• New Hyper-V solution

• Enhanced Proxmox

• Network, security and Telcos:

• Vyatta, Cradlepoint, Huawei, Aruba, Ciena, 

Stormshield, Ribbon SBC, VeloCloud SD-WAN

• MySQL, PostgreSQL, MariaDB, Percona

• Domain expiration monitoring via RDAP, and more …
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AI CEP ScalabilityAPM

Zabbix 8.0 LTS
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AI
Enabling next-generation functionality
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8.0 LTS: Third party AI related tools

Example of what is already developed

• AI maintenance assistant

• ChatGPT widget

• AI based trigger creation

• Chat widgets

• Trend predictions

• Many others
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8.0 LTS: Zabbix MCP connector

MCP

• Connectivity from any MCP clients

• Automation tasks, reporting, configuration, 

anything that is provided by Zabbix API

• Enables various helpers in Zabbix MCP

11



Complex Event Processing
Converting event streams into insights



8.0 LTS: Complex Event Processing (CEP)

Single event processing

• Filtering

• Normalization

• Tag and severity manipulation

• Suppressing and closing events

• Closing older events

• Anonymization

Multiple event processing

• Root cause and symptoms

• De-duplication

• Time-window based logic

• Complex pattern matching rules

• Complex correlation rules

• JavaScript logic

• Enables SIEM

13



8.0 LTS: Complex Event Processing (CEP)

Advanced use cases

• Execute action after activity period (change severity, 

close older problems)

• Event grouping (aggregate events based on a defined 

rule (incl. flapping trigger de-duplication and 

counting) via multi-event stream (time window))

• Event pattern detection - when event pattern 

matched my criteria - create new event via multi-

event stream (time window)

Total flexibility

• Missing event detection - raise alert when there is no 

specific event within time period via multi-event 

stream (time window)

• JavaScript based logic for event pattern match

• Detecting complex patters: A -> B -> B-> C
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8.0 LTS: Transition from Metrics to Structured Data

Name + Timestamp + Value Timestamp + Complex data structure

15



8.0 LTS: New item type JSON

Removing limitations

• Support of large JSON data of up-to 128MB

• JSON supported on all levels: data collection, 

problem detection, alerting

• JSONPath for triggers, also JSONPath macro function

• New trigger string function contains()

Use cases for big JSON data

• Use calculated items on top of JSON

• Complex Telemetry data

• Integration with providers of complex structured data: 

configuration data, CMS systems, inventory, etc

• No master->dependent data processing is needed in 

many cases, great!

• Enables complex discovery with nested LLD
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8.0 LTS: Enables processing of structured streaming data

Normalization to JSON

Any structured data

Visualization of traces, network 
traffic, logs

Direct access to data and 
aggregates for triggers
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APM
Taking advantage of all data: metrics, logs, traces



APM
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APM

OpenTelemetry traces: user transactions, microservices
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APM

OpenTelemetry logs: large scale log collection
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Cloud native scalability
Processing millions of metrics, log entries and traces per second



8.0 LTS: Storing data at scale

JSON

LargeSmall and Mid size
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8.0 LTS: Cloud native scalability

Zabbix UI Zabbix Server

Zabbix API Zabbix Database History Database

JSON data

Zabbix Proxy

Open Telemetry
Streaming data

Zabbix Proxies Zabbix Agents
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8.0 LTS: Less memory, faster operations

Async and parallel data processing

• Faster history syncer and pre-processor

• Connection pool for multi-threaded processes 

that require DB access

Faster housekeeper and UI operations

• Faster removal of older data

• Eliminated some lock situations in case if 

housekeeper is running and heavy API calls are 

happening at the same time. No locks for IDS table 

anymore.
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8.0 LTS: Changelog improvements

No entries in changelog when trigger fires

• Faster trigger processing

• No extra load for the database
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8.0 LTS: Much faster SNMPv3 data collection

Cache EngineID data

• Faster data collection

• Less network traffic

• Better latency
SNMP
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8.0 LTS: Proxies to collect steaming data

Streaming data collection

• Fast path into DB without Zabbix Server communication

• OpenTelemetry in Zabbix 8.0 LTS

• Next candidates:

• gRPC, UDP, etc

• NetFlow, MDT, etc Zabbix Proxy
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Visualization and Problem Detection

History Database

JSON data

Zabbix Proxy

Open Telemetry
Streaming data

Zabbix Server
Item type: Telemetry query

Visualization
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Enhanced user experience
Refined interface for easier use



8.0 LTS: Better and easier to use UI

• Accessibility improvements

• Refreshed look and feel

• More widgets!
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8.0 LTS: Better and easier to use UI
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8.0 LTS: Better and easier to use UI
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8.0 LTS: Accessability improvements

More accessible

• All buttons are now compatible with screen 

readers

• The main menu can now be skipped by screen 

readers

• “Skip to main content” link

• Improved color contrast ratio

• Other accessibility bugfixes and improvements

• WCAG accessibility standard 
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8.0 LTS: Customizable data views

Monitoring: Hosts, Problems, Latest data

Data collection: Hosts, Templates
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8.0 LTS: New context specific data columns

Plain text and multiple macros
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8.0 LTS: Clear separation of filter and visualization options
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8.0 LTS: Clear separation of filter and visualization options
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8.0 LTS: Clear separation of filter and visualization options

Enables:

• customization of all table views

• more advanced filters that also saves visualization settings

• flexible reporting options when combined with widgets in

the future
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8.0 LTS: Various graph improvements

Positive and negative Y axis (most voted feature)
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8.0 LTS: Various graph improvements

Highlighting and more interactive dashboards
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8.0 LTS: Various graph improvements

Sorting
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8.0 LTS: Various graph improvements

Hostname visibility
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8.0 LTS: Scatterplot widget

Correlation between two metrics

• Reveal patterns, clusters,

correlations, and outliers in the data set
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8.0 LTS: Control clustering at Geomaps

Clustering threshold

• Clustering level, also OFF option
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8.0 LTS: Dashboard improvements

A few nice improvements

• Maximize dashboard widget

• most voted functionality at the Summit

• Dashboard import/export!

• N/A
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8.0 LTS: Inherited tags for Hosts and Items

Massive usability improvement!

• Template tags are displayed on host and item level

• Affects: Data collection and Monitoring

• Allows filtering of hosts and items by template tags

• May be used for graphs to filter items by tags
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8.0 LTS: Inherited tags for Hosts and Items
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8.0 LTS: Better maintenance workflow

Show that problem is in maintenance

• New event action: event is in maintenance

• Action history: we can see that event was in 

maintenance

Quick “Put in maintenance action” 

• Directly from Problem view

49



8.0 LTS: Global regular expressions

N/A

• N/A
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8.0 LTS: Automatic HA failover for PostgreSQL

Support of multiple PostgreSQL servers

• Zabbix will connect to the first available one
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8.0 LTS: Manual control of trigger tags created from LLD rule

No total control by LLD anymore

• Zabbix 7.4: manage Templates, Macros

• Zabbix 8.0 LTS: also manage trigger tags

• N/A
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8.0 LTS: Security and compliance

Hardening Zabbix Agents

• AllowKeyRegexp and DenyKeyRegexp option for 

agents

• Allowed hosts is mandatory now

Hardening external secret storage

• HashiCorp Vault AppRole authentication

• Two new parameters for proxy and server configs:

• VaultAppRoleID, VaultAppSecretID

• More details at: 

https://developer.hashicorp.com/vault/docs/auth/approle
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8.0 LTS: Security and compliance

Export of auditlog to CSV
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8.0 LTS: Security and compliance

Import of SSO certificates

• Store in the Database or in a file 

• Zabbix Cloud friendly

$SSO['CERT_STORAGE'] set to 'file’. # default for upgrades

or

$SSO['CERT_STORAGE'] set to ‘database'.

N/A

• N/A
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8.0 LTS: Security and compliance

Proxy Group permissions

• For each user group: list of proxies and proxy groups 

(allow or deny)

• If deny: we can see related hosts but proxy 

information is not available. If discovery rule is linked 

to proxy, then it is hidden.

Use cases

• Simplifies operations for MSPs

• Different proxy groups for different departments or 

domains (network, applications, cloud, etc)
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8.0 LTS: Global control of first screen for users

Redirect option

• User role: URL (after login) in User role

• Main use case: LDAP/SAML (JIT provisioning)

• N/A
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8.0 LTS: net.if.get[<regexp>] & vfs.dev.get[<mode>,<regexp>] 

net.if.get[.*]

[

{

"name": "eth0",

"type": "physical",

"mac": "00:1A:2B:3C:4D:5E",

"ifalias": "Main uplink",

"carrier": 1,

"operational_state": "up",

"administrative_state": "up",

"sent": 123456789,

"received": 987654321,

"speed": 1000,

"duplex": "full",

"negotiation": "on"

},

{

"name": "wlan0",

"operational_state": "up",

vfs.dev.get[disks,.*]

[

{

"name":"nvme0n1"

"devid": "nvme-SAMSUNG_MZVLB1T0_S4XXXXXXX"

"type": "disk",

"path": "/dev/nvme0n1",

"model": "SAMSUNG MZVLB1T0",

"serial": "S4XXXXXXX",  

"wwn": "0x5002538eXXXXXXXX",

"size_bytes": 1000204886016,

"logical_block_size": 512,

"physical_block_size": 4096,

}

]
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Zabbix 8.0 LTS: Monitoring and Observability at scale!

Metrics

Alerts

Performance

Availability

Logs

Traces

Topology

Insights
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8.0 LTS: Stay up-to-date

https://www.zabbix.com/documentation/8.0/en/manual/whatsnew
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Zabbix Cloud



Maintenance free

Automatic upgrades

Automatic and on-request backups

Scale as you grow

Top security and compliance

No shared resources between nodes, full isolation

Automatic security patches

ISO certified, SOC2 certification is coming in 2026

Low total cost of ownership (TCO)

Fixed pricing, no hidden cost

Why Choose?
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Perfect solution for hybrid infrastructure

On-premise Cloud

Zabbix Proxies for distributed and edge monitoring

Edge monitoring, factory 
automation, IoT, sensor data

• Centralized
data collection

• Alerting
• Visualization
• Storage
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Geo-distributed remote monitoring with proxies

Zabbix Proxies in Zabbix Cloud for geo-distributed monitoring

• Centralized
data collection

• Alerting
• Visualization
• Storage

On-premise

Germany

Zabbix Cloud

USA

Zabbix Cloud

Asia

Zabbix Cloud
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Try it now! Free limited time trial node.
cloud.zabbix.com



Typical setup

Notifications

Zabbix UI
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How to maintain peace of mind?

Zabbix Mobile App 
for the rescue!

I don’t want to miss 
any incidents 
affecting my 

business



Zabbix Mobile Application

• Aimed to end-users

• Instant Push notifications

• Problem management and 

collaboration

• Aggregated view of multiple 

Zabbix Servers (v2.0)

• Seamless integration with Zabbix 

and Zabbix Cloud
Coming together with Zabbix 8.0 LTS!

68



Secure Gateway: secure access to Zabbix from anywhere

• Secure access to Zabbix from anywhere

• Total security: no access to your data

• Instant Push notifications

Zabbix Server

Zabbix API

Adapter

Public Internet

Zabbix Gateway
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Zabbix Marketplace
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What if Zabbix functionality is not enough?

Zabbix is an Open 
Source product! 

Extend it! 

Zabbix does not 
support this 
functionality.

What should I do?



So many solutions are already available!
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So many solutions are already available!
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So many solutions are already available!
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So many solutions are already available!
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Zabbix Global Marketplace: connecting vendor solutions with users!

Solution

Zabbix Global Marketplace that gives 
visibility for Partner and 3rd party 
products

Coming in 2026
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2025

Zabbix France

2026

Zabbix 8.0 LTS
AI
APM & OpenTelemetry
Complex Event Processing
Scalability

2026

Zabbix 
Marketplace

2026

Zabbix Cloud
Proxies and more

Now
2026

Zabbix
Mobile App
Android
iOS

2025

Zabbix 
Academy

Where we are

77



Thank You!
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