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Detection of new Host

• New device/application added to infrastructure

Registration
• Creating Host in Zabbix

Host config 
• Configuring: Templates, groups, tags

Monitoring
• Collection data and event generation

Removal
• Disabling or removing the Host
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Use cases:

• Scanning network for devices/apps

• Monitoring service or device or application

• Immediate metric collection

• Cloud infrastructure monitoring

• Virtual environment monitoring:

–Hypervisors

–Virtual machines

–Containers

– Services

Network 
Discovery of 

Service & 
Device

Host 
creation

Host 
configuration

Continuous 
monitoring

Removal of 
Host (no 
longer 

discovered)
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• SSH

• LDAP

• SMTP

• FTP

• HTTP

• HTTPS

• Zabbix agent

• SNMP agent

*(Discovery action will add Agent/SNMP interface 
with address when adding a host

• POP

• NNTP

• IMAP

• TCP

• Telnet

• ICMP ping

Service status Retrieving value from Zabbix/SNMP checks
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• system.uname

• system.hostname

• agent.hostname

• agent.hostmetadata

• Sys Descr: get[1.3.6.1.2.1.1.1.0]

• sysObjectID : get[1.3.6.1.2.1.1.2.0]

• sysName: get[1.3.6.1.2.1.1.5.0]
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Unique HOST per IP

Unique HOST per Zabbix agent key value

Unique HOST per SNMP agent key value

1.3.6.1.2.1.1.5.0  sysName
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Use cases:

• Device is monitored when it’s up and reachable

• Immediate metric collection

• Cloud infrastructure monitoring

• Virtual environment monitoring:

– Hypervisors

– Virtual machines

– Containers

– Services

Unknown 
Active 

Zabbix agent 
detected

Create Host

Configure 
Host

Continuously 
monitor

Remove the 
Host*

*API/Ansible
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Automatically create hosts without manual intervention from Zabbix administrator 
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Host monitored with active 
Zabbix agent item from template

# vi /etc/zabbix/zabbix_agent2.conf
ServerActive=165.227.137.207
Hostname=Node143-production
HostMetadata=linux
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# vi /etc/zabbix/zabbix_agent2.conf
Server=165.227.137.207
ServerActive=165.227.137.207
Hostname=Node143-production
HostMetadata=linux
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# vi /etc/zabbix/zabbix_agent2.conf
ServerActive=165.227.137.207
HostnameItem=system.hostname[shorthost]
HostMetadataItem=system.run[cat /etc/zabbix/meta]
HostInterfaceItem=system.hostname[shorthost,lower]
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Administration > General > 
Autoregistration:

• Set encryption level

• Fill PSK identity and key

TLSConnect=psk
TLSAccept=psk
TLSPSKIdentity=Autoregistration
TLSPSKFile=/etc/zabbix/keys/agent.psk
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• Scanning for devices/services

• Can scan Zabbix agents in passive mode 

• Encryption is not supported

• Network scanning is periodic

• Requires Zabbix agent/ Zabbix Agent2

• Zabbix agent configured in active mode

• Encryption is supported*

• Attempted when an active agent 
connects and the host is unknown or its 
Hostname or metadata has changed

* Same PSK identity and value for all autoregistered hosts
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* and other components

SSH

VMs

ANSIBLE

Install 
Agent

Configure 
Agent

Change 
config

Start 
service

deploy/
├─ playbook-agent2-active-passive.yaml
└─ inventory.ini

# ansible-playbook -i inventory.ini playbook-agent2-active-passive.yaml
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playbook-shell-agent2-active-passive.yaml

playbook-agent2-active-passive.yaml

[linux]
134.209.250.73
138.68.101.217 host_metadata=mysql,production
# Group variable
[linux:vars]
host_metadata=linux,production
server_ip=165.227.137.207 inventory.ini
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