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The Challenge

From Monitoring to 

Orchestration

Monitoring vs. Control

The disconnect between monitoring and control 
creates an "air gap," making it difficult for 
operators to manage systems effectively without 
a unified interface for real-time data and actions.

Data Fragmentation

Multiple data sources lead to fragmentation, 
complicating the creation of a cohesive "situation 
picture" needed for operators to make informed 
decisions and maintain operational efficiency.



Why Zabbix?

Zabbix: The Heart of VCR

The value proposition

• Reliable Data Ingestion: Telemetry from thousands 
of sensors.

• Powerful Event Detection: Triggers are the "nerves" 
of our control logic.

• Portal Base: Built-in user management and 
dashboarding.

• History as Audit Trail: Trapper items act as a "Flight 
Recorder"

The foundation

• Why rebuild monitoring? Zabbix does it best.
• We treat IoT devices as "Hosts" and their 

telemetry as "Items".
• The history function is crucial for auditing 

automated control actions. 

Transition: How does this all fit together 
architecturally?



What actors and integrations do we have?

The VCR System Context

Edge Device Management
• Connecting field devices (Radar, LED, GPS) via 

MQTT to Zabbix.
• After some stability problems with the builtin 

Zabbix Agent2 MQTT we created an own 
MQTT Broker for fast, lightweight 
communication

Integration Layer
• Using Apache Camel for 

legacy protocols.

Actors and Use Cases
• Business users 

⚬ Get shared situation picture
⚬ Detect issues and operational risks
⚬ Coordinate response and escalation
⚬ Trigger Actions and Review Outcomes

• Device operators
⚬ Configure and monitor edge devices 

(voltage, connectivity, physical position,...)



How does it work and how is Zabbix extended?

A modular set of microservices 

extending Zabbix

Node.JS Backend

• Job Executor for running the "Control Programs", 
taking MQTT as “single source of truth”

• GraphQL DSL: Wrapping Zabbix API to speak "Device 
Language" instead of "Host/Item Language" in a 
modern, AI / MCP friendly interface for our web 
components.

Angular Frontend Extensions

• Embedding Angular Webcomponents as 
native-feeling widgets.



Injecting rich, ineractive Angular Webcomponents into sysmaps

Extension Magic Deep Dive 1: Hacking the sysmap SVG DOM
1. Lookup sysmap container elements and svg child by 
class=”sysmap-widget-container”

2. Remove the svg-Element and create a selector element for calling 
the Angular Webcomponent instead, passing selements metadata 

3. Enjoy interactive, modern angular webcomponent directly embedded into existing Zabbix Sysmap functionality



2. Define current device state as trapper and dependant items 
- optionally using the GraphQL MCP Server and an agent (our 
broker uses the key to map to topics and uses history.push)

Wrapping Zabbix API to speak "Device Language" instead of "Host/Item Language"

Extension Magic Deep Dive 2: The GraphQL-API

3. Define device meta data as tags. JSON is supported  (limited 
by max. Zabbix tag value length)

1. Define the schema using GraphQL 4. The generic GraphQL-Resolver maps item + history 
using the Device DSL using schema introspection and 
Zabbix API without extra code



Application sample: 

The “Autobahn 

Mission”

Used to dynamically re-route 
trucks with enhanced Radar – 
devices which are able to detect 
vehicle height next to speed.

LIVE IN BERLIN (A100)

Used to dynamically control 
“traffic jam warning systems”

READ RADAR VALUES 
AND CONTROL DISPLAY 
SIGNS USING MQTT



Our vision: Extend the solution for other industries (e.g. Logistics)

1 2 3 4

5 6 7 8

The Invisible Pulse
• Operations in motion

• Signals remain fragmented

• No shared overview

The Heartbeat
• Live observability

• Trusted monitoring core

• Zabbix as heartbeat

The Lens
• Raw signals gain meaning

• Technical data becomes context

• Domain-specific interpretation

Shared Situation Picture
• One operational picture

• Shared across roles

• Context + ownership + next steps

Software Defined Reality
• Signals become software-defined

• Derived sensors, not just raw inputs

• Across assets, systems, and people

Intelligent Agency
• Detect change

• Evaluate options with AI support

• Trigger the right response

Human in the Loop
• Governed workflows

• Visible responsibility

• Approval where needed

Vision Realized
• Coordinated operations

• Traceable decisions

• Continuous learning

Shared collaboration across roles, systems and operational levels



Thanks for attending.. 

and now?

Hilbig IT GmbH

Drängenburger Str. 33

40593 Düsseldorf

Telefon: +49 (0)170 

1812802

E-Mail: info@hilbigit.comThe API was submitted as Zabbix 

Integration asset - 

check it out from Github:

https://github.com/hilbigit/zabbix-

graphql-api



We are technology enthusiasts and 
entrepreneurs. We transform bits and 
bytes into solutions with real-world 
impact.

Mission
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