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The DNA of Zabbix

What defines Zabbix?
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Free and open -source software

Focus on quality and security

Universal solution for IT and OT
Affordable

s Allin one
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A Localized products
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A Stronger support of partners and customers

A Closer to French speaking users
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8.0 LTS: Growing number of out
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8.0 LTS: More out of the box capabilities

Extended public cloud monitoring

Multicloud

I

. AWS count AWS CPU
A Extended coverage of: -
0 Average
AW S 0 Warning
0 Information
ar _90th percentile: 0.3984 %
0 Not classified o 4-24 11:13 AM 4-24 12:18 PM 4-2401:23 PM
AZ u r e Azure count AzureCl:J Emm
0 High

0 Average
GCP and Oracle cloud S
0 Mot classified " ‘ -1--2-1- 11:13 AM 4-24 12:18 PM 4.24 01:23-PM

A Multi - cloud solutions

1

0 Warning

A Cloud cost monitoring

0 Information

0
0 Not classified 4-24 10:16 AM4-24 11:17 AM 4-24 12:18 PM 4-24 01:18 PM

OCI count OCi CPU

0 Average
0 Warning e: 35.58 % |

0 Information

of aadel o0, W) L . PN CREP . -
0 Mot classified 4-24 11:13 AM 4-24 12:18 PM 4-24 01:23 PM

4-24 02:28 PM 4-24 03:32 PM

4-24 02:28 PM 4-24 03:32 PM

4-24 02:18 PM 4-24 03:18 PM

A . . PR Aok . &
4-24 02:28 PM 4-24 03:32 PM

Network in total

Network in total

128.55 KB

Network in total

Network in total

Network out total

Network out total

178.66 KB

Network out total

Network out total

ZABBI| X X6

CONFERENCE

Edit dashboard B

Zoom out (© Last 6 hours
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Applications and services -~ cognecnous
up (1) | 8days, 04:19:26 e orcter maon oo
VERSION WORDSIZE PLATFORM Cache hit layers (SLRU)
P : 18.2 64-bit x86 64—pc—I|nux-gnu 1notify
A Al usage monitoring for OpenAl, Claude, Copilot . 0000%

subtransaction transaction

atlas | postgres o 100.00% 100.00 %
598GB  10048..

A New Hyper -V solution

PROCESS ID NAME

0 no query

A Network , Security and Telcos :

Tablespace default indicator

A Vyatta, Cradlepoint , Huawei, Aruba, Ciena, o i

no(0) yes(l) vyes(]) no(0)

Stormshield , Ribbon SBC, VeloCloud SD -WAN

A Enhanced Poxmox, MySQL, PostgreSQL, MariaDB,

Percona

A Domain expiration monitoring via RDAP, and many more other solutions
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Al

Enabling next - generation functionality
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Al Maintenance Assistant

Example of what Is already developed

This is observability in 2024 -- Al inside your monitoring system. Tell me about yourself, are you GPT4AIl? @

Hi there! Yes, | am indeed GPT-4ALL - the next generation of Al technology designed to provide highly
. . accurate and personalized support for a wide range of tasks. Observability in 2024 will indeed be greatly
A Al maintenance assistant enhanced by the integration of Al systems like myself within monitoring tools. Users can expect significant
benefits from this advanced form of monitoring. such as: 1. Enhanced real-time processing: | am capable of
analyzing immense amounts of data quickly and efficiently, identifying patterns and potential issues for end

' 1 ' ' users before they become serious problems. This allows for swift resolution of any issues that may arise
A AI based helpers Ilke trlgger Creatlon leard within systems. 2. Improved root cause analysis: Al technology like mine can leverage its vast knowledge to
identify the origins of systemic anomalies much more reliably than traditional monitoring tools. By
understanding "why" things have happened, fixes can be applied faster and with greater certainty. 3.

A Chat' bOt W|dget Proactive issue identification: When machine

| have three active alerts: "Host not responding to ICMP ping". "Disk space is over 80% on /tmp" and

A Tre n d p red ICtI ons "MySQLhas some slow queries". Which one of these is most critical? @

A Many Others Out of these three issues, the most critical issue would be the "Host not responding to ICMP ping", as it

directly impacts network connectivity. The disk space and MySQL query performance are also important
concerns but they do not affect your ability to access resources on the host or communicate with other
devices. Therefore, ensuring that the host is up and running should be your top priority. <lim_end|>

100- 178306




8.0LTS: Al-enablement in Zabbix

Zabbix MCP and Al tools

A Connectivity from any MCP clients

A Automation tasks, reporting, configuration,
anything that is provided by Zabbix API

A Al tools for Al based functionality in Zabbix:

helpers, usability, analytics
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Complex Event Processing

Converting event streams into insights
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Single event processing Multiple event processing

A Filtering A Root cause and symptoms

A Normalization A De-duplication

A Tag and severity manipulation A Time-window based logic

A Suppressing and closing events A Complex pattern matching rules

A Closing older events A Complex correlation rules

A Anonymization A JavaScript logic: pattern matching, enrichment

A Enables SIEM
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1. EVENT DEDUPLICATION
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Remove duplicate events
based on key attributes
within a time window.

\
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2. EVENT FILTERING
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Filter events based on

severity, source, type, tags,
or custom conditions.

3. PATTERN MATCHING
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Detect patterns or
sequences of events
within time/conditions.

ACTIONS & INTEGRATIONS

COMPLEX EVENT
PROCESSING ENGINE

PROCESSED EVENTS
& INSIGHTS
< = X

A Correlated Incident

| Zabbix Alerts &
Escalations

Notification (Email,
SMS, Slack, etc.)

4
E ITSM / Ticketing
(ServiceNow, Jira)

| & Anomaly Detected | =P

m Service Impact

Automation &
Remediation

: B Threshold Breach
|

4. ENRICHMENT

Aa._,g

Enhance events with additional
context from CMDB, assets,
user, location, threat intel, etc.

& Reduced Noise

5. ROOT CAUSE ANALYSIS

Identify the underlying cause
by analyzing relationships
and dependencies.

Dashboards &
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Aggregate related events into

a single incident to reduce
noise and improve visibility.

@ Faster Detection Q Better Insights @ Automated Response



ZABBI| X X6

CONFERENCE

APM

Taking advantage of all data: metrics, logs, traces
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Traces
Metrics

Logs

~ Services
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Name + Timestamp + Value Timestamp + Complex data structure

19
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Open Telemetry

NetFlow/IPFIX

JFlow, sFlow, etc

(@

> >
MDT
Normalization to a new Visualization of traces, network
Logs/syslog JSON type traffic, logs
K afka Any structured data Direct access to data and

aggregates for triggers

Any data streams



