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The DNA of Zabbix

What defines Zabbix?




ZABBIX

Free and opersource software

Focus on quality and security

Universal solution
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Affordable

.~ AlliIn one
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8.0 LTSGrowing number of ouof-the-box solutions
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8.0 LTSMore out of the box capabillities

Extended public cloud monitoring

I

AWS count AWS CPU Network in total
100 %

A Extended coverage of AWS, Azure, GCP and Oracle cloud: = -

0 Not classified 4241113 AM  4-241218PM  4-2401:23PM  4-240228PM  4-24 03:32 PM
Azure count Azure CPU Network in total
100 %
.
storage, load balancers, other services i I
b} ] % | Il i | |
§ warming J ) I f 1| 128.55 KB
0 Information
| N
0% | . - I
O Mot classified 4241113AM  4-241218PM 424 01:23PM  4-240228PM  4-24 03:32 PM
. .
A Multi-cloud solutions

1

1 Average
0 Warning
0 Information

0
0 Not classified 4-2410:16 AM4-24 11:17 AM 424 1218PM 424 01:18PM  4-240219PM  4-2403:19PM

OCI count OCI CPU Network in total
100 %
0 Average
0 Waming " 90th .58 %

0 Information

% INC 1 Lo aal .4 T
O Mot classified 4-2411:13 AM 4-24 12118 PM 4-2401:23 PM 4-24 02:28 PM 4-24 03:32 PM

Network out total

Network out total

178.66 KB

Network out total

Network out total

Edit dashboard

Zoom out ( Last 6 hours.

CPU credits us... CPU credits su...
@ 0.00
CPU credits co... CPU credits re...

Memory average

Memory average




8.0 LTSMore out of the box capabillities

Applications and services

LINK UPTIME Autovacuu m Cache hit layers (1/O & Health)

A Al usage monitoring for OpenAl, Claude, Copilot up ()  8days 041926 sl o) (Lo,
VERSION WORDSIZE PLATFORM :

A New Hyper -V solution 18.2 64-bit  x86 64—pc-llnux-gnu ‘ notify

A Enhanced Proxmox = 0000% 10000
PROCESS ID NAME

A Network, security and Telcos: o

Tablespace default indicator

A Vyatta, Cradlepoint , Huawei, Aruba, Ciena,

fastspace  pg default pg global  ts_custom
no(0) vyes(l) ves(l) no(0)

Stormshield , Ribbon SBC, VeloCloud SD-WAN
A MySQL, PostgreSQL, MariaDB, Percona

ADomain expiration monitoring via RDAP, and

ZABBIX

CONNECTIONS

40 %

mor €
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Al

Enabling nexgieneration functionality




ZABBIX
8.0 LTSThird party Al related tools

; Al MAINTENANCE ASSISTANT
ﬁ Con soporte mantenimientos rutinarnos

Example of what is already developed

initMAX

Briefly, what is Zabbix? ‘

A AI I I Ial nte nan Ce aSSIStant Zabbix is an open-source monitoring software tool designed for tracking and managing the performance and availability of IT infrastructure
ns, and se

applicatio rvices. It collects data from diverse network devices, servers, and virtual machines to ensure smooth operations. Zabbix offers
= features such as real-time monitoring, alerting, data visualization throuagh araphs and dashboards. and extensive metric collection capabllities. It

A ChatGPT widget MonZ Guru

A Al based trigger creation Describe the trigger you want to create:

A Chat widgets !

A Trend predictions

A Many others

Generate Trigger

10



8.0 LTSZabbhix MCP connector

MCP

A Connectivity from any MCP clients

A Automation tasks, reporting, configuration,

anything that is provided by Zabbix API

A Enables various helpers in Zabbix

x*

Claude

ZABBIX

ZABBIX
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Complex Event Processing

Converting event streams into insights




8.0 LTSComplex Event Processing (CEP)

Single event processing

A Filtering

A Normalization

A Tag and severitynanipulation

A Suppressing and closing events
A Closing older events

A Anonymization

Multiple event processing

A Root cause and symptoms

A Deduplication

A Timewindow based logic

A Complex pattern matching rules
A Complex correlation rules

A JavaScrigbgic

A EnableSIEM

ZABBIX

13
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8.0 LTSComplex Event Processing (CEP)

Advanced use cases Total flexibility
A Execute action after activity perio@hange severity, A Missing event detectionraise alert when there is no specific
close older problems) event within time period via mulevent stream (time window)

A Event groupingaggregate events based on a defined A JavaScript based lodar event pattern match
rule (incl. flapping trigger deluplication and A Detecting complex patters: 4 B> B> C
counting) via muldevent stream (time window))

A Event pattern detection when event pattern matched
my criteria- create new event via mulevent stream

(time window)
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8.0 LTSTransition from Metrics to Structured Data
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Name + Timestamp + Value Timestamp ¥Complex data structure
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8.0 LTSNew item type JSON

Removing limitations

A Supportof large JSSONdata of up-to 128VIB

A JSON supported on all levels: data collection, problem
detection, alerting

A JSONPathfor triggers, also  JSONPath macro function

A New trigper string function contains()

ZABBIX

Use cases for big JSON data

A Use calculated items on top of JSON

A Complex Telemetry data

A Integration with providers of complex structured data:
configuration data, CMS systems, inventory, etc

A No master ->dependent data processing is needed in
many cases, great!

A Enables complex discovery with nested LLD

16



8.0 LTSEnables processing of structured streaming data

Open Telemetry

NetFlow/IPFIX

jFlow, sFlow, etc

MDT

Logs/syslog

Kafka

Normalization to JSON

Anystructured data

ZABBIX

Visualization of traces, network traffic,
logs

Direct access to data and aggregates
for triggers

17
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APM

Taking advantage of all data: metrics, logs, traces




ZABBIX << &

'S Dashboards
12) Monitoring

/% APM

Traces
Metrics

Logs

~  Services

<) Inventory

ZABBIX
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Dashboards

] Monitoring

APM

Traces
Metrics

Logs

Services

Inventory

Reports

| Data collection v

Alerts

Users

Administration -

Support

Integrations

Help

User settings

Sign out

Traces

Y Filter

Service name
Theta Sync 18
Aero Fetch 5 B3
Aero Fetch 5 )
Zeta Connect 8
Noz Link 12

Noz Link 12

Theta Sync 18

Mu Network 66
Zeta Connect 8

Mu Network 66

Beta Stream 12 (£}

Theta Gateway 8

Beta Stream 12 [}
Epsilon Connect 24

Epsilon Connect 24

Theta Relay 12
Delta Bridge 3
Delta Bridge 3
Theta Gateway &
Kappa Connect 25
Kappa Connect 25
Eta Link 96

Theta Relay 12
Alpha Hub 64 [
Alpha Hub 64 [
Theta Portal 22
Theta Portal 22
Eta Link 96

Treta Link 12

Operation name
Load Balancing Service
/api/orders

[apiforders

Subscription Management Service

Backup Service
Backup Service
Load Balancing Service

Inventory Management Service

Subscription Management Service

Inventory Management Service
Payment Gateway Service
Notification Service
Payment Gateway Service
Reporting Service
Reporting Service
Analytics Service

User Management Service
User Management Service
Notification Service
Authentication Service
Authentication Service

API Gateway Service
Analytics Service

Data Processing Service
Data Processing Service
Content Delivery Service
Content Delivery Service
API Gateway Service

User Management Service

Start time ¥

2025-04-09 02:05:00 PM

2025-04-09 02:15:00 PM

2025-04-09 02:15:00 PM

2025-04-09 02:12:00 PM

2025-04-09 02:08:00 PM

2025-04-09 02:08:00 PM

2025-04-09 02:05:00 PM

2025-04-09 02:00:00 PM

2025-04-09 02:12:00 PM

2025-04-09 02:00:00 PM

2025-04-09 01:58:00 PM

2025-04-09 01:48:00 PM

2025-04-09 01:58:00 PM

2025-04-09 01:55:00 PM

2025-04-09 01:55:00 PM

2025-04-09 01:52:00 PM

2025-04-09 01:50:00 PM

2025-04-09 01:50:00 PM

2025-04-09 01:48:00 PM

2025-04-09 01:42:00 PM

2025-04-09 01:42:00 PM

2025-04-09 01:45:00 PM

2025-04-09 01:52:00 PM

2025-04-09 01:40:00 PM

2025-04-09 01:40:00 PM

2025-04-09 01:35:00 PM

2025-04-09 01:35:00 PM

2025-04-09 01:45:00 PM

2025-04-09 01:30:00 PM

< Zoom out

>  ( Previous week

Attributes Duration  4¢d
1h

1s

1s

24h

60s

60s

1h

24h

30s
34.34ms
6h
34.34ms
1.3s
135
145
145

on

Th

Th

12h

60s
60s

30s

30s

12h

325

n 2 3 4 5|6 7 » | Last

Displaying 15 of 100 found

Trace ID: 73d3b80845746 = Logs Metrics %
Oms 99.5ms 199.0ms 298.5ms 796.0ms 895.5ms 995.0ms
Span tree 597.0ms 796.0ms 1s
~ HTTP GET: /api/orders 25 N O
http.server.request
v Authentication middleware 16 .+
auth.middleware.verify
Support operation [ ee ]
validation.request.check 490.0ms
A Order service /get orders 3 [ e |
order.service.getOrders 700.0ms
~ SELECT operation 2
http.response.serialize
SELECT operation e e ¢ |
http.response.serialize
SELECT operation ¢ |
http.response.serialize
~ Cache lookup 1 |
http.response.serialize 650.0ms
~ Response serialisation 1 [
data.processor.transform 898.0ms
~ Response serialisation 4 [ 4 ]
data.processor.transform 680.0ms
Pre.confirmation ]
validation.request 650.0ms
Final validation ]
650.0ms

validation.request.check
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Dashboards

Monitoring

APM

Traces
Metrics

Logs

Services

Inventory

Reports

| Data collection v

Alerts

Users

Administration -~

Support

Integrations

Help

User settings

Sign out

Logs
Y Filter

Timestamp

2025-04-09 02:05:00 PM
2025-04-09 02:15:00 PM
2025-04-09 02:15:00 PM
2025-04-09 02:12:00 PM
2025-04-09 02:08:00 PM
2025-04-09 02:08:00 PM
2025-04-09 02:05:00 PM
2025-04-09 02:00:00 PM
2025-04-09 02:12:00 PM
2025-04-09 02:00:00 PM
2025-04-09 01:58:00 PM
2025-04-09 01:48:00 PM
2025-04-09 01:58:00 PM
2025-04-09 01:55:00 PM
2025-04-09 01:55:00 PM
2025-04-09 01:52:00 PM
2025-04-09 01:50:00 PM
2025-04-09 01:50:00 PM
2025-04-09 01:48:00 PM
2025-04-09 01:42:00 PM
2025-04-09 01:42:00 PM
2025-04-09 01:45:00 PM
2025-04-09 01:52:00 PM
2025-04-09 01:40:00 PM
2025-04-09 01:40:00 PM
2025-04-09 01:35:00 PM
2025-04-09 01:35:00 PM
2025-04-09 01:45:00 PM

2025-04-09 01:45:00 PM

Body

Load Balancing Service

/apiforders

/api/orders

Subscription Management Service

192.168.2.133 inactive - - - Something happened in the system log.file.path = "/var/log/app...
Backup Service

Load Balancing Service

Inventory Management Service

Subscription Management Service

Inventory Management Service

Payment Gateway Service

Notification Service

Payment Gateway Service

Reporting Service

Reporting Service

Analytics Service

192.168.2.133 inactive - - - Something happened in the system that requires .path = "/var/l...
User Management Service

Notification Service

Authentication Service

Authentication Service

APl Gateway Service

Analytics Service

192.168.2.133 inactive - - - Something happened in the system that requires immediate att...
Data Processing Service

Content Delivery Service

192.168.2.133 inactive - - - Something happened in the system that requires log.file.path =...
192.168.2.133 inactive - - - Something happened in the system that requires immediate att...

Treta Link 12

n 2 /3 4 5 6 7 » | Last

€ Zoomout » ( Previous week

Severity text Severity number 150
'DEBUG 5
1
FATAL 2
INFO 9
DeBUG :
ERROR. 20
‘WARN| 13
2
WARN 13
'ERROR | 17
4
FATAL 22
‘TRACE| 3
'ERROR 20
\DEBUG S
‘TRACE| 3
FATAL 2
WARN 15
EBUG. 6
ERRoR. 7
4
bEsUS s
FATAL 22
WARN 14
'ERROR 18
\DEBUG 5
‘TRACE| 4
WARN 16
'DEBUG. 5

Displaying 30 of 500 found

Log details

Basic information

TracelD = 73d3b8084574687568768769769 Traces Metrics
SpanID = 504276136108490 Traces Metrics

Tags: class: os, env: prod

Flags: O

Log attributes

log.record.original = "77 <86>12015-08-06T21:58:59.6947
192.168.2.133 inactive - - - Something happened in the system
that requires immediate attention from the operations team"
log.record.uid = "01ARZ3NDEKTSV4RRFFQB9GS5FAV"
log.iostream = "stdout"

log.file.name = "application-09-04-2025.log"

log.file.path = "/var/log/applications/microservices/INFO/
application-09-04-2025.log"

log.severity = INFO

log.body = "/api/orders"

log.timestamp = "09.04.2025 15:04:39.123"

log.trace_id = "73d3b8084574687568768769769"
log.span_id = "328349031776792"

log.trace_flags = "01"

log.instrumentation_scope.name = "io.opentelemetry.logs"
log.instrumentation_scope.version = "1.20.0"

Resource attributes

Schema URL = https://opentelemetry.io/schemas/1.21.0
service.name = "-api-orders-service"
service.version = "3.0.8"

service.namespace = "production”
service.instance.id = "okwpOra7kn"
deployment.environment = "production”
host.name = "srv-59.prod.example.com"
host.id = "a75e14vzgu"

host.type = "m5.2xlarge"

host.arch = "amd64"

host.image.name = "ubuntu-20.04-lts-server"
host.image.id = "ami-vplhrx3tbx"
cloud.provider = "aws"

cloud.region = "us-east-1"

Scope

Schema URL = https://opentelemetry.io/schemas/1.21.0
service.name = "-api-orders-service"
service.version = "3.0.8"

service.namespace = "production”
service.instance.id = "okwpOra7kn"
deployment.environment = "production”
host.name = "srv-59.prod.example.com"
host.id = "a75e14vzgu"

host.type = "m5.2xlarge”

host.arch = "amd64"

host.image.name = "ubuntu-20.04-Its-server"

mamemd v 1d o Namrwn? sl rvwr 38 b
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Cloud native scalability

Processing millions of metrics, log entries and traces per second




8.0 LTSStoring data at scale

Small and Mid size

AN

MySQalL.

@ Tiger Data

ZABBIX

Large

ClickHouse
o :
%* elastic

23



8.0 LTSCloud native scalability

NV =
D sda

11

Zabbix Ul

Zabbix API

ZABBIX

Zabbix Server

Zabbix Database

@ Tiger Data

Zabbix Proxies

History Database
JSON data

Zabbix Agents

Zabbix Proxy

Open Telemetry
Streaming data

24



