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Extending Zabbix with Flow Data and External Pipelines
for Real-Time Network Intelligence
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Marcin Kazmierczak



Czy ICMP i SNMP Gdzie szukasz Czy widzisz ruch, ktéry
wystarczg do petnej przyczyny, gdy nie generuje alertéw?
widocznosci? metryki sg OK?
Co naprawde W jaki sposéb Sycope
wydarzyto sie miedzy moze uzupetnic

dwoma pomiarami? brakujgce dane?



Jakie mozliwosci
mohnitorowania
daje NetFlow?
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Jakie mozliwosci monitorowania daje NetFlow

® Monitorowanie catej sieci. Switche, routery, firewalle réznych producentéw wysytajg NetFlow

® NetFlow to metadane o ruchu sieciowym — zbierane sg tylko najwazniejsze dane dla naszej analizy
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Jakie mozliwosci monitorowania daje NetFlow

® Nawet 80-90% problemdw w sieci mozna zauwazyc¢ wczesniej, analizujgc sam przeptyw ruchu

® Nie trzeba zna€ tresci pakietéw, wystarczy wiedziec:

Kto wysyta
Dokad wysyta
Jak duzo

Jak czesto

To wtasnie
pokazuje NetFlow.

Section

Measures
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Variable

Active Time
First Timestamp

Last Timestamp

Client Bytes
Server Bytes

Client Bits

Server Bits

Clients Bits/s
Server Bits/s
Packets

Client Packets
Server Packets
Packets/s

Client Packets/s
Server Packets/s
Flows

Value

30296

2022-11-2916:56:58
2022-M-29 165753

33.70KB
22 57KB
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2022-11-29 16:56:58
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Sycope + Zabbix

Pasywne monitorowanie NetFlow uzupetnia luki aktywnego monitoringu ICMP/SNMP
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Monitoruj swojg sie¢ w czasie
rzeczywistym — za darmo!

® Bez koniecznosci podawania karty ptatniczej
® Gotowe do uzycia od razu po instalacji
® Wykrywanie zagrozen i anomalii

® Do 5000 flows/s

® Retencja danych ograniczona do 14 dni

https://free.sycope.com



Jak dziata Sycope?




Wiele zrédet ruchu — jedno centrum dowodzenia

Sycope VM
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Flow data*
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Enhanced
NetFlow




Platforma Network Observability

Podstawg systemu jest Visibility, zasilany danymi NetFlow, dostarczajgcy
iInformacje o ruchu sieciowym. Kolejne moduty wzbogacajg informacje o ruchu
sieciowym, o wskazniki wydajnosciowe, analize L7, wykrywanie anomalii |

Inwentaryzacje urzadzen.

t+m

VISIBILITY

Analiza ruchu

o oA

PERFORMANCE
Wydajnosc¢ sieci (NPM)
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Madrzejsze decyzje z Sycope

® NETWORK INTELLIGENCE

® ZESPOL NOC ® ZESPOL SOC
P Ve Ty
sycope
NTA NPM UNIFIED PLATFORM NDR
) , Network Performance Network Detection and
Network Traffic Analysis ,
\Y[elglide]g Response
Inteligentne trendy & Automatyczna , )
: : : ) tialert
Baselines inwentaryzacja zasobow NOC +SOC ® Ponad /O reguialentow
. w jednym widoku
e Pasywna analiza ruchu ® Wykrywanie aplikacji ® Repozytorium online — CTI
flowego

Bez dodatkowych

- uprawnien

® |DS oraz analiza pakietow
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SycopesSolutions — Otwarte Repozytor

https://github.com/SycopeSolutions/

(=) () Integrations/zabbix at main - Sy X +

(&) @ github.com/SycopeSclutions/Integrations/tree/main/zabbix

Integrations [ zabbix /

[l Files

% main ¢ How the Integrations works

Q Gotofile The zabbix_statistics_sync.py script:

examples ¢ Logs in to the Zabbix API and collects metrics for defined IP addresses
phpipam ¢ Aligns timestamps for different metrics - CPU Load, ICMP Reponse Time, Memory Usage and Packet Loss

suricata e Compares gathered metric with already available metrics in Sycope's custom index to avoid duplicate samples

e Saves the difference in Sycope
sycope

webhooks The zabbix_lookup_sync.py script:

jira ¢ Logs in to the Zabbix APl and collects inventory data such as Hostname, OS version, Serial number, Notes and

jira_with_power_automate URLs

slack ¢ Compares gathered inventory data with already available custom Lookup to avoid duplicate records

¢ Saves the difference in Sycope
teams

zabbix

dashboards Repository Content

drilldowns

fields

dashboards

drilldowns

fields

config.json

install.py

uninstall.py
zabbix_statistics_sync.py
zabbix_lookup_sync.py

Optional dashboards to import into Sycope

Optional drilldown action to import into Sycope
Optional custom fields to import into Sycope
Configuration file

Creates new Sycope custom index and custom Lookup
Optional cleanup for custom indexes and custom Lookups
Main processing script for synchronizing metrics data
Main processing script for synchronizing inventory data

[) README.md
(Y _init__.py
[ config.json

[ install.py

TTTTTTTT
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[ requirements.txt

D uninstall.py

[ zabbix_lookup_sync.py
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" Waj filtréw w Sycope na podstawie Inwentarza Zabbix (dane z SNMP, WMI, SSH)

B assetDevices [ ¥ ss ﬁ L[] & @ ‘
Total IPs Private IPs i
Privacy Subnet IP Address Domain name Profile Names Country Location Severity MNetwork Function Service d
168 168
Action v 14 columns () Search

O Privacy = IP address Zabbix Name = Subnet & Profile Mames = Zabbix Type = ZabbixNotes = = Zabbix Group = Zabbix ICMP URL =  Zabbix Graph URL [  Zabbix Status =
D PRIVATE 192168175 Cent05-5 LAN <blank list SNMP Test VM5 (CentOS) Linux servers http:/1921681.46:808..  http://1921681.46:808..  Enabled
O PRIVATE 192168174 CentO5-4 LAN <blank list SNMP Test VM4 (CentOS) Linux servers http://1921681.46:808..  http//192168146:808..  Enabled
O PRIVATE 192168173 Cent05-3 LAN <blank list SNMP Test VM3 (CentOS) Linux servers http:/1921681.46:808..  http://1921681.46:808..  Enabled
D PRIVATE 192168172 Cent05-2 LAN <blank list SNMP Test VM2 (CentOS5) Linux servers http://1921681.46:808..  http://1921681.46:808..  Enabled
D PRIVATE 192168171 CentO5-1 LAN <blank list> SNMP Test VM1 (CentOS) Linux servers http://1921681.46:808..  http://192168146:808..  Enabled
O PRIVATE 192168138 192168138 SQL Server [5aL] ICMP S0L Server Databases http:/1921681.46:808.. No Other ltermns Enabled
O PRIVATE 1921681.23 pved LAN <blank list SNMP Proxmaox VE pved Hypervisors http://1921681.46:808..  http://1921681.46:808..  Enabled
D PRIVATE 1921681.22 1921681.22 LAN <blank list ICMP Proxmox VE pve3 Hypervisors http:/1921681.46:808..  No Other ltems Enabled
O PRIVATE 1921681.21 pvel LAN <blank list> SNMP Proxmaox VE pve2 Hypervisors http://1921681.46:808..  http://1921681.46:808..  Enabled
D PRIVATE 1921681.20 pvel LAN <blank list> SNMP Proxmaox VE pvel Hypervisors http:/1921681.46:808..  http://1921681.46:808..  Enabled
D PRIVATE 192168137 192168137 CRM Website [SOL, Web Application]  ICMP Network Performanc... Discovered hosts http://1921681.46:808..  No Other ltems Enabled
D PRIVATE 19216813 Switch LAN <blank list SNMP Core Switch A Discovered hosts http://1921681.46:808..  http://192168146:808..  Enabled
O PRIVATE 1921681.62 Router2 localdomain LAMN <blank list= SNMP Cisco Cloud Services ... Discovered hosts http://1921681.46:808... http:/1921681.46:808... Enabled
O PRIVATE 1921681.61 Routerllocaldomain LAN <blank list> SNMP Cisco Cloud Services .. Discovered hosts http://192168146:808..  http//192168146:808..  Enabled
D PRIVATE 1921681153 BRW7440BB6BC227 .. LAN <blank list> SNMP <blank stringz Discovered hosts No ICMP ltemns No Other ltems Enabled
O PRIVATE 192.168.1.201 wso2apm.localdomain LAN <blank list> ICMP <blank string:> Discovered hosts Mo ICMP ltems Mo Other ltems Enabled
O PRIVATE 1921681131 1921681131 LAN <blank list> ICMP <blank string: Discovered hosts http:/1921681.46:808..  No Other ltems Enabled
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Zabbix Statistics Dashboard

2
C v B Zabbixstats v (8 (1'% 22 Last24 hours XE 8 2 4[] & ® .

+ ¢7 | B8~ Zabbix Statistics | [Raw W
ﬁ Hosts with Statitics Hosts with ICMP Items Hosts with CPU Items Hosts with Memaory Items Last Sample
Hostname IP Address
= 8 8 8 8 2025-06-2510:40
0oa
a Zabbix Hosts | CPU Lead | Top 5 Zabbix Hosts | Response Time | Top 5
[ﬂﬂ 192.168.1.73 avg(CPU Load) 192.168.1.71 avg(C 16 p (Al (Inv 192.168.1.3 avg(Reponse Time ms) () 192.168.1.61 15 P
100% 21 ms
Avg CPU Load ’r A% Avg Response
80% | — E— = Time 18 ms
O 4 2 ‘7 g P T Na——— 15 ms
6 04ms '
- 40740586 9ms
o0 & ms
a
Max CPU Load Max Response 3 md}
s, o 0% Time 0ms
> 94 2 / 12:00 16:00 20:00 25-Jun 04:00 08:00 12:00 16:00 20:00 25-Jun 04:00 08:00
L O Raw [24n Davg7d-1d [} Wavg 28d -7d [} 2614 Raw |24h
o=
o Zabbix Hosts | Memory Usage | Top 5 Zabbix Hosts | Packet Loss | Top 5
192.168.1.72 avg(Memory Usage) 192.168.1.21 ¢ 15 p (A (inv, 192.168.1.71 avg(Packet Loss) 192.168.1.20 avg 15 p (Al (Inv
Ava Marnar 100% 100% [3
9 Y - 75.3% Avg Packet Loss -
Usage B0% - 80%
55.9% “‘ Be=Ta o
3 4 3fy 60% o8, fo) 60%
. 0 - +1.
40% 40%
19.1%
20% 20%
Max Memory ; Max Packet Loss ; P L=
Usage 0% o 0% L =S
o 12:00 16:00 20:00 25-Jun 04:00 08:00 33 3 A) 12:00 16:00 20:00 25-Jun 04:00 08:00
. (@] Raw - * Raw -
Zabbix Hosts | Avg CPU Load Zabbix Hosts | Avg Memory Usage Zabbix Hosts | Avg Response Time Zabbix Hosts | Avg Packet Loss
avg(CPU Load) (All) (Inv) ® avg(Memory Usage) | avg(Reponse Time) (A1) (1nv) avg(Packet Loss)
192.168.1.73 80.8% 192.168.1.72 73% 192.168.1.3 2.2 ms 192.168.1.71 0%

192.168.1.71 79.8% 192.168.1.21 57.2% -61 0.5ms 192.168.1.20 0%

192.168.1.72 71.5% 192.168.1.3 55.9% -.52 0.5ms 192.168.1.21 0%

- 20.8% - 18.9% 68.1.711 0.2ms 192.168.1.72 0%
o fﬁw -20 Yo 40% 60%: BO%: 100% 0 an -20 Yo 407 60% B0%: 100% ) mR;w - 1 ms 2ms 3 ms 0 an -

L AN

& ——————————————————  _— T —— ——— e —




Zabbix Inventory Dashboard

(U assetDevices W [F] ¥ 28 Last 24 hours

< v

+ ¢ |BH v Zabbix Inventory | [Raw m

Zabbix Inventory

66 eB

IP address Zabbix Name Zabbix Type  Zabbix Status  Zabbix Group Zabbix Notes = Zabbix OS5 Zabbix Serial No Zabbix ICMP URL  Zabbix Graph URL
- 192168175 Cent05-5 SMNMP Enablaed Linux servers Test VM5 (CentO5) blank string blank string http:/192168.1.46:808 http:/f192168.1.46:80¢
d 192168174 CentO5-4 SMMP Enabled Linux servers Test VM4 (CentO5) blank string blank string http://1921681.46:808 http:/192168.1.46:808
[[]j:l 1921681.73 Cent05-3 SMNMP Enabled Linux servers Test VM3 [CentD5) blank string blank string http://192168.1.46:808 http:/f192168.1.46:80¢
ﬁ 192168172 Cent05-2 SMNMP Enabled Linux servers Test VM2 [{CentO5) blank string blank string http:/1921681.46:808 http:/f192168.1.46:80¢
192168171 Cent05-1 SMMP Enabled Linux servers Test VM1 (CentOS5) blank string blank string 21681.46:80 192168.1.46:80
1921681.38 192168.1.38 SMNMP Enabled Databases SQL Server blank string blank string http:/192168.1.46:8 I':_
1@? 1921681.23 pved SMNMP Enabled Hypervisors Proxmox VE pved blank string blank string http:/1921681.46:808 http:/f192168.1.46:80¢
1921681.22 192168122 SMMP Enabled Hypervisors Proxmaox VE pve3 blank string blank string http:/192.168.1.46:8 I':_
E_.; 1921681.21 pvel SMNMP Enabled Hypervisors Proxmox VE pve2 blank string blank string http://192168.1.46:808 http://192168.1.46:808
1921681.20 pvel SMNMP Enablaed Hypervisors Proxmox VE pvel blank string blank string http:/f192168.1.46:808 http:/f192168.1.46:80¢
1921681.37 192168137 SMMP Enabled Discovered hosts Metwork Performance Manitor blank string blank string http:/192.1681.46:8 I':_ E
19216813 Switch SMMP Enabled Discovered hosts Core Switch A 15.0{2)SEN blank string http:/#192168.1.46:808 http://192168.1.46:808
1921681.61 Router] localdomain SMMP Enabled Discovered hosts Cisco Cloud Services Router 1000w 1733 QEIAC)3WVXDX http:/f192168.1.46:808 http:/192168.1.46:808
192168162 Router? localdomain SMMP Enabled Discovered hosts Cisco Cloud Services Router 1000v 1733 96ARAWIWDY2 hittp://192168.1.46:808 http:/192168.1.46:808
19216811 unifilocaldomain SMMP Enabled Discovered hosts blank string blank string blank string __
192168110 192168.110 SMNMP Enabled Discovered hosts blank string blank string blank string __
192168111 192168111 ICMP Enabled Discovered hosts blank string blank string blank string _—
192168113 192168113 SMMP Enabled Discovered hosts blank string blank string blank string http:/192168.1.46:8 I':_
192168114 192.168.114 SMNMP Enablaed Discovered hosts blank string blank string blank string http:/192168.1.46:8 I':_
192168115 192168115 SMMP Enabled Discovered hosts blank string blank string blank string 21681.46:8 I':_
192168116 192168116 ICMP Enabled Discovered hosts blank string blank string blank string http:/192168.1.46:8 I':_
192168119 192168119 SMNMP Enabled Discovered hosts blank string blank string blank string 81468 I':_
192168127 192168127 ICMP Enabled Discovered hosts blank string blank string blank string __
@ 192168128 192.1681.28 ICMP Enabled Discovered hosts blank string blank string blank string _—
|

Raw 24h fx
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< SYC( pe o/ = netflow  w | :ﬂ’:ﬁg‘:‘_ X ] @ RTe

Lastthour X [5] & §§§ﬁ N o ®‘

B2 Oracle Cloud 00 Ass A x
HH HH Zabbix Group (ServerlP) »?
y WAY: =
|@| v Group: Ports D« ) Raw ;
eg. *abc™ or »value Aa ®
ﬁ' Home .
Servers Ports Details
ogd N Linux servers 4.2%
gog Dashboards b Client IP Address Port Subnet Private Location Country Metwork Function H
@: e Anal Applice D <null> 511%
S Server IP Address Port Subnet Private Loecation Country Network Function :
[[[ﬂ Raw Data )
IPs | Bytes s as Server | Client IP, Server Port, Protocol Name | Bytes
i Client IP
Alerts
erverlF = ClientIP Port Name Protocol Mame  Application Bytes Server Bytes Client Bytes  Packets Flows Client req
Asset DiSCOVE‘I’y 192168146 snmp {161} UDP (17) <null=> 1.4 MiB 1MIB 3793 KiB 102k 19k
7 Pla yground 192168137 ssh (22) TCP (6) <null= 2233 KiB 1338KiB 895KiB 12k 24 1
T 1369 KiB 79.2KiB S5TTKIB 1k 148 {
192168137 161 DP <null>
¥2.168.1.131 6813 snmp (161} UDP (17) i
§_g Configuration v Q) - Apply 192168150 ssh (22} TCP (6) enull= 749 KiB 574 KiB 175KiB 626 il
1921681.50 snmp (161} UDP (17) <null= 534 KiB 2B6 KB 249 KiB 564 412 {
192168171 78101613 (0) ICMP (1) <null> 37KiB 0B 37KiB 3 1 { l"_‘i-
1921681.46 ssh (22) TCP (&) <null> 15KiB 12KiB %08 9 4
12.168.1.124
192168146 telnet (23} TCP (&) <null> 1068 4B 60B 2 4
192.168.1.7! 192168146 www (80) TCP (&) <null> 1068 4B 60B 2 4
[92.168.1.46
. 192.168.1.7+ 1921681.46 zabbix-age..  TCP(6) <null> 106 B 468 60B 2 4
. 192.168.1.7: 192168146 https (443) TCP (6) enull= 106B 468 608 2 il
Rhalde =l 152 MiB 115 MB 37MiB 93k 18 d ==
1921681131 .. TCP <null= - } ‘ <
192.168.1.37 [l . 192.168.1.7" 58113 ndmp (1000 CP(6) nu =
78101613 /
Raw 1h Raw Th 530f 500 records [/
Servers Ports Names | Client Bytes, Server Bytes Server Ports Names | Packets, Flows / [
LyLEs UyLes | /
11.4 MiB ndmp (10000) Server Bytes ndmp (10000) Client Byte: 1/5 b 8k snmp (161) Flows snmp (161) Packets ssh (22) 1/4 ) xs[ ‘f } /
9.5 MiB 8.3 MiB % I
6k
7.6 MiB | |
5.7 MiB 4k | \
3.8 MiB 3 k \
1.9 MiB 1443{.{5 131.1 KiB : o N 7 S - | S o~ s
@ What's nE'W? 0B L — - - — i Y -— - S 0 s e —— — —— — — — e P
1177
02:00 02:05 02: 02:15 02:20 02:25 02:30 02:35 02:40 02:45 02:50 02:55 02:00 GES 02:10 02:15 02:20 02:25 02:30 02:35 02:40 02:45 02:50 02:55 i _— ."/f
Raw Th Dawg7d-1d [} Davg7d-1d Raw (Th Davg7d-1d Davg7d -1d [ 177
T
| S 7 7




Automatyczne Trendy i Baseline

L
Efe kt WStQZk' d |a Client Bytes, Client Packets as Server (i)
b i ez q ce g o) i p rzys Z.i- e g 0O €9 Bytes Received as Server Packets Received as Server Bytes daily 7d baseline Packets daily 7d baseline ’\_A-
bytes
ruchu 2.8 GiB , il
’ B
2.3 GiB i 2.3 GiB
¢
. 1.9 GiB i I[\
Zakres dla baseline - | | | \
z _° 7 . 1.4 GiB E
wartosci Gorna i Dolna !\ ‘ / \
953.7 MiB | :
B AR SRR
476.8 MiB E /
: . ) \/\J gh e \\, ]
Tworz trendy na packets 05:00 06:00 07:00 08:00 09:00 10:00 11:0 Time 2025-10-03 10:50:00 15:00
dowol nym Wykres 1€ i ; ® Bytes Received as Server 276.8 MiB
uzywaJaC Wszystk|Ch o i ® Bytes daily 7d baseline Down 1.2 GiB
: : @B daily 7d baseline Up 2.3 GiB
dostepnych metryk G
4M Time 2025-10-03 10:50:00
® Packets Received as Server 341.8 k
oM ® Packets daily 7d baseline Down 5331k
. E ® Packets daily 7d baseline Up 990.1k /
Ws/parme dla pgnkt9w .
Koncowyeh iRl - NW’\WM
podsieci, lokalizacji, :

kraj(SW AS [ Lea‘fff‘_!'_ eree @’ BagTazia 0700 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00
/ c==




Przejdzmy do Zabbixa...




Akcje Drilldown, aby wyswietli¢ dowolne dane z Zabbix i...

o7 M

216,631 192168.1.50

hitt
3 Servers >
Zabbix Invento :
21919535 192168150 htt i 106K
219195128 192168150 . As<fW Device First/Last Seen 103 K
2206868 192168150 htt ==t Davice Info 441K
2206871 1921681.50 htt (13 Basic Conversation Metrics 431K
1681 1R — i —— e
I = 1®] Host Info (Server) HOTM
S - : _ 259 M
oo Session Details
B 2a¢ Exclude (Add to filter with negation) 100.2 K
78. Open filter modal Add drilldown action 916 K
Drilldown » Manage drilidowns 124K
2A( Actions > s(443) TCP (6) <null> 84K
]
Resolve 3

Net Mask Search > Server Ports Names | Packets, Flows
- DYIes
Zabbix Inventory [ Filtering: Global Local
- s IF address

—
‘-\
m ?
IP address Zabbix Status  Zabbix Group Zabbix Notes  Zabbix ICMP URL Zabbix Graph URL R
192168138  Enabled e en SQLServer  http//1921681.46:8080/history.phplacti..  No Other ltems \

—_— E—

s S




..przejdz bezposrednio do dashboardow Zabbix

WY 5560 Z2-F0
WY 55°60
WY 7560
WY E5'60

Q WY £5:60

WY 1560

& Y

WY 0560

WY 6760

6/6

WY 8¥:60

WY LT-60

(1]

WY 9760
WY S¥60
WY 60
WY E¥:60
WY 2760
WY I¥60
WY 0F:60
WY 6E°60

WY BE-60

Zabbix Graph URL
Mo Other lkems

WY LE60
WY 3260
WY SE'60
WY vE'60
WY EE-60
WY £E:60
WY TE'60

WY 0E'60

//////"’:—f/%\\

WY &62:60

WY 82:60

WY LZ:60

WY 9260

WY SZ:60
WY vZ:60
WY EZ'60
WY 2260
WY 1260

WY 0Z:60

192.168.1.38; ICMP response time

WY 6160

SQL Server http://192168.1.46:8080/history php?acti...

Zabbix Notes  Zabbix ICMP URL

WY BL:60
WY LT:60
WY 9160
WY ST-60

WY ¥L-60

Local
X @

WY ET:60

WY 2160

max
1.63ms

WY I1:60

WY 0160

WY 6060

Zabbix Group
Databases

avg
0.43ms

WY 8060

IP address
192.168.1.38

WY L0°60

WY 30:60

i
0. 28ms
[= 0.15]

WY 5060

WY ¥ 60

e

Zabbix Status
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Mozliwo$¢ umieszczenia czegokolwiek na Mapie

Dodaj adresy URL Sycope do dowolnych
wbudowanych lub niestandardowych
dashboardéw (+definiuj automatyczny filtr
dla adresu IP lub innej wartosci)

* Wiele hipertaczy do kazdego modutu Sycope

Uzywaj Szablonéw Zabbix do prezentaciji
(etykiety z makrami):

* Licznik alertéw

« Serwery z dostepem do Internetu
Publiczne potaczenia ,od" i ,do" Hosta

Liczba potgczen, sesji

Otwarte porty

() [ ) O
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Latest data
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ltems
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Graphs

Discovery

Web
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Sycope Ports

Detect operating system

Ping

Traceroute
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Co zrobié, gdy cos$ sie wydarzy? (szablon dla Zabbixa)

Time v Severity Recovery time Status Info Host Problem Duration Update Actions Tags
11:18:22 AM = SUETRIRT] PROBLEM 192.168.1.50 Sycope: Only SYN TCP Flag alerts detected on 192.168.1.50 1m 11s Update component: visibility
11:00 ©
10:48:22 AM + High 11:18:22 AM RESOLVED 192.168.1.50 Sycope: Only SYN TCP Flag alerts HIGH on 192.168.1.50 30m Update component: visibility
Displaying 2 of 2 found
Host avallability Problems by severity

23 3 0

Warning Information Mot classified

Current problems

Time = Info  Host Problem = Severity Duration Update Actions Tags
11:23:41 AM = sycope: Only SYN TCP Flag alerts detected on Samsung.localdomain Update component: visibility
11:23:23 AM » Update component: visibility %
M23:14 AM » Update component: security

11:00 o

/; //

/i /7
///
/ ]/
1]/
1]/
[1]] /




Co zrobié, gdy cos$ sie wydarzy? (przyktad Slack)

WAL TN TN——

2
Val _ Alert Name Lo _ ) coa
q st 22 O alerts v [Coneyn.. X +1more X B ¥ B Lest7days X [E S xR & O
200 = Search Sycope Test — — .
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> Details
» Syco... v & (@  ttalerts e
&) Threads @ Messages | J Addcanvas + ﬁ 120 {@}
® 63 Huddles & Q ¢ oo Classification Status Threshold Level
Hone uadies Sycope Webhook AP 1435 Today ~ 0o 100
. e . | True Positive X W | ASSIGNED
E Visibility Alert: Only SYN Client TCP Flag 80
oy * Channels @ False Positi
T : . z alse Positive
i # alerts Time: Client IP: 5 60 Value
29.08.25 01:45:00 192.168.1.80 d1l] > info
e e \ m_ . O
0 # all-sycope-test Threshold: Server IP: 40 .
B # new-channel A\ Major 142.251.9.27 'ﬁ -
AGIRY 4 cocial 20 663ccdd8-65adf0ad-bd8217b2
s
® This alert was 2 atically generated by e monitoring ; = N
[> + Add channels ~® This alert was automatically generated by the Sycope monitoring solution. 0 E‘J:f] Time 3025-08-29 01:45:00
: : 28-Auc 29-Aug 30-Au 31-Au —
S . Diccim & View in Sycope q ’ . ’ . 2 Rule Type Visibility
e L
s - - . 1 reply Today at 14:36 i - :
LA .. marcin.kazmiercz... " B £ Alert Name Only SYN Client TCP Flag
- . . . i 10 colum -
More + Invite people . marcin.kazmierczak 14:3¢ — e & Alert Definition Id 64d290d9-cel777b0-beBalb38
. replied to a thread —o & -
- pps o . : : 1) Alert Severity MEDIUM
You can assign it to my name, | can handle it today 0 D Time &3 = AlertName & shold Level Alert Severity &2 Server IP ()
@ Slackbot o timastamp = alertName lagThreshol... alertSeverity serverlp E.I,j Threshold Level
Sycope Webhook AE: ;
. YCOf G‘l v 2025-08-29 01:45:00 Only SYN Client TCP ... MEDIUM 142.2519.27 E Client Service [LAN]
- Sycope Webhook2
+ W Message #alerts D 2025-08-29 01:45:00 Only SYN Client TCP .. MEDIUM 142.250.4.27 E Server Country Mame Full == United States (US)
dd apps
. + Aa® @ O ¢ C] 2025-08-29 01:45:00 Only SYN Client TCP . MEDIUM 108177125.26 Incident Handling A
® .
D 2025-08-29 01:40:00 Only SYM Client TCP ... MEDIUM 142.250.4.26 By) Classification True Positive
C] 2025-08-29 01:40:00 Only SYN Client TCP ... MEDIUM 142.2519.27 @ Classification Time 2025-09-03 14:33:24
() 2025-08-29 01.40.00 Only SYN Client TCP .. MEDIUM 142.2519.26 D Classification User izl

594 hidden row(s)




Wiecej sposoboéw integracji

Wysytanie Syslog lub SNMP Trapow Automatyczne Akcje REST APl w Alertach

brzy tzy Regu’r |/v/vy2\{volonycP/1 ) ub aql Rttt : Pytaj Sycope o cokolwiek przez REST
Alertow (Wydajno$¢, Widocznosé, « Zmiana statusu Hosta miedzy Wytaczony a AEI e ICReE e [snldeeiy)
Odkrywanie Zasobow, Wtaczony vl & J przy
Bezpieczenstwo) « Tworzenie Okreséw Konserwacji dla hostéw

Niestandardowy Szablon Zabbix — przyktad wyniku dla jednego Hosta: Modyfikuj dowolna zdefiniowana
* Bezpieczenstwo — Skanowanie Horyzontalne (alert): Podsieé lub pojedyncze IP przez

o tacznie 10 (wyzwolonych alertéw) AP] (Zabbix DHCP itp.)
o Potwierdzonych: 1, Fatszywie Pozytywnych: O

Aktywne Ustugi:
o 137 (NETBIOS), 445 (SMB), 1433 (SQL), 3389 (RDP)
* Niedopasowane Prywatne IP Klientow: 1
* Publiczne Potgczenia Od Wezta: 73
* Publiczne Potgczenia Do Wezta: O

Dodawaj odkryte adresy




Monitoruj swojg sie¢ w czasie
rzeczywistym — za darmo!

® Bez koniecznosci podawania karty ptatniczej
® Gotowe do uzycia od razu po instalacji
® Wykrywanie zagrozen i anomalii

® Do 5000 flows/s

® Retencja danych ograniczona do 14 dni

https://free.sycope.com



Dziekuje!
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