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Functionality of Zabbix Agent

● Daemon
● Collects data Zabbix Server
● Stabile
● Efficient
● Written in C
● Flexible

● UserParameter
● system.run[]
● Modules
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UserParameter

• Defined in configuration file
• Simple to create
• For specific not pre-defined agent checks
• Run any command on the level of agent privileges
• Can be forked

UserParameter=systemd.units, systemctl list-unit-files
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system.run[*]

• Regular item key
• Simple to create
• Run any command on the level of agent privileges
• No need to restart agent to make changes
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system.run[*]

Scary stuff
zabbix_agentd.conf:
Server=0.0.0.0/0
EnableRemoteCommands=1
LogRemoteCommands=0
User=root
AllowRoot=1

Operating system:
shell> iptables -F
shell> systemctl stop firewalls
shell> setenforce 0
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Modules

• As fast as Zabbix native agent metrics
• Have to be written in C

void main() {
printf(“Hello Utrecht!\n")

}
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Zabbix agents

zabbix_agentd

zabbix_agent2
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Zabbix Agent 2
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Who is this younger brother?

• Written in Go

• Backwards compatibility
• Protocols
• Configuration
• Metrics

• Multiple parallel task execution for active checks

• Out-of-the-box systemd monitoring

• Custom plugin support on Windows

• Ease of developing custom plugins
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Who is this younger brother?

• State preservation

• Continuous connection

• Custom plugin configuration

• Third-party traps

• Logging

• Timeouts implemented on the plugin level
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What’s the goal?

Create the perfect monitoring tool
Always there is space for improvement

• Cover popular services
• Reduce need for:

• expanding Zabbix functionality for 
complicated use cases

• searching custom solutions on-line
• adapting solutions found by others
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Coding time
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Coding time
package packageName

import "zabbix.com/pkg/plugin"

type Plugin struct {
plugin.Base

}

var impl Plugin

func (p *Plugin) Export(key string, params []string, ctx plugin.ContextProvider)
(res interface{}, err error) {

// Write your code here
return res, err

}

func init() {
plugin.RegisterMetrics(&impl, “PluginName", "key", "Description.")

}



16

The backbone of Agent2

• Connector

• Listener

• Scheduler
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Interfaces

• Exporter → pull

• Watcher → push

• Collector
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plugin.Exporter

// Exporter - interface for exporting collected metrics
type Exporter interface {

// Export method exports data based on the key 'key' and
// its parameters 'params'.
Export(key string, params []string,

context ContextProvider) (interface{}, error)
}
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plugin.Exporter

• MaxCapacity = 100

• SetCapacity(capacity int)

• Plugins.<PluginName>.Capacity = 1
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plugin.Collector

// Collector - interface for periodical metric collection
type Collector interface {
Collect() error
Period() int

}
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plugin.Watcher

// Watcher - interface for fully custom monitoring
type Watcher interface {
// Watch method instructs plugin to watch for events based on
// item configuration in 'requests'.
Watch(requests []*Request, context ContextProvider)

}
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More interfaces

• Runner

• Configurator
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plugin.Runner

// Runner - interface for managing background processes
type Runner interface {
// Start method activates plugin.
Start()
// Stop method deactivates plugin.
Stop()

}
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plugin.Configurator

// Configurator - interface for plugin configuration
// in agent conf files
type Configurator interface {
// Configure method passes global and private plugin
// configuration after it has been activated.
Configure(globalOptions *GlobalOptions, privateOptions interface{})
// Validate method validates private plugin
// configuration during agent startup.
Validate(privateOptions interface{}) error

}
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plugin.Configurator

KeepAlive int `conf:"optional,range=60:900,default=300"`
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Combine interfaces

system/cpucollector:

Collector: collects and aggregates data

Exporter: returns data on request

Runner: [de]initializes structures
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Plugin types

• Internal: go/internal/agent/plugin_*.go

• External: go/plugins
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Source code file tree
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Hello world!

1. Import plugin

2. Declare our structure using Base

package weather
import "zabbix.com/pkg/plugin"

type Plugin struct {
plugin.Base

}
var impl Plugin
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Hello world!

3. Using the interface
func (p *Plugin) Export(key string, params []string,

ctx plugin.ContextProvider) (result interface{}, err error) {
// https://github.com/chubin/wttr.in
response, err := http.Get(fmt.Sprintf("https://wttr.in/~%s?format=%%t", params[0]))
if err != nil {
return nil, err

}
defer response.Body.Close()

temp, _ := ioutil.ReadAll(response.Body)

return string(temp)[0:len(temp)-4], nil
}
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Hello world!

4. Registration of metrics
func init() {
plugin.RegisterMetrics(&impl, "Weather", "weather.temp",

"Returns Celsius temperature.")
}  

// impl — pointer to the implementation of the plugin
// name — plugin name
// params — list of metrics and their descriptions (key1, descr1, key2, 
descr2, keyN, descrN...)
func RegisterMetrics(impl Accessor, name string, params ...string)
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Hello world!

5. Adding the plugin to the list of imports in file plugins_<platform>.go

package plugins

import (
_ "zabbix.com/plugins/kernel"
_ "zabbix.com/plugins/log"

// ...
_ "zabbix.com/plugins/weather"

)
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Compilation

$ cd <zabbix-source>
$ ./bootstrap.sh; ./configure --enable-agent2; make install

$ zabbix_agent2 -t weather.temp[utrecht]
weather.temp[utrecht] [s|+6]

$ go run <zabbix-source>/src/go/cmd/zabbix_agent2/zabbix_agent2.go

That’s it!

Later on more simple way of compilation can be used:
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Monitoring of monitoring

$ zabbix_agent2 -R metrics
...
[Weather]
active: true
capacity: 0/100
tasks: 0
weather.temp: Returns Celsius temperature.
...



QUESTIONS?
THANK YOU!
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