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Bce nepcoHau U onucbiBaemble
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Hunkoraa He pacckasbiBauTe NoApobHOCTEN
npobaemsbl!

2019
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HasBaHue npobnembl: OHYEHb BAXHQO!!!
OnuncaHne npobaemsbl. Y Hac HAYero He

paboTaeT

Ecnu Bbl Hawwnm ownobky

Hanuwnte B Texnogaepxky.

3aronosBok ny4yiie CAPS-oM:

«BCE CJIOMAJ1IOCb, KAK TAK>KATb!!»
TeKCT B TAKOM MUCbME HE HYXXEH,
[Tognuck Tak e byoet nuLLHen,

BcTaBbTe Donblie agpecaToB
W HaxmuTe «OTOCnaTh». ZABBIX AOJ}

ABTOp, K COXXaneHuto, He N3BECTEH




Ha3BaHue npobsiembl: HeT AaHHbIX MO XOCTY.

OnwncaHre npobaembl: HeT AaHHbIX MO XOCTY.
[loXkanyncTta npoBepbTe.

2019
N Conference
meme-arsenslry




Ha3zBaHMe npobsiembl: OmMbKa Ha
KOMMIEeKCHOM 3KpaHe

OnuncaHre npobaembl: COOUHO HYXHA
yAalleHHasa ceccus

ZABBIX PIOJ®
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He CTOUT TpaTUTb BPeMS Ha
opmMaTnpoBaHe obpaLleHuns!

Ecnun BbiBena nporpamma

OuyeHb ANWHHBIN TEKCT OLLNOKMN,

TeKCT B NMUCbMO BCTaBISATb HE HYXHO,

Jlyywe coenanTte CKPUHLLIOT,

A NOTOM KapTUHKY 3Ty

[MlomecTnTe B dpann Word-a,

3anakymnTte ZIP-apXxneom

A... 3abygsTe NpunoXxunTs. 2019

ABTOP, K COXaneHuio, He N3BEeCTEH Conference




Ba)XHOCTb TVKeTOB BCerja BblbnpanTe
MaKC/MallbHO AOCTYMHYHO!

ZABBIX PIOJ®

Conference




HaunHanTe onncaHre nNpobaemMsbl C KOHUA!

Bbl >Ke y>Xe Hallnm BapuaHT peLleHns, HO
UYTO-TO MOLU/IO He TakK?

CnpocuTte «noyemy?», He 03By4l1Bas
KOPHEBYH NPUUYNHY

2019
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[Tlpobnema: Kak cagenatb timeout B HacTpouKax
Zabbix areHTa 6onbLue yem 30 cekyHA?

ECTb CKPpUTIIT, BbllNMOJIHEHWNE KOTOPOIO 3aHVMaET

6onee 30 cekyHA. HoO BMecTO 06X04a
OrpaHN4YeHns Ha TanmayT, rae B cnydae ycnexa,
MOTYT ObITb MPO6/IeMbl MPOUN3BOANTE/IBHOCTN,
cneayet MOCMOTPETb B CTOPOHY Nepexoja Ha
CBA3KY Zabbix sender + Zabbix Tpannep kak

31eMEHT AaHHbIX. Conference

RUSSIA




He coxpaHanTe HMKaKon MHGOopMaL N
nocse npoodnemsbi!

Bceraa A4OCTaTOYHO MPOCTO CNPOCUTL
noyemy Takoe MOrso Cy4YnTbCA

2019
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Hrkoraa He unTamTe AOKYMeHTauuto.
Ee nncann ans cnabakos!

ZABBIX PIOJ®

Conference




[Tpobnema: Tpurrep nepexoanT B COCTOSIHME
npobnema, HoO Aa)<e rMpuv BbINONMHEHHbIX YCIOBUSIX
He Bo3BpallaeTcd B coctosgHune OK

BbipakeHne npobrnemsi:

{appl:log|/logs/catalina.out,"Exception",,,,].regexp(Exception)}=1

BbipakeHne BOCCTaHOBNEHUSA:

{appl:log|/logs/catalina.out,"Exception“,,,,].nodata(600)}=1

ZABBIX PIOJ®
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PykoBoacTBO No Zabbix-> HacTtpounka-> Tpurrepbl-> HacTpovka
Tpurrepa

Bb/pameHue Jlornyeckoe BbIpaXXeHue, Ucriosiblyemoe Asd oripeaerieHnsd yCJ'IOBVIVI, Koraa npo6nema peLleHa.
goccmaHosreHus BblpameHme BOCCTaHOBJIEHNA BbIHUCIIAETCA TOJIBKO MOcCrie TOro, Kak BblpaXXeHue Hp06ﬂeMbl 6yneT BbIHMUCITIEHO KakK

JTOXb. HeBO3MOXHO pewunTb Npobnemy ¢ NOMOLLBIO BbIpaXXEeHUA BOCCTAHOBMEHWUS, eCcnn ycroBue npobnembl BCE eLlé
NPUCYTCTBYET.

310 Nnone onuuoHanbHO U AOCTYMHO TONbKO, ecnn B QopmuposaHue OK cobbimull BbibpaHo 'BoipaxeHune
BOCCTaHOBEHUS'.

MNoonepxuBaetca HavynHas ¢ Zabbix 3.2.0.

O6paTMTe BHMMaHue, 4YTO BblpaXeHne BOCCTaHOBIIEHUA 6y£1€T BblHUCI1EHO TOJIBKO Npu nepsomM peLueHnn cobbITns 0 npo6neme. HeBo3MOXHO
pewnTb np06nemy npu NOMoLLUM BblpaXXeHnda BOCCTaHOBIIEHUA, eCln yCrioBue ﬂp06ﬂeMbl BCE elle NpUcyTCTBYyeET.

Toraga Kak npaBUNbHO?
BbipakeHune npobrnemsi:

{appl:log|/logs/catalina.out,"Exception",,,,].regexp(Exception)}=1
and {appl:log[/logs/catalina.out,"Exception",,,,].nodata(600)}=0

ZABBIX PIOJ®
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[Tpobnema: Tpurrep ctpaHHO cebsi BedeT

HenpaBribHO BblIOpaHbl NapamMeTpsl
QYHKUWMW, Hanpumep:

min(#3600)

last(10m)

ZABBIX PIOJ®
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PykoBoACTBO no Zabbix-> NpunoxeHunsa -> MNMNoaaepXvBaemMble QyHKLUNN

last (<cek|#Kon-Bo>,<cOBUI_BpeMeHU>)

Camoe HoBoe ceK (UrHopupyercs, MopnepxkuBaemble TUNbl 3Ha4eHun: float, int, str, text, log
3HayeHue. paBHo #1) unu #¥kon-so
(onunoHanbHo) - N-oe O6patute BHMMaHue, YTo #Kon-eo 34ecb paboTaeT uHave, YeM BO MHOTUX APYrnx
caMo€e HOBOE 3Ha4yeHune YHKUMSIX.
COBUr_BpeMeHU Hanpuwmep:
(onumoHanbHo) - cMoTpu  last() Bcerna naeHTuueH last(#1)
avg() last(#3) - TpeTbe camoe HOBOE 3Ha4YeHUe (He TpU NocNeaHnX 3Ha4YeHns )

Zabbix He rapaHTUpyeT TOYHbIN NOPAAOK 3HAYEHUI, ECNN B UCTOPUK cyLiecTBYOT 6onee
OBYX 3Ha4YEHUIN MEHEe YeM 3a CEeKyHAY..

MapameTp #kon-so nogaepXxmnBaeTcs HaumHas ¢ Zabbix 1.6.2.
MapameTp casur_spemeHu nogaepxueaeTca Ha4mHas ¢ Zabbix 1.8.2.

Torpa Kak npaBuUnbHO?

min(3600)
min\max(10m)
last(#10) PG 9019
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[Tpobnema: C HegaBHeEro BpemMmeHmn Zabbix
HENPWUITM4YHO TOPMO3UT

Vicnonb3oBancda MyISAM B Ka4ecTBe OBUXKKa
basbl JaHHbIX Zabbix

ZABBIX PIOJ®
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[HokymMeHTaumst OTHUMET MHOIO BPEMEHMU,
eCInn Bbl peLumnm oO6HOBUTLCS !

OcobeHHOo, ecnn 0OHOBNEHUE MeEXAY
Ma>XOPHbIMN BEPCUAMMU

2019
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[lepecTan paboTtaTtb Java MOHUTOPUHT NOCIe
obHoBNeHna ¢ 3.2 1o 4.0

B Bepcuun 3.4 npoToKon Java Gateway U3MEHUIC4,
HO
Java Gateway He ObIrm OOHOBIEH

ZABBIX PIOJ®
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ObOHoBreHne oo nocneaHemn BepCcum 3aHSIMo 6
4acoB (BpemMda NpoCcToA)

M3meHeHna B CTPYKTYpe bonbLunx Tadnuy

ZABBIX PIOJ®
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Owmnbka obHOBMEHUS Zabbix 3.4 go 4.2. [Npouecc
OOHOBIEHUS MpoLLEen yCneLwHo, HO Nocre 3anycka
BeO-MHTEPMENC HE OOCTYMEH.

B norax HeCoOTBETCTBUE BEPCUN PPOHTEHOA W
cxembl BIl. ECTb HMUMann3aunsa ooHOBNEHUS
b1, HO HET % 3aBepLUEHNSI OOHOBIEHUSA CXEMBI

ZABBIX PIOJ®
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MySQL Takxke oblrm1 0OHOBMEH, HO mysql upgrade

HE BbIMONHEH.
Collation 1 kognpoBKa Ans YacTn Tabnuy, Obinu

3aaHbl HEBEPHO.
Hactpowukn cepBepa bl bonbLien YacTbio No

YMOMNYaHUIO

ZABBIX PIOJ®
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innodb_buffer_pool_size (XpaHeHMe OaHHbIX U
MHOEKCOB) TONbKO NATad YacTb OT AOCTYMNMHOU
NnaMsaTn

Bknto4yeHo KellnpoBaHMe 3arnpocoB

BkntoyeH "index condition _pushdown"

ZABBIX PIOJ®
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Bceraa ncnonb3ynte HaCTPOWIKK NO
YMO/TUYaHNHO!

ZABBIX PIOJ®
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BHe3anHoO ocTtaHoBWACA Zabbix cepeep

B norax npnynHa. KoHpurypauma npocTto
BbIPOC/1a 13 TOW MaMATK, UTO BblAeNAeTCH Mo

YMONYAHWUIO

25552:20180419:110323.811 _ _mem_malloc: skipped 31 asked 108424 skip_min 304 skip _max
98176

25552:20180419:030323.811 [file:dbconfig.c,line:90] zbx_mem_realloc(): out of memory
(requested 108424 bytes) 25552:20180419:110323.811 [file:dbconfig.c,line:90]
zbx_mem_realloc(): please increase CacheSize configuration parameter

25548:20180419:110323.813 One child process died (PID:25552,exitcode/signal:1). Exiting ...

ZABBIX PIOJ®
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[TocTOosAHHO BUCKUT Npobnema «Zabbix housekeeper
processes more than 75% busy»

Filter a
Zoom: 5m 15m 30m 1h 2 3h 6h 120 1d 39 7d 149 1m 3m 6m Al 2016-11-09 17:56 - 2016-11-1017:56 (now)
< CEEE
«« B 1m 7d 1d 12h 10 Sm | Sm 1h 120 1d 7d 1m 6m »» 16 fixed

Zabbix server: Zabbix internal process busy % (1d)
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Zabbix busy timer processes, in % [ava]) 0% 0% 0.03 % 0.86 %

B Zabbix busy escalator processes, in % [avg) 2.76% 1.25% 253% 10.74%

[ Zabbix busy housekeeper processes, In % [ava) 100 % 100 % 100 % 100 %

@ Zabbix busy alerter processes, in % [avag) 0 % 0% 1.43% 76.09%

B Zabbix busy configuration syncer processes, in% [avg] 15.06 % 0% 1255% 48.82%

B Zabbix busy db watchdog processes, in % [avg] 0.05% 0% 0.009626% 0.12%

B Zabbix busy history syncer processes, in% [avg] 33.49% 13.42% 29.14 % 100 %

I Zabbix busy self-monitoring processes, in % [avag] 0% 0% 0.002591 % 1.04 %

FAEEDRR 9019
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Paszmep 6a3bl AaHHbIX >1,5Tb

Bce kKoMnoHeHTbI Zabbix ycTaHOB/EHblI HA O4HOM
cepBepe c4 CPU n 8I'b RAM

Ana pabotbl mysgl ncnonbayetcs
KOHQUIypaLMOHHbIV ¢ana no yMOAYaHUIO

ZABBIX le)e
Conference




HE onTuMnanpyurte HacTtpoumkm 6asbli
AAHHbIX ANA nyJdlien
npom3BoOAMUTEJIbHOCTH

HE onTuMmusunpymnrte koudpurypaumio
Zabbix cepBepa

HE HacTpanBauTe OUUCTKY MCTOPUN

HE co3pnaBauTte cO6CTBEeHHbIe ma6nogm
Conference




ONTUMU3UPYUTE HACTPOUKMU 6a3bl
AAHHbIX ANA NnyJdllien
npon3BoOAMUTEJIbHOCTH

ONTUMU3NPYUTE KOHDUrypaLlmio
Zabbix cepBepa

HacTpaBanuTe OYUCTKY UCTOPUM

co3gaBauTe cCObCTBEeHHbIe ma6nogw

Conference




HE pacckasbiBauUTe
noapo6HocTen npobnembl!

HE popmaTmpymnTe coobLieHUs!

HE yka3biBanTe peasibHYyI0
Ba>XHOCTb Npo6semMbl!

ZABBIX PIOJ®

HE umTanTe foKyMeHTaLUIO! oo




pacckasbiBauUTe
noapo6HocTen npobnembl!

dopmaTmpynTe coobLleHUA!

yKa3blBaUTe peasibHYyIo0
Ba>XHOCTb Npo6semMbl!

ZABBIX PIOJ®

UnTanTe AOKYyMeHTauuo!



Ecnu Tol cebs ¢ pasamaxy
MonoTtkom no nanbuy — 6ad!
He BMHW TOro, KTO reo3gu,
Ham Ha rope, nsobpen,
[ToTOMY YTO, HECOMHEHHO,
BuHoBaT B TBOen bene

He rBo3gen nsobpertarens,

A co3paTernb MOoTKa. ZABBIX Je)le

Conference




Bce MOXHO MOYMNHNTL NPOCTOW
nepesarpyskou!

ZABBIX PIOJ®
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Ouyepenb Zabbix cooepXUT MHOIMO 3fIEMEHTOB
NAaHHbIX?

YacTble nponycku AaHHbIX Ha rpadukax?
OTCYTCTBYET YacTb AaHHbIX?

CpabaTblBatloT TpUrrepbl C BPEMEHHbIMU
OYHKUNAMWU?

He oTBe4yaeT BeO-uHTEPdENC?

ZABBIX PIOJ®

Conference







Onpegenntb NpobaemMy 1 NOKanNM30BaTb ee
HanTn OCHOBHYO MPUYNHY N NCMIPABUTL

ONTMN3NPOBATL

ZABBIX PIOJ®
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Onpegenntb NpobaemMy 1 I0KaNN30BaThL ee

ba3a AaHHbIX: MeA/IeHHble 3anpochl

Zabbix: LabnoHbl “Template App Zabbix
Server\proxy”, ouepejb

Beb nHTepgpenc: pexmm oTnagku

CeTb 1 OC: MHCTPYMEHTbLI MPOBEPKN AOCTYNMHOCTN,
KayecTBa CeTUn, COCTOSAHNS ANCKOBOW MOACUCTEMBI,

3arpy3skm CPU\RAM

ZABBIX PIOJ®
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ba3a AaHHbIX

LogSlowQueries

# grep slow /var/log/zabbix/zabbix_server.log

slow query
limit 5000"
slow query
values ...

slow query
limit 5000"

: 11.511997 sec, "delete from history where itemid=282492
: 6.043998 sec, "insert into history (itemid,clock,ns,value)

: 19.254535 sec, "delete from history where itemid=488976

ZABBIX PIOJ®

Conference




ba3a AaHHbIX

LogSlowQueries

# grep slow /var/log/zabbix/zabbix_server.log

slow query: 8.501505 sec, "update hosts set lastaccess=1421211815
where hostid...

slow query: 37.949541 sec, "select i.itemid, i.hostid, h.proxy_hostid,
l.type, i.data_type...

slow query: 70.877295 sec, "select distinct t.triggerid, t.description,

t.expression, t.error...

ZABBIX PIOJ®
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ba3a AaHHbIX
CtaTuctrka 6asbl AaHHbIX, innotop, pg_top

MNHCTpYMeHTbI NO3BOASAOLLME NCCNeA0BaTb METPUKIN MPON3BOANTENBHOCTY
6a3bl JaHHbIX B peasibHOM BpeMeHN

List (? for help) localhost, 3h, 2.67k QPS,

Load Cxns QPS Slow Se/In/Up/De®% QCacheHit KCacheHit Bpsln BpsOut
0.1 413 2.67k © 59/ 6/ 3/ 0 0., 00% le0.00% 774, 40k 3.44M
0.00 800 1.36k 1.86k 51/ 8/ 2/ © 0.00% 1o0.00% 451,79k 4.81M
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ba3a AaHHbIX

SQL 3anpochl

mysql> select max(id)-(select nextid from ids where table _name =
"proxy_history" limit 1) from proxy_history;

ZABBIX PIOJ®
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ba3a AaHHbIX

SQL 3anpochl

mysql> select count(*),source from events group by source;
R R +

| count(*) |source]

T T +
21964352 | 0 |
1099901 | 1 |
108361941 | 3 |

R e +

LA ZAZLEAT LO-IQ
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[ 4@ MOXHO HaNTW onrcaHre nonen ans
COCTaBNneHua 3anpoca B 6asy?

B onncaHnm cooTBETCTBYHOLLVIX O6HEKTOB
AokymMeHTaumn Zabbix API.

ELLle MOXXHO HaTW NoACKa3ky B OT/1a404YHOM
pexvme Beb-nHTepodelnca

ZABBIX PIOJ®
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ps ax | grep zabbix_server

, syncing history]
dle 4 sec]

nistory syncer #1 [synced 1845 items in 0.257111 se
nistory syncer #2 [synced 24 items in 0.060314 sec,
history syncer #3 [synced O items in 0.000018 sec, ic
nistory syncer #4 [synced 0 items in 0.000009 sec, syncing history]

BbINOHNTE HECKONBbKO pa3. 3HauyeHMda MeHAKTCA?

ZABBIX PIOJ®

Conference




ps ax | grep zabbix_server

Bo Bpemsa npobsieMs:

history syncer #1 [synced 962 items in 285.198752 sec,
syncing history]

history syncer #2 [synced 867 items in 285.177799 sec,
syncing history]

history syncer #3 [synced 1000 items in 284.936376 sec,
syncing history]

history syncer #4 [synced 988 items in 285.280719 sec,
syncing history]

ZABBIX PIOJ®
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Beb nHtepoenc. Pexxmm oTtnaaku

ZABBlX MoHuTopuHr ~ UHBeHTapuadaums OtyeTbl  HacTporika  AOMUHUCTpUpOBaHUE Q. ) MNoggepxka [ Share ? 20

D6Wne  lNpokcu  AyteHTudwukauus  [pynnbl nonb3oBatenend  [lonb3oBatenu  CnocoObl onoBeweHnin  Ckpuntel  O4vepenpb

“pynnbl Nonsk3oBaTenem

ms a # UneHbl rpynnbl HocTyn K BeG-nHTEepgency Pexum otnagku CocTtosiHne

Enabled debug mode Monb3oBatenu CucrteMHas rno yMon4aHuio AKTMBMPOBAHO AKTMBMpOBaHO

OtobpaxeHo 1 U3 1 HangeHHbIX

) Bk Ms a Mpynnbl 3NeMEHTOB AaHHbIX JNEeMeHTbl aHHbIX  Tpurrepbl Mpadmkn  KomnnekcHble akpaHbl O6HapyxeHue Be6 [lMpucoegnHeHHble WwabnoHsl [MpucoeanHeH K
Template App Remote Zabbix proxy [pynnbl anemMeHToB OnemMeHThbI Tpurrepbl 23 pacuku 4 KomnnekcHble O6HapyxeHue Beb6
AaHHbIX 1 AaHHbIX 32 3KpaHbl 1
Template App Remote Zabbix server [pynnbl 3eMeHToB OnemMeHThbI Tpurrepbl 31 pacuku 6 KomnnekcHble O6HapyxeHne Beb
AaHHbIX 1 [AaHHbIX 43 3KpaHb! 1
Template App Zabbix Agent Mpynnbl 3NeMeHToB OneMeHThbI Tpurrepbl 3 pacmkn  KomnnekcHble akpaHbl OGHapyxenne Beb Template OS AIX, Templat
[aHHbIX 1 AaHHbIX 3 FreeBSD, Template OS H .

Template OS Linux, Templ
OS Mac OS X, Template
OpenBSD, Template OS
Solaris, Template OS Win

Template App Zabbix Proxy Mpynnbl areMeHToB OnemMeHThbI Tpurrepbl 23 pacuku 4 KomnnekcHble O6HapyxeHvne Beb
[AaHHbIX 1 [aHHBbIX 3 3KpaHbl 1
Template App Zabbix Server [pynnbl 3NeMeHToB SneMeHThbI Tpurrepbl 31 pacpukn 6 KomnnekcHble O6HapyxeHne Beb Zabbix server
[AaHHbIX 1 AaHHbIX 42 3KpaHbl 1
OTtobpaxeHo 5 u3 5 Hang
0 BbIGpaHo ZABBIX QO]Q

Conference
Zabbix 4.0.7. © 2001-2019, Zabbix SIA Otnapxa




Beb nHtepoenc. Pexxmm oTtnaaku

3K K K 3K K K K >k kK K XK XK Xk Xk Scrlpt prof”er K K K 3K K K >k >k XK XK Xk XK Xk Xk
Total time: 10.960905

Total SQL time: 0.749027
SQL count: 5636 (selects: 4065 | executes: 1571)

Peak memory usage: 180.5M
Memory limit: 2G

MeaneHHbIn Beb6
cepBep

ZABBIX PIOJ®
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ONTUMUM3NPYNTE HACTPOWKWN Beb
cepBepa

[lonpobynTte nginx =)

ZABBIX PIOJ®
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Beb nHtepoenc. Pexxmm oTtnaaku

K 3K K KK K K KK KKK XK XK SCI’Ipt prof”er K 3K K KK K K KK KK KX XK

Total time: 10.960905

MennieHHas 6a3a
Total SQL time: 10.749027 F AaHHbIX
SQL count: 5636 (selects: 4065 | executes: 1571)
Peak memory usage: 180.5M
Memory limit: 2G

ZABBIX PIOJ®
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BHyTpeHHAA cTtaTuctuka Zabbix

100 %

Zabbix data gathering process busy %

80 %

60 %

20 % WWWAMW

(A
0% WY (TR O S VI WY ), T L _li 4

b} (=] o o o (=] o (=] =3 (=] o

m o a2 8 a 1 & b4 @ 8 a

o o e - = o o sl (] <+ 3

o -~ -~ -~ -~ -~

b=

w0

o
B Utilization of trapper data collector processes, in % [avg]
M Utilization of poller data collector processes, in % [avg]
l Utilization of ipmi poller data collector processes, in % [avg]
[ Utilization of discoverer data collector processes, in % [ava]
[ Utilization of icmp pinger data collector processes, in % [avg]
W Utilization of http poller data collector processes, in % [avg]
[0 Utilization of proxy poller data collector processes, in % [avg]
[0 utilization of unreachable poller data collector processes, in%  [avg]
[ Utilization of java poller data collector processes, in % [avg]
I Utilization of snmp trapper data collector processes, in % [no data]
[ Utilization of vmware data collector processes, in % [no data]
O Trigger: Zabbix trapper processes more than 75% busy [> 75]
O Trigger: Zabbix poller processes more than 75% busy [> 75]
(O Trigger: Zabbix ipmi poller processes more than 75% busy  [> 75]

15:00 P

- WMM f*ﬂﬁ f,a;hqu.#wmwl)p&wwm%w g

15:30
16100

last
0.38 %
24.55 %
0%
0%
35.32 %
5.58 %
0%
41.09 %
0.0034 %

i \‘ l .' I ‘“,ln

16:30 §
17:00

54.32 %
0.35%
0.05 %

39.02 %

21.06 %
117 %

50.92 %
1.22%

max
59.19 %
100 %
4.09 %
1.02 %
70.71 %
73.82 %
27.22 %
70.44 %
31.39 %

20:00 =

A - Aarhng g L e A AN o, e Ry o
S "

o o o o o o o o o o o o o o o o o o o o o o o

o ] [=] « =] @ =] @ =] ™ (=} @ =] « =] ™ [=] ™ =} @™ =] ™ =]

o~ o o o o o - - o~ o [ bl < - [T} wn ¥} » ~ ] W @ o

o o o ™ =] © o e o ° o ° o e o e o e =) © o © o

07-01 09:36
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BHyTpeHHAA cTtaTuctuka Zabbix

100 %
80 %
60 %

|
40 % \

20 %

0%

06-30 09:36grs

[ Utilization of timer internal processes, in %

M Utilization of escalator internal processes, in %

[0 Utilization of housekeeper internal processes, in %

[d Utilization of alerter internal processes, in %

M Utilization of configuration syncer internal processes, in %
[ Utilization of history syncer internal processes, in %

[ Utilization of self-monitoring internal processes, in %

[ Utilization of task manager internal processes, in %
Utilization of ipmi manager internal processes, in %

[ Utilization of alert manager internal processes, in %

[l Utilization of preprocessing manager internal processes, in %
[ Utilization of preprocessing worker internal processes, in %
{ Trigger: Zabbix timer processes more than 75% busy

O Trigger: Zabbix escalator processes more than 75% busy
(> Triaaer: Zabbix housekeeper processes more than 75% busv

[avg]
[avg]
[avg]
[avg]
[avg]
[avg]
[avg]
[avg]
[avg]
[avg]
[avg]
[avg]
[> 75]
[> 75]
[> 751

last
0%
0.05 %
100 %
0%
3.72%
1.78 %
0%
0%
0%
0.1 %
0.54 %
0.07 %

avg
0.16 %
0.96 %
97.06 %
0.07 %
14.26 %
17.29 %
0.03 %
0.22 %
248 %
1.81%
0.73 %
0.08 %

Zabbix internal process busy %

max
19.34 %
17.91 %
100 %
10.08 %
89.89 %
100 %
18.59 %
2.95%
61.97 %
11.12 %
9.23%
0.58 %

¥
=

22:00 fi@
22:30 J|
23:00
00:00 |4
00:30
01:00

01:30

02:00

02:30

03:00

03:30

04:00

04:30

05:00

05:30

06:00

06:30

07:00

L

07:30
08:00
08:30
09:00

07-01 09:36
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BHyTpeHHAa ctaTtuctuka Zabbix

T T leccccn o)
Zabbix server performance
7K | ; " 143.4K
1229K
| 1024K
819K
| 614K
410K
. . ;s : : 205K
~ o o (=] o (=] o o (=] o o o o o (=] =3 (=] o (=] o o =] o o o (=] o (=] (=] (=] o (=] (=] (=3 (=] (=] (=] ~
n o @ o @ o @ @ o @ o @ ™ ™ @ =} ™ ™ o @ o ™ =1 @ =1 @ =1 @ =1 @™ o @ o @™ o @ o @ o @ o 5]
g8 = 5 5 @ =& = 3 % a A ® K R 8§ 8% 8 =2 8 R R & § " g ¢ g ¢ ¢ ¢ g 2 § ¥ @ & g ¢ 5 ¢ g 2 8§ %
R =)
O ~
o o
last min avg max
B Number of processed values per second [avg] 939.81 141.29 771.46 6K
W Zabbix queue [avq] 55 0 40.75K 113.74K
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BHyTpeHHAa ctaTtuctuka Zabbix

| Zabbix cache usage, % free (14d)
100% ‘o~ g - = 2 -
\

3 —

\ | , \,
A / \ /

\ } I

\ /
e e e G et S, L f s S oo e S e e e o I O e e e ot a8 ...,-..-.,/i...-u-..-...\--.-..-. LU L L
AN R s |
\_/ il l_ \,/ \._/,\A
[ o ® o o [ o™ o o ) o a o o - = o 3 ~ =y o @ o = o o - o o o v o o o o o o o = o 3 o w o o 3 EN o o o o o o o vt a0
& & o e © ©& o e ° ® 4 e © S 4 e © © Q0 e ©° © o e © ° /A e © e 4 e © & 4 e © e x4 e S © 4 8 © S 4 e © & § e © S N
o = y - o @ - w 4 @ ) ™ i 3 ' - I 3 . w o @ O w o~ @ ' - i -« ' - o @ ’ w ce @ Y w Il © ' - o © ' - I3l @ Ly w o @ ' -
@\""ll'° SR AREL L RS O R =i e G8t it ot G TR oner e g B Det Tl T & Reu oo ol & % ol 2O om0 ol n&L e g A& ST ey (@ 8 = 3 <5
last min avg max
[ a nd write cache, % free [avg) 99,65 % 97 % 97.5 % 100%
=] “figuration cache, % free  [avg] 87.64% B6,94% 87.34% B87.66%
. story index cache, % free  [avg] 99.2% 9641% 98.96% 100%
B Zau.x history write cache, % free  [avg] 40.55% .0619% 5S0.11% 100%
B Zabbix value cache, % free [avg] 89.22% 59.48% 84.19% 100%
B Zabbix vmware cache, % free [no data)
O Trigger: Less than 25% free in the trends cache [< 25)

CTrigger: Less than 25% free in the configuration cache [< 25)
C Trigger: Less than 25% free In the history index cache  [< 25)
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Ouepeab Zabbix

Queue of items to be updated Overview by proxy V]|

Proxy 5 seconds 10 seconds 30 seconds 1 minute 5 minutes More than 10 minutes

)
3 o
BT

Total: 5
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[ToBblLeHWe normpoBaHms Zabbix npoueccos

[Tpouecchkl alerter ytunnsmpyetca Ha 100%

# zabbix_server -R log_level increase=alerter

[lpoBepsaem nor:

# grep 23153 /var/log/zabbix/zabbix_server.log

ZABBIX PIOJ®
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[ToBblLeHWe normpoBaHms Zabbix npoueccos

23153:20151229:004407.963 In zbx_popen() command:'/usr/
local/share/zabbix/alertScripts/ZBX_ Notifications 1.0.sh 'ZBX'
'PROBLEM

23153:20151229:004407.964 End of zbx_popen():6
23153:20151229:004428.873 In zbx_waitpid()

2019
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[ToBeLwleHme normpoBaHusa Zabbix npoueccos

23153:20151229:004407.963 In zbx_popen() command:'/usr/
local/share/zabbix/alertScripts/ZBX_ Notifications 1.0.sh 'ZBX'
'PROBLEM

23153:20151229:004407 P64 End of zbx_popen():6
23153:20151229:004428 873 In zbx_waitpid()

2019
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strace

[Tpouecchkl poller ytnnumsmpyrotrca Ha 100%

wo0%

BO% |-t

60 %

40 %

20% |,
/)

+ Zabbix data gathering process busy % (17h 15m 30s)

mamu u!'Tamﬂummrm!mmmmmlmmu ﬂ!lﬂl!!!!l!?lwsW!HHHH&? Hﬂﬂlﬂﬂ l‘! num !!l
A 1 i 0ol b 0 mhwhmuhm I uum l l'H‘FLH

|
AL el iy
0% 4
[T =Y. T — ST S ST T — S T S S T ST
@ 0o " @ 30 "m0 - @
g (et 0 W 0 my v OV N~ O O O
~ ) ) =
OQOOODODDOH—!—I—I
(Val
Q
(=]
™~

[ Zabbix busy trapper processes, in %

W Zabbix busy poller processes, in%

B Zabbix busy ipmi poller processes, in %

Zabbix busy discoverer processes, in %

[ Zabbix busy icmp pinger processes, in %

W Zabbix busy http poller processes, in %

[ Zabbix busy unreachable poller processes, in %
B Zabbix busy java poller processes, in%

Il Zabbix busy snmp trapper processes, in %

(=5 S g

. o = MY = m W - m 0O T M Yo oM St N Yo oY MY oMY o Mmoo T M
AHHHNNNNMmmm'ﬂ'ﬁﬁmmmmwwwwhhhhwmmmmmmmaoQDHﬂHHNNNNMgg 00000
(&)

- - - - = pr —- - - o~ o~ oy NN =]
3.
@
last min avg max
[avg] 012% 0.04 % 0.09 % 017 %
[aval 100 % 11.26 % 66.87 % 100 %
[aval 4.49% 0.88 % 5.69 % 32.19%
[avag] 0.01 % 0% 0.001612 % 0.02%
[avg] 19.36%  19.23 % 23.88% 31.06%
[ava] 0.03% 0.01 % 0.02 % 0,42 %
[aval 0% 0% 2.31 % 8.07 %
[avag] 0% 0% 0.000708 % 0.05 %
[nodata]
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strace
[Tpouecchl poller ytnnmsnpyetca Ha 100%

Hangewm pid nHTepecyroLero Hac npouecca

# ps aux | grep poller
# strace -ttT -s 256 -p <poller pid>-o debug.txt

ZABBIX PIOJ®
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strace
[Tpouecchl poller ytnnmsnpyetca Ha 100%

Poller )xpan 25 cekyH

20:26:56.006121 connect(7 {sa_famiy=AF INET,

sin=part=htons(10050), sin—addr=inet_addr("10.10.10.10")}, 16) =

20J26:56.906280-wT1te(7, "users.onlme[onlmeUsers,server 1]\n", 38)
:2$:56.006345 read(7, "ZBXD\1", 5) =

20127:19.260890 read(7, "\1\0\0\0\0\0\0\0", 8) =

20:27:19.260963 read(7, "0", 2047) =

ZABBIX PIOJ®
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tcpdump
Zabbix areHT 4yacTto Hef0CTyMeH

High RESOLVED . | CPU Uitilization is over 85% on

Disaster RESOLVED is down

Disaster RESOLVED Zabbix agent ol 5 unreachable for 5 minutes

Disaster

Disaster RESOLVED 3 unreachable for 5 minutes

Disaster

Disaster RESOLVED 3 unreachable for 5 minutes

Disaster

Disaster RESOLVED 3 unreachable for 5 minutes

Disaster

Disaster RESOLVED 3 unreachable for 5 minutes

Disaster

Disaster RESOLVED 3 unreachable for 5 minutes

Disaster

Disaster RESOLVED 3 unreachable for 5 minutes
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B norax Zabbix cepBepa BcTpeyarotca “network error”
Job6aBumM K nory tcpdump

tcpdump -w /tmp/zabbix.pcap -npi any port 10050 and host <host_IP>

Tenepb NpoaHaANM3NPyeM CONOCTaBUB COBLITUA B ore
N AAMIT
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Tcpdump
HeT npobnem

Al Jd®

DTREB QRessEF I =E=aQaqaqBE

i

SYN — ycTaHaBnNnBaem

M | top.stream eq 217

No.

Time Destination Protocol Length Info

2163 914.757
2164 9

26 s PSH - "push" nepenaem

2166 914. /5%

2169 914.758

68 44024 > 10050 [ACK] Seq=1 Ack=1 Win=14720 Len=0 TSval=35689659:
© [PSH, ACK] Seq=1 Ack=1 Win=14720 Len=23 TSval=35¢

91 44024 05
73 PSH, ACK]| Seq=1 Ack=24 Win=132096 Len=5 TSval=1¢

68 44024 > 10050 [ACK eq=24 Ack=6 Win=14720 Len=@ TSval=3568965¢

68 10050 - 44024

coeaguHeHue

X () 1 HAd L1OLL

10050

eq= VACk:ZS Win=132096 Len=0 TSval=19622¢

v Linux cooked capture

Packet type: Sent by us (4)

Link-layer address type: 1

Link-layer address length: 6

Source: Vmware_92:22:80 (©0:50:56:92:22:80)
Unused: 0000

Protocol: IPv4 (©x0800)
> Internet Protocol Version 4,
> Transmission Control Protoc

v Data (23 bytes)

FIN —OKOH4YaHue coegnHeHuns

0000
0010
0020
0030
0049
0050

00 04 00 O1 00 06 00 50 56 92 22 80 0O 00 ©8 00
45 00 00 4b c8 83 40 00 40 06 fe d2 Ga ©@a @0 02 E- K@ @ ------
@a 6b 5f 40 ab f8 27 42 d2 e8 d1 b8 5d 4c 19d9 --_ @ -'B ----]L--
80 18 00 73 73 94 00 00 ©1 O1 08 Oa d4 ba 19 36 i
74 f4 e2 62 LWy
00 61 67 65 6e 74 2e 70

-agent.p ing
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Tcpdump
HeT npobnem

i | tcp.stream eq 199

v VvV Vv

10:07:50,379

10:08:05,166
10:10:41,304

2019-04-11 10:10:41,304

ki PSH - "push" nepegaem
AadHHbIE

Data: 5a425844010a000000000000006167656e742e70696e67

X)

> Transmission Control Protocol, Src Port: 48612, Dst Port: 10050, Seq: 1, Ack: 1, Len:
v Data (23 bytes)

Length Info

23

SYN — ycTaHaBnMBaem

coeaguHeHue
L HSATOPT 10050

10 XO

10050 [ACK] Seq=1 Ack=1 Win=14720 Len=0 TS
WSO [PSH, ACK] Seq=1 Ack=1 Win=14720 Len
4861 ACK eq=1 Ack=24 Win=132096 Len=0

k=25 Win=132096 Len=0
Ack=25 Win=132096 L
Seg=25 Win=b 'en=0

Seq=25 Win=0 Len=0

FIN — 3anpawumBaem
OKOHYaHue
coeaunHeHUs, He JoXaaBLUNCh

0000
0010
0020
©030
0040
0050

00 04 00 01 00 96 00 50 56 92 22 80 00 @0 @8 @@ - - - - - - P Vetasses
45 00 00 4b 3b b8 40 00 40 06 8b 9e ©a ©a @0 02 E-K;@ @ --- -
©a ©b 5f 40 bd e4 27 42 b4 9c be 2a ¢3 52 68 7c¢  --_@ -'B ---*-Rh|
80 18 00 73 73 94 00 00 01 01 08 Pa d4 b5 85 9
YRGB 52 42 58 44 ©1 0a 00 60 00 00 00 06 QUHZBXD -cccec--
00 61 67 65 6e 74 2e 70 -agent.p ing

OAHHbIX MO NPOBEPKEe Zabbix
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Tcpdump
Elle oanH npumep

lo. Time Source Destination Protocol Length Info
= 1 2016-08-12 23:11:42,087 10 .250 10 193 SNMP 106 get-request
2 2016-08-12 23:11:42,095 10 293 10. .250 SNMP 133 report 1.3.6.1.6.3.15.1.1.4.0
3 2016-08-12 23:11:42,095 10 .250 10. 193 SNMP 167 encryptedPDU: privKey Unknown
4 79816-AR-12 23:11:47 183 18 -93 10 2560 SNMP 175 encrvntedPDll: nrivKev linknown
Internet Protocol Version 4, Src: 10| <935 Dst: 10 250

User Datagram Protocol, Src Port: 161, Dst Port: 40038

¢+ Simple Network Management Protocol
msgVersion: snmpv3 (3)

msgGlobalData

msgAuthoritati

msgAuthoritatiVetngineno -

~LCuiy -

}_/p:y d Jdidplay e ...
msgAuthoritativeEngir

Time Sour
1 2016-08-12 13:45:02,675 10.

2 2016-08-12 13:45:02,675 10.
3 2016-08-12 13:45:02,676 10.

msgUserName:

250

259,

RFC 2571
EnginelD [OfmMKHO ObITb

TN N

s —ro.o&?( o Length Info
il SNMP 106 get-request
250 SNMP 135 report 1.3.6.1.6.3.15.1.1.4.0
L SNMP 306 encryptedPDU: privKey Unknown

Internet Protocol Version 4, Src: 10.

User Datagram Protocol, Src Port: 161

Simple Network Management Protocol
msgVersion: snmpv3 (3)
msgGlobalData
msgAuthoritat
msgAuthoritat

mealAinirharit+atrivaEnssnaTima:s O

, Dst

eEngineID: 80003a8ce4

, Dst: 104 }259

ort: 40156
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