
AUTOMATION – NETWORK 
DISCOVERY AND AGENT  
AUTOREGISTRATION



NETWORK DISCOVERY

REQUIREMENTS

Direct network communication between the devices and Zabbix server/proxy

Knowledge about what you’re trying to discover
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With network discovery properly set up you can: 

speed up Zabbix deployment

simplify administration 

use Zabbix in rapidly changing environments without excessive administration

Zabbix network discovery is based on the following information: 

IP ranges

Availability of external services (FTP, SSH, WEB, POP3, IMAP, TCP, etc)

Information received from Zabbix agent (only unencrypted mode is supported)

Information received from SNMP agent



Agent configuration (Server=Zabbix server address)

Rule name

IP range

Update interval

Checks

Configuration -> Discovery -> Create discovery rule



FTP

HTTP

ICMP Ping

IMAP

LDAP

NNTP

POP

SMTP

SNMP (v1, v2, v3)

SSH

TCP

Telnet

Zabbix agent

Checks



Monitoring -> Discovery



Design actions based on discovery results

If conditions are met, operations are executed

Configuration -> Actions -> Discovery actions



Hostname from agent.hostname



What if all hosts are not based on Linux?



Monitoring -> Discovery

Configuration -> Hosts



What if host is removed and not in use anymore?



Use downtime length to decide when a host should be removed

Configuration -> Actions -> Create action





ACTIVE AGENT 
AUTOREGISTRATION
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/etc/zabbix/zabbix_agent.conf

C:\Program Files\Zabbix Agent\zabbix_agentd.conf

ServerActive=Zabbix server

Hostname=DESKTOP-B0DQMUF

or

HostnameItem=system.hostname

HostMetadata=

or

HostMetadataItem=system.uname

HostInterface=

or

HostInterfaceItem=

Agent configuration



Configuration -> Actions -> Autoregistration actions



Configuration -> Actions -> Autoregistration actions



Configuration -> Hosts



IP by default

HostInterface=centos50.zabbix.lan

Agent interface



Agent interface



ACTIVE AGENT AUTOREGISTRATION
WITH ENCRYPTION
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No encryption

PSK

Both

Administration -> General -> Autoregistration



TLSConnect=psk

TLSAccept=psk

TLSPSKIdentity=zabbix

TLSPSKFile=/home/zabbix/agent.key

#TLSPSKFile=C:\Program Files\Zabbix Agent\agent.key

Agent configuration



Configuration -> Hosts



Agent configuration

Configuration -> Actions

Configuration -> Hosts



Monitoring -> Hosts -> Graphs



Another action:

Host no longer serving MySQL?



THANK 
YOU!


