


MESSAGE TO SPREAD

& Everything is easy like copy and paste
© Documentation page is your friend

& Introduce what is possible






POSTMAN

https:.//www.postman.com/downloads/

& Available on Windows, Linux, Mac
& Store all your snippets to Google account

& Use official Zabbix documentation page


https://www.postman.com/downloads/

OBTAIN SESSION TOKEN

Q. Filer = Mo Environment i o -
user.login Xt eeo
History Collections APIs b user.login Examples 0 . £ B
i® Mew Collection Trash
POST v | htpsi/fzbx.catonrug.netfapi_jsonrpc.php m Save v
. B zabbix *
3 requests Body - sss  Body €5 2000k 239ms 630B Save Response ¥
user.lagin . -
A L SN L = it —
fe J50N Beaurify Pretty Raw Preview Visualize J50M - s r. O\
all.triggers.in.problem.state
- 1 g [ bod
user.logout 2 "isonrpct: 2.8, 7 "Ssonrpc”: "2.8", L
h 3 "method™: "user.login", 3 "result": "21dc9cc23fbl8d5449111aae3caldc2y",
other wd g
> [ 4 "params"; { 4 id": 1
23 requests 5 “user®: "api®, 5 3
6 "password": "zabbix"
7 b
& "id": 1
g [ |



PICK A FLAVOR FROM DOCUMENTATION PAGE

Q,
History Collections APIs
& MNew Collection Trash

v 3

user.login
all.triggers.in.problem.state

user.logout

other

23 requests

all.triggers.inproblem.state . X (1) weeo

b all.triggers.in.problem.state

W =

o

D A =1 ohoown

v | htpsi/fzbx.catonrug.netfapi_jsonrpc.php

L

[

=
m
[11]
1]

"jsonrpc": "2.8",
"method”: "trigger.get”,
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https://www.zabbix.com/documentation/current/manual/api/reference/trigger/get
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"jsonrpc": "2.8",
"method"”: "trigger.get”,
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"result": [
{
"triggerid”: "4357@1",
"description”: "Internal event for itemid where the item doss
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"priority": "4"
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{
"tripgerid": "659245",
"description™: "{ITEM.LASTVALUELl} body errors found on Things to
change on MX Linux 1%, Debian 187,
"priority": "4"
Ts
{
"triggerid”: "727315",
"description”: "{ITEM.LASTWALUE1l} body errors found on Capture
gll lines from pattern till end, regex",
"priority": "4"
T.



MANAGE ENVIRONMENTS
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CREATE AN ENVIRONMENT

MAMAGE ENVIRONMENTS

An environment is a set of variables that allow you t it . f your requests. Environments can be shared

between multiple workspaces.Learn more about environments

You can declare a variable in an environment and give it a starting value, then use it in a request by putting the variable

name within curly-braces.Create an environment to get started.

[3 I‘:IbIEIE |n1F“:Ir-t “




CREATE ENVIRONMENT CHARACTERISTICS

MAMAGE ENVIRONMENTS

Add Environment
prod
VARIABLE INITIAL VALUE ) CURRENT VALUE ) *#s+  Parsisc All Reszet All
url https://zbx.catonrug.r https:izbx.catonrug.net’api_jsonrpc.php
auth 21dcBcc23fo1 845449 21dcBcc23h18d5449111a3e3cal 427

-Ll'd Ij a Mnew rariab




PROD, TEST, 4.0, 5.0

MAMAGE ENVIRONMENTS

An environment is a set of variables that allow you to switch the context of your requests. Environments can be shared

between muldple workspaces.Learn more about environments

prod

[3 I‘:IbIEIE |n1F“:Ir-t “




SET ENVIRONMENT, CONFIGURE DYNAMICS
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PREREQUSITES

«curl» available out from box for most of platforms
«jg» provides conveniences to locate element or just beautifuly output. Install on:

CentOS7/RHELY

yum install epel-release &R yum install jq

CentOS8/RHEL8

dnf install jq

Ubuntu/Debian

apt install jq

Standalone 64-bit binary on any Linux:

curl -skL "https://github.com/stedolan/jq/releases/download/jq-

1.5/jq-1inux64" -o /usr/bin/jq && chmod +x /usr/bin/jq



CREATE A QUERY

Visit documentation page.
Select API flavor.

Escape double quotes.
Do even think to do it manually!

Replace:
038e1d7b1735c6a5436ee9eae095879e
with: $auth

{
"jsonrpc": "2.0",
"method": "alert.get",
"params": {
"output": "extend",
"actionids": "3"
}

”éuth”: "038eld7b1735c6a5436ee9eae095879e",
"id": 1
}

Replace  Findin Files Mark

Find what : | *

Replace with @ | \"

curl -s -X POST \
-H 'Content-Type: application/json-rpc' \
-d "\
{
\"jsonrpc\": \"2.0\",
\"method\": \"alert.get\",
\"params\": {
\"output\": \"extend\",
\"actionids\": \"3\"
},
\"auth\": \"$auth\",
\"id\": 1
}
" $url

Always execute step 2 at first and only then: step 3

Notice 2 double quotes are not escaped



https://www.zabbix.com/documentation/current/manual/api/reference/alert/get

BASH EXAMPLE

#!/bin/bash # 3. show triggers in problem state # 4. logout user

# 1. set connection details curl -s -X POST \ curl -s -X POST \
url=http://127.0.0.1/api_jsonrpc.php -H 'Content-Type: application/json-rpc' \ -H 'Content-Type: application/json-rpc' \
user=api -d "\ -d "\

password=zabbix { {

\"jsonrpc\": \"2.0\", \"jsonrpc\": \"2.0\",

# 2. get authorization tokken \"method\": \"trigger.get\", \"method\": \"user.logout\",
auth=$(curl -s -X POST \ \"params\": { \"params\": [],

-H 'Content-Type: application/json-rpc' \ \"output\": \"extend\", \"id\": 1,

-d "\ \"selectHosts\": \"extend\", \"auth\": \"$auth\"

{ \"filter\": { }

\"jsonrpc\": \"2.0\", \"value\": 1 " Surl

\"method\": \"user.login\", 1,

\"params\": { \"sortfield\": \"priority\",

\"user\": \"$user\", \"sortorder\": \'"DEScC\"

\"password\": \"$password\" },

}, \"auth\": \"$auth\",

\"id\": 1, \"id\": 1

\"auth\": null }

} " $url | \

" Surl | \ jg -r '.result'
jg -r '.result’
)

API task starts with ‘user.login’ procedure and ends with ‘user.logout’ procedure



LOCATE ELEMENTS - JSONPATHFINDER.COM

# input # output

curl -s -X POST \ {"jsonrpc":"2.0","result":[{"host":"broceni","proxyid":"10387
-H 'Content-Type: application/json-rpc' \ "},{"host":"mysql18mon","proxyid":"12066"},{"host":"riga", "pro
-d "\ xyid":"12585"}],"id":1}

{

\"jsonrpc\": \"2.0\",

§"E2ﬁ232§" } Proxy- geth s < c @ © & hitps)//jsonpathfinder.com 5% v & 0o N @ ®
ARTECRNEARE NN JSON Path Finder (@)
¥,
\"auth\": \"$auth\", .
i\ 1 ; { eonrects 2.6") m@ Path: x|.result[1].host Copy
,}: $ur i' P?SUH L jsonrpc: 2.0

g "host": "broceni”, .

6 "proxyid”: "18387" v result

7 I

B o= { h D

9 "host": "mysgl8mon”,

10 proxyid”: "12066" vl

A @

12 - { host: mysqlamnne

13 "host": "riga",

14 "proxyid": "12585" proxyid: 12066

15 1

16 1: 2

17 "id": 1

S8} id: 1




LOCATE ELEMENTS - JSONPATHFINDER.COM

# input # output
curl -s -X POST \ broceni
-H 'Content-Type: application/json-rpc' \ mysq18mon
-d "\ riga

{

\"jsonrpc\": \"2.0\",

§"E2ﬁ232§" E Proxy. et < C @ © & hitps://jsonpathfinder.com S0%% e g oIiNn @ ®
N AR JSON Path Finder ()
\"auth\": \"$auth\", .
NEPNNE ; 1 Seomracts 200, mw Path: | x|.result[1].host Copy
} 3- result”: [ sonroe: 2.0
" $url | jq -r '.result[].host' 4r jsompe =
g "host": "broceni”, .
6 "proxyid”: "18387" v result
7 I
g - [ + 0
9 "host": "mysgl8mon”,
10 proxyid”: "12066" Th
A @
12 - { host: mysqlamnne
13 "host": "riga",
14 "proxyid": "12585" proxyid: 12066
15 }
16 1: 2
17 "id": 1
18 } id: 1










CHARACTERISTICS

Over 600 patterns to detect
Everything Is stored in one item
Event generation mode: Multiple

No recovery logic

Ambition:

Notify person and close event



OPERATIONS

ZABBIX « & EXailhgE

Action  Dperations

Monitorin .
9 # Default operation step duration | Th
Inventory Pause operations for suppressed problems |+
Reports . Operations  Steps Details Start in Duration Actior
1 Send message to users: Admin (Zabbix Administrator) via all media Immediately 60 Edit Remowve
Configuration ' 2 Run remote commands on current host 00:01:00  Default Edit Remowve

Host groups

Tem plates

Recovery operations  Details Act

Q

Hosts

Maintenance

Update operations
Actions

Event correlation

At least one operation must exist.

| Clone | | Delets | | Cancel |

Administration

Support
Share

Help Zabbix 5.0.3. ® 2001-2020, Zabbix 514




REMOTE COMMAND

ZABBIX <« & EXaihgs

fction  Operations Operation details
Monitoring # Default operation step du  OPeration type |Rem ote command V|
Inventory Pause operations for suppressed pra Steps | 2 || 2 |['3' - infinitely)
s Step duration | | - i
Reports . Omer p 0 (0 - use action default) ion Action
CTargetlise o Edit Remove
3 ot urrent hos
Configuration - - ult  Edit Remowve
Host groups Hnst|typeheretaseaﬁ || 5ﬂect|
Templates Host group | type here to search || Select |
Recovery oper
Hosts
Type |Cu5.t|:|m sCript V|
Maintenance
et Update oper Execute on | Zabbix agent | Zabbix server (proxy) JFEELLTEETITT
ctions
. * Commands | url={$ZI_AFI PHP}
Ewvent correlation wser={$Z APT USER]
At password={3$Z_LDI DASSHOLRD)
Discowvery
n # suthorization
Services E;‘t-'.:=$ [curl —sk -X BOST -H "Content-Type: application/json”
Administration
Conditions  |abe Name Action
Add

Support

Share

Help Zabbix 5.0.3.




SOLUTION IN DETAIL

Macro Value

{52_APFI_PHF} http://127.0.0.1/api_jsonrpc.php
{5Z_API_PASSWORD} Zabbix

{5Z_API_USER} api

# characteristics to access API
url={$Z_API_PHP}
user={$Z_API_USER}

password={$Z_API_PASSWORD}

# authorization
auth=$(curl -sk -X POST -H "Content-Type:
application/json" -d "

{
\"jsonrpc\": \"2.0\",
\'"method\": \"user.login\",
\"params\": {
\"user\": \"$user\",
\"password\": \"$password\"
}’
\"id\": 1,
\"auth\": null
}
" $url | \

grep -E -o "([0-9a-f]1{32,32})")

# achknowledge and close event

curl -sk -X POST -H "Content-Type: application/json" -d "

{
\"jsonrpc\": \"2.0\",
\"method\": \"event.acknowledge\",
\"params\": {
\"eventids\": \"{EVENT.ID}\",
\"action\": 1,
\"message\": \"Problem resolved.\"
} ]
\"auth\": \"$auth\",
\"id\": 1
}
" $url

# close api key
curl -sk -X POST -H "Content-Type: application/json"
{
\"jsonrpc\": \"2.0\",
\"method\": \"user.logout\",
\"params\": [],
\"id\": 1,
\"auth\": \"$auth\"
}
" Surl

-d






CHARACTERISTICS

Have managed a way to obtain session token

Will use it in “HTTP agent” item

Ambition:

Maintain session token in global macro



SOLUTION: ZABBIX_GLOBAL_MACRO_UPDATE.SH

#!/bin/bash

# characteristics to access API
url=http://127.0.0.1/api_jsonrpc.php
user=Admin

password=zabbix

# argument 1
macro=$1

# argument 2
value=$2

# get authorization token
auth=%$(curl -s -X POST \
-H 'Content-Type: application/json-rpc' \
-d "\
{
\"jsonrpc\": \"2.0\",
\'"method\": \"user.login\",
\"params\": {
\"user\": \"$user\",
\"password\": \"$password\"
}’
\"id\": 1,
\"auth\": null
}
" $url | grep -E -o "([0-9a-f]{32,32})")

# get global user macro id

id=$(curl -s -X POST \
-H 'Content-Type: application/json-rpc' \
_d n \

{

}

\"jsonrpc\": \"2.0\",

\""method\": \"usermacro.get\",

\"params\": {
\"output\": [\"globalmacroid\"],
\"globalmacro\": true,
\"filter\":{\"macro\": \"$macro\"}

},
\"auth\": \"$auth\",
\"id\": 1
" $url | jg -r ".result[].globalmacroid")

# update
curl -s -X POST \

-H 'Content-Type: application/json-rpc' \
_d " \

{
\"jsonrpc\": \"2.0\",
\"method\": \"usermacro.updateglobal\",
\"params\": {
\"globalmacroid\": \"$id\",
\"value\": \"$value\"
} y
\"auth\": \"$auth\",
\"id\": 1
}
" $url

# logout user

curl -s -X POST \
-H 'Content-Type: application/json-rpc' \
_d " \

{
\"jsonrpc\": \"2.0\",
\"method\": \"user.logout\",
\"params\": [],
\"1d\": 1,
\"auth\": \"$auth\"

}

" $url



ZABBIX_GLOBAL_MACRO_UPDATE.SH: SAMPLE

zabbix_global_macro_update.sh '{$TIME.ZONE.VAR}' "Europe/Riga (EEST, +0300)"
zabbix_global_macro_update.sh '{$TIME.ZONE.VAR}' "$(timedatect]l | grep -oP "(Time zone: \K.*$)")"

zabbix_global_macro_update.sh '{$TIME.ZONE.VAR}' "$(zabbix_show_local_timezone.sh)"






DEFINE MACRO AT GLOBAL LEVEL

ZABBIX « 1 BRUEEERY

D\
Macro Value Description
Monitoring , [SZ_AP|_PHP)] http://127.0.0.1/api_jsonrpc_php T~
{$Z_API|_SESSIONID} cab35c5ch45b470dd5514f4ae381b8ad T~
Inventory
Add

Reports

Configuration

Administration
General
Proxies

Authentication

curl -s -X POST -H 'Content-Type: application/json' http://127.0.0.1/api_jsonrpc.php -d \

"{"jsonrpc":"2.0","method":"user.login","params": {"user":"api", "password":"zabbix"},"id":1,"auth":null1}"' | \
grep -E -o "([0-9a-f]{32,32})"



CASE 1: IMPROVED

# acknowledge and close event
curl -sk -X POST -H 'Content-Type: application/json' -d '

{
"jsonrpc": "2.0",
"method": "event.acknowledge",
"params": {
"eventids": "{EVENT.ID}",
"action": 1,
"message": "Problem resolved."
} ]
"auth": "{$Z_API_SESSIONID}",
"id": 1
}

' {$z_API_PHP}

No need to escape double quotes anymore
Original sample still is more bulletproof



ZABBIX <« = gAG{eE

Action  Operations ) .
Operation details

Monitoring + Default operation st
ETaull OpEration StEP ¥ Anaration type |Rem ote command v|
Invento Pause operations for suppressed
ry & u i PR o Steps | 2 || Z |[D - infinitely)
Reports - OP  Step duration | o |[D - use action default) g Action
Edit Remove
-~ . = Target list i
Configuration Current hast t Edit Remove
Host groups Host | type here to search || Select |
Tem plates
Recovery op Host group | type here to search || Select |
Hosts
Maintenance Type |Cu3t-:um script v|
Update op
Actions Execute on | Zahbix agent | Zabhix server (proxy)
Ewvent correlation “Commands | £ acknowledge and close ewvent
: curl -sk -X¥ POST -H '"Content-Type: application/json' -d '
Discowvery {
l "j=sonrpce": "2.4™,
Services “I!'rEtth:'." : "event.zcknowledge",
params": |
__ . "eventids": "{EVENT.ID}",
Administration - "aotion™: 1,
"massage"™: "Problem resoclved.”
] v
"auth": "{S$Z API SESSEIONID}",
"idv: 1
}
' {$Z_RPI FTHE}
Support A
. Conditions i
Share Label Mam e Action
Add

Help

User settings

Sign out
Zabbix 5.0.3. @ 2001-2020, Z S1A







DISCOVERY RULE

Discovery rule Preprocessing

* Name

Type

" Key

“URL

Request type
Timeout
Request body type

Request body

LLD macros Filters Overrides

Discover all proxies
HTTP agent ~

get.proxy . list

{5Z_API_PHP}
FOST w
35
Raw data JSON data XML data
{
"jsonrpc™ "2.07,
"‘method”: "proxy.get”,
"params”; {

"output”: "extend”,

"selectinterface™ "extend”
3
"auth”™: "{$Z_API_SESSIONID}",
“id" 1

Parse



PREPROCESSING

Discovery rule Preprocessing LLD macros Filters  Overrides

Preprocessing steps Name Parameters Custom on fail Actio
1- | JSONPath v || S.result[*] Test
Add Test

| Clone | | Test | | Delete | | Cancel |

{
"jsonrpc": "2.0",
"result": [{ [{
"host": "broceni", "host": "broceni",
"proxyid": "10387" "proxyid": "10387"
}, o b, {
"host": "mysqgl8mon", "host": "mysql8mon",
"proxyid": "12066" "proxyid": "12066"
}, o b, {
"host": llr_igall’ "host": llr._igall,
"proxyid": "12585" "proxyid": "12585"
1, ]
ll_idll: 1



MAPPING

Discovery rule  Preprocessing LLD macros  Filters  Overrides

LLD macros |LD macro JSONPath
{#PROXYNAME} $.host Remove
Add

| Clone | | Test | | Delete | | Cancel |

[{
"host": "broceni",
"proxyid": "10387"
., {
"host": "mysql8mon",
"proxyid": "12066"
., {

"host": "riga",
"proxyid": "12585"
H]



ITEM PROTOTYPE

All templates / prx  Discovery list / Discover all proxies  Item prototypes 1 Trigger prototypes 1 Graph prototypes  Host prototypes

ltem prototype  Preprocessing

* Name | Last access for {#PROXYNAME]
Type |Zabbix internal w
* Key | zabbix[proxy.{#PROXYNAME} lastaccess] Select
Type of information |Numeric (unsigned)
Units

* Update interval | 1m



TRIGGER PROTOTYPE

All templates / prx  Discovery list / Discover all proxies  Item prototypes 1 Trigger prototypes 1

Trigger prototype  Tags  Dependencies

* Name
Operational data
Severity

* Expression

OK event generation
PROELEM event generation mode
OK event closes

Allow manual close

Graph prototypes

[#PROXYMNAME!} is not reachable for {SPROXYFUZZYTIME}

Mot classified Information Warning Average - Disaster

{prx:zakbix[proxy,
{#PROXYNAME} , lastaccess] . fuzzytime ( { SPROXYFUZEZYTIME} ) }=0

Expression constructor

Recovery expression None |
mu Multiple |
All problems All problems if tag values match |

|Add|

Host prototypes






DELAYED ESCALATION

ZABBIX

Monitoring
Inventory
Reports

Configuration
Host groups
Tem plates

Hosts
Maintenance
Actions

Event correlation
Discowvery
Services

Administration

Support

Share

Help

Actions
Action  Operations

Default operation step duration | 1d
Pause operations for suppressed problems |+

Operations  Steps Details

7 Send message to users: Admin (Zabbix Administrator) via all media

8 Run remote commands on current host

Recovery operations Details

Update operations

& At le@st one operation must exist.

(¥

=]

ays, 00:00:00 Default

Zabbix 5.0.3. 1-2020, Zabbix SIA

Juration Action

ays, 00:00:00 Default



ZABBIX « * QeI

Action  Operations

Monitoring . .
Default operation step du Operation details
Inventory Pause operations for suppressed pro i
p ppresse Operation type |Rem ote command V|
. . Oper . ) uration Action
Reports : Steps | 2 || g |[D- infinitely) g Action
efault
Configuration  » Step duration | 0 |[D - use action default) efault
Host grouns * Target list
group Current host
Tem plates
Recovery oper Host | type here to search || Select |
Hosts
Host group | type here to search ” Select |
Maintenance
. Update oper
Actions Type | Custom script - |
Event correlation Execute on | Zabbix agent | Zabbix server (proxy)
Discovers % AL
Iscovery * Commands | § delete host
. m curl -ks -X¥ POST -H '"Content-Type: application/json—rpc' -4 °
Services i
"jeonrpc™: "2.0",
Administration - "method" : ':hr_.\s:_ deletce"”,
"params": [ {HOST.ID} 1,
"auth"™: "{S$Z RPI SESSIONID]",
"idT: 1

}
' [$Z_ATPI_DHD}

Support

Conditions | ghe| MName Action

Share KR

User settings

Sign out

2001-2020, Zabbix 514

Zabbix 5.0.3.







TIPS

» Use dedicated API user for API calls. For example, username «api»
« «curl» does not work via docker «alpine» container. Workaround is to use a «centos»
container

«  When «jg» utility is not available. Can try a standart grep:

grep -oP 'result\":\"\K\w+’
grep -oP 'itemid\":\K\d+’

grep -oP "host\":\K\w+'







