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Roles utilisateurs

Création des roles utilisateur flexibles pour une gestion beaucoup plus
granulaire des droits utilisateur

Contréle d'acces a diverses parties de l'interface utilisateur de ZABBIX,
des méthodes API et des opérations utilisateur

Controle précis de I'acces aux méthodes de I'API ZABBIX pour sécuriser
les intégrations avec des services tiers



Monitonng

Inventony

Reports

Configuration

General
Proxies
Authentication
User group:

User roles

Scripts

Queue

Roles utilisateurs

User roles

rMame

User tvpe

nMonitoring

Inventony:

Reports

Configuration

— Administration

Default access to nevw Ul elements

Default access to new modules

Enabled

AP methods

Default access 1o new aclions

Local Admin

Admin o~

Access to Ul elements

~| Dashboara

Orvrerview

$

Maps

{

Owerview

System information

Audit

Host groups
~| Maintenance
Discowvery

General

User groups
Media types

{1

{

{

Froolems

Latest data ~
Discowvery

Hosts

Availability report ~

Action log

Templates
Actions

Services

Froxies
User roles

Scripts

© At least one Ul element must be checked.

Access to modules

Mo enabled modules found

Access 1o AP

Access 1o actions

Create and adit dasnboards and screens

Create and edit maps

Create and edit maintenance

Acknowledge problems

{1

Close problems
Change sewverity
~| Add problem comments

Execute scripls

Update

Hosts
Screens

Services

Triggers top 100
MNotifications

Hosts

Ewent corralati

Authentication
Users

CQueue
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reame

User tvpe

rAonitoring

Inventon,

Reports

Configuration

MNOC User

User ~—

MAccess to Ul elements

Dashboard
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Aawuadit

Host groups
rMaintenance

Discowveny

Seneral
User groups

Media types

~| Proolems

Latest data
Discowverny

Hosts
Availability report
Action log
Templates

Actions

Services

Froxies
User roles

Scripts

Hosts
Screens
Services
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MNotifications

Hosts
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Authentica

Users

Queue

© AL least one LI element must be checkeaed

Default access o new

il elements

Access o modules
Mo enabled modules found.

Default access to new modules

Access to AP

Enabled

AP methods

Mccess to actions
Create and edit dashboards and screens
Create and edit maps
Create and edit mainenance
~| Acknowledge problems
~| Close problems
Change sewerity
~| Add problem comments

Execute scripts

Default access to new actions

an out
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Monitoring
Inventory
Reports
Configuration

Administration
General

Proxies
Authentication
User groups

User roles

Media types
Scripts

Queue

Roles utilisateurs

User groups

Usergroup  Permissions @ Tag filter

Permissions  Host group Permissions

All groups MNone
Network Devices Read-write EEED] Deny None
Select

Include subgroups

Read-write Read Deny m



Roles utilisateurs

ZABBIX < User groups

Usergroup  Permissions @ Tag filter

o Permissions  Host group Permissions

Monitoring ,

All groups Mone
Inventory Netwerk Devices Read-write (3088 Deny | None
Reports

Select Read-write | Read | Deny m

Configuration

Include subgroups
Administration Add

Proxies

Authentication

User groups

User roles

Users




Roles utilisateurs

ZABBIX Users
User Media Permissions
* Role Local Admmiin Select
Monitoring
User type | Admin

IsEmEEEy Permissions Host group Permissions

All groups MNone
Reports

Metwork Devices Read-write
Configuration

Permissions can be assigned for user groups only.
Administration

Access o Ul elements
General
Monitoring
Proxies
inventory (EITITET G
Authentication
Reports Triggers top 100
User groups
P Configuration
Users Access to modules
) ef 1 r wies foor L

Media types Mo enabled modules fownd.
Scripts Access to AP

MAccess to actions

Acknowledge problems Add problerm comments

| Delete | | Cancel |




Roles utilisateurs

ZABBIX Users
User Media Permissions
_ _ * Role NOC User > Select
Monitoring
User type User
Inventory
Permissions Host group Permissions
Reports Al groups Mone
Metwork Devices Read
Configuration
Administration Permissions can be assigned for user groups only.
General Access to Ul elements
Proxies Monitoring m
Authentication Inventory
User groups Reports
User roles
Access to modules
No enabled modules fouwnd.
TR T Access to API
Scripts
SILEDE Access to actions

Acknowicage probiems
Audd problem comments

| Delete | | Cancel |

Support

Share

Sign out
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Creation des filtres personnalises

ZABBIX «  [EEEENE B
n Recent Problems - Network Devices c<‘:|

Show Recent problems Problems History Host inventory | Type v
€ Monitoring n

Host groups  |[NECTIRIETLES 3 Select
Dashboard
Problems Hosts Select m Equals
Hosis Add
Application Select
Qverview .
Triogers select Showtags | MNone | 1 2 n Tag name Shoriened | None
Latest data ) .
Problem Tag display priority
Screens
i oper y | Wiih pre
" Severity Not classified Warning High Show operational data m Separately With problem name
aps .
Infermation Average Disaste Show suppressed problems Show unacknowledged only
Discovery Age less than days
Compact view Show timeline ||
Services
Show defails Highlight whole row
Inventory
l
s
Configuration - Time v Severity ytime Status Info Host Probiem AC A
171503« ‘Waming PROBLEM Netwaork Device 2 1 Network Device 2 has been restarted (uptime < 10m) B 4m 258 No
Administration
171502« ‘Waming PROBLEM Netwark Device 1 1 Network Device 1 has been restarted (uptime < 10m) B 4m 265 No
0 selected

)
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Surveillance synthétique

Support de script complexe en plusieurs etapes
Test de disponibilité avancé

Prise en charge de differents API HTTP



Iltermn

Preprocessing

Surveillance synthétique

* Mame
[ == Tye
* Key

Farameters

——— TS

* Timeout
Type of information
Units

* Update interval

AP Availability

Script w

api.status

Mame Value

URL ISURL]

Mumeric (unsigned)

im

Action

Remove
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Export/import

ZABBIX

Monitoring
Inventory
Reports

Configuration
Host groups
Templates

Hosts
Maintenance
Adctions

Event correlation
Discovery
Services

Administration

Hosts

- MName .

en format YAML

Host groups Setect

Templates
Mame
DMS

1P

Fort

Applications ltems Triggers Graphs Discowvery

L Metwork Device 1 Applications 6 Items 37 Triggers 11 Graphs 7 Discowvery

- Metwork Device 2 Applications 6 Items 37 Triggers 11 Graphs 7 Discovery

| ZABBIX

AP Applications Items 1 Triggers Graphs Discowvery

Enable | | Disable | | Export H | Mass update

AML
AL
JSON

| Delete |

Select
Web Interface Proxy Templates
Web 127.0.0.1: Linux SNMP (EtherLike-M
161 SMNMP, Linux memory Sk
Web 127.0.0.1: Linux SNMMP (EtherLike-M
161 SMNMP, Linux memory Sk
Wiehb Y Template

S —



Export/import en format YAML

1 ] zabbix export: <?xml wversion="1.0" sesncoding="UTF-8"72>>
=2 wersion: "S.2" (d<zabbkix export>
= date: T2020—-11—-19T1s:50z2TZ" “<wersion>5.2</ version>
4 groups : <date=2020-11-19T17:24: 21 Z</ date>
5 — < groupsSs
s name : "THetwork Dewvices" <o
7 hosts: <name>Network Devices<.,/nams>
— < S gEoup
host: "Hetwork Dewices 17 < Sgroups>
name:= "Hetwork Dewvics 17 <hosts>
templates: <ho3t>
— <host>Network Device 1</host>
name: "Linux SHNME" “nams>Network Device 1</ mams>
TrOoupDs <templates>
- <template>
TEme T "THetwork Dewices” <name>Linux SHMP</names>

interfaces: < JStcemplate>
< Stemplates>

Cgroups >

type: SHMP

Pport: i S < group>
details: <namse>Network Devices-<.,/nams>
22 commuarni ty " {&£SHMP_COMMINITY]} " < Sgroup>
23 imterface ref: ifl <J/Jgroups>
=4 imwventory mode: DISARBLED “interfaces>
25 - <interface>
26 host: "HNetwork Dewvics 27 <Lype>SHMP</type>
2 TLEIme T "Hetworlk Dewvice 27 <port>16l</port>
templates: <details>
- <ocommuani ty>{ SSHMP COMMUONITY } <. communi iy
name: "Linux SHME" csdetailas -
TrOUups = <interface_ ref>rifl</interface_ref>
- < Sinterface>
TLEme T "Hetwork Dewvices”

< /inmnterfaces>

<imwventory mode>DISABLED</inventory_mode>
< s/host>
<hosSt>

interfaces:

type: SHME

ﬁo;t? 1 %El <hostr-Network Dewvice Z</,/host>
Al ——— “name>Network Dewvice 2</names>
comamaar i Ty o " {FSHMF_COMIINITY]} " .
< : - <templates>
interface ref: ifl

<template>
“name>Linux SHMP-< / nams >
< JStcemplate>

inwventory_ mode: DISRBLED

host: TEZERBBIX HDFI" :
name : TERBBIX DFI" < /tcemplates:>
templates - Cgroups >
— < groups
name: "YE Templatce" <namse>Network Devices-<.,/nams>
Troups < Sgroup>
— =S groupss>
TLEme T "Hetwork Dewvices” <imcerfaces>

<interface>
<type>SHMP </ tyoe>
“portc>l6l<s /  ports
<details>
<ocommanity > {SSNMP COMMIONITY } <. comrmuani ty>

imwentory mode: DISARBLED

i dE

[a]
L
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