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MOHWUTOPUHI SNMP ATEHTOB B ZABBIX

@ Icnonb3oBaHwWe WwabaoHOB 13 KOPOOKM nan OT coobLecTBa

© Co3faHune 3/1eMeHTOB JaHHbIX Ha OCHOBE AOKYMEeHTaL M1 NPOU3BOAUTENS UM

pe3yabTatoB snmpwalk

Y cnonb3oBaHwe LLD ans obHapy>xeHnsa anemeHtos SNMP

Name a

Alcatel Timetra TIMOS SNMP

Arista SNMP

Brocade FC SNMP

Hosts Applications  ltems

Triggers ~ Graphs Dashboards Discovery ~ Web Linked templates  Linked to templates

Hosts Applications 9 Items 18 Triggers 9 Graphs 3 Dashboards Discovery 6 Web EtherLike-MIB

Discovery rule  Preprocessing LLDmacros Filters 1 Overrides

*Name FAN Discovery

Type SNMP agent v

*Key fan.discovery

SNMP Generic

Brocade_Foundry Nonstackable SNMP *SNMP OID L d_ Iltem Preprocessing 2
* Update interval [ 1
Custom intervals T Name | Operating system
Brocade_Foundry Performance SNMP
l Type SNMP agent v
Brocade_Foundry Stackable SNMP Al
7 * Key | system.sw.os[sysDescr.0] Select
" Keep lost resources period | 3 “SNMPOID | 1.36.1.2.1.1.1.0
Cisco CISCO-ENVMON-MIB SNMP —
Description
Type of information  Character v
Cisco CISCO-MEMORY-POOL-MIB SNMP
* Update interval 1h
Cisco CISCO-PROCESS-MIB 108 versions) Custom intervals Type Interval Period Action
Enabled v . .
nabled v SIS Scheduling | 50s 1-7,00:00-24:00 Remove
q Add
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CO34AHUE NOJIb3OBATE/IbCKMUX SNMP WWAB/IOHOB

A xo4y co3dame ceot SNMP wiabsoH, HO ¢ Ye20 Ha4ame?
© [okyMeHTaunsa nponssoautens dyaet aydwmm Havanom! (KoHe4YHo, eciu oHa

docmynHa)

coDeviceWirelessInterfaceStatusTable
Ji3u61d. 1 8744 .5:25:1.2:.1

Device wireless interface status attributes.

not-accessible

m coDeviceWirelessInterfaceStatusEntry
.1.3.6.1.4.1.8744.5.25.1.2.1.1

An entry in the coDeviceWirelessInterfaceStatusTable. coDevDisIndex - Uniquely
identifies a device in the MultiService Controller. coDevWirlfStaRadiolndex - Uniquely
identifies a radio on the device.

not-accessible

m coDevWirlfStaRadiolndex

.1.3.6.1.4.1.8744.5.25.1.2.1.1.1 not-accessible

Specifies the Table 2-9 scfCpulnfo(1.3.6.1.4.1.211.1.15.4.1.1.9)
(OBJECT-NAME [SUMMARY G0 INDEX SYNTAX EI
m coDevWirlf$ E >
.1.3.6.1.4.1.87 4
scfCpuNumber CPU Information count (table) scfCpulnfo. 1 0 Integeraz )
Link to coD¢ [sccputabie CPU information (table) SciCpuinto 2 B SEQUENCE OF na
SCICpUENTTy - sciCpuTable.1 B ScMemoryEniry na
m  coDevWirlfS scfCpuBoardType Board identlty SCfCpUENry.1 “Parts identifier (1) ScfComponentType o
1.3.6.1.4.1.87 scfCpuBoardid Board number scfCpuEntry.2 .Parts identifier (*1) Scfindex ro
"""" scfCpuModuleType Ean identity ScfCpuEntry.3 Parts identifier (1) ScfComponentType )
sciCpuModuield PFart number SCICPUENtTy.4 Parts identifier (1) Scfindex o
The current scfCpuSubType Part (sub) identity ScfCpuENtry.5 “Parts identifier (1) ScfComponentType )
scfCpusubld Part (sbu) number ScfCpuENtry.6 Parts identifier (1) Scfindex o
m  coDevWirlfs SciCpuType CPU type name SCfCPUENIry.7 Parts identifier (1) DisplayString o
.1.3.6.1.4.1.87 scfCpuFrequency CPU frequency scfCpuEntry.8 .Parts identifier (*1) Integer32 ro
sciCpuAdditionalinfo CPU additional information SCICPUENTTY.S “Parts identifier (1) Displaysting B
Identifies th sciCpuMemoryMode Memory mirror mode SCICpUENtTy. 10 Parts identifier (1) SciMemoryMimoMode )
scfCpuState CPU operating state scfCpuEntry. 11 .Parts identifier (*1) ScfStateTC ro
*7: For "Parts identifie™ In INDEX, se 4.1 Parts identifier (OID}".
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& [MpoBepTe bbinM NpegocTaBaeHbl Nnponssogunem MIB dannbl (Hanprumep
OTHOCALLMECA TONBbKO K UX YCTPONCTBaM)

Y SNMP wabnoHbl OCTYNHbIE N3 KOPOOKKM, MOXHO cMeno coBMewatb ¢ MIB

dannbiMm obLiero HazHaueHms!

Name a Hosts Applications  Items Triggers  Graphs Dashboards Discovery Web Linked templates Linked to templates Tags
Generic SNMP Hosts Applications 2 Items 11 Triggers 6 Graphs Dashboards Discovery Web ICMP Ping Alcatel Timetra TIMOS SNMP, Arista SNMP, Brocade FC SNMP,
MIB Locator
Search by
@ Platform Release Image Name | MIBs
Platform (Mandatory) Release (Mandatory) License [ Feature Set (Mandatory)

10700 v 12.0(33)S12 v SERVICE PROVIDER v -

Download all V1 or V2 MIB:

Network Generic Device SNMP  Hosts Applications 3 Items 11 T Image - ¢10700-p-mz.120-33.512.bin

MIB Download
[Fitter | Filter
BGP4-MIB V1 ov2
BRIDGE-MIB Vi V2
CISCO-802DOT17-RPR-EXT-MIB Not Available
CISCO-ACCESS-ENVMON-MIB V1 V2
CISCO-BGP-POLICY-ACCOUNTING-MIB V1 V2

CISCO-BGP4-MIB Vi V2
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XopoLo, HO Kak MHe OpraHn30BaThb Cpeay A/A TeCTUPOBaHMA MOUX WabJOHOB?
@ HekoppeKkTHO HacTpoeHHble WabaoHbl MOTyT CTaTb MPUUYNHOW BCMECKA 3anpoCoB
Ha BaLlMX YCTPONCTBaX
@ IHoraa ycTponCTBO He AOCTYMHO Ha NPAMYHO BO BpeMs pa3paboTkum wabaoHa
github.com/etingof/snmpsim
SNMP Simulator

pypi MOAZ Y python

This is a pure-Python, open source and free implementation of SNMP agents simulator distributed under 2-clause BSD
license.

Features

* SNMPv1/v2c/v3 support

¢ SNMPv3 USM supports MD5/SHA/SHA224/SHA256/SHA384/SHAS12 auth and
DES/3DES/AES128/AES192/AES256 privacy crypto algorithms

* Runs over IPv4 and/or IPv6 transports

* Simulates many EnginelD's, each with its own set of simulated objects

® Varies response based on SNMP Community, Context, source/destination addresses and ports

¢ Can gather and store snapshots of SNMP Agents for later simulation

* Can run simulation based on MIB files, snmpwalk and sapwalk output

* Can gather simulation data from network traffic or tcpdump snoops

* Can gather simulation data from external program invocation or a SQL database

* Can trigger SNMP TRAP/INFORMs on SET operations

* Capable to simultaneously simulate tens of thousands of Agents

« Offers REST API based control plane

o Gathers and reports extensive activity metrics

¢ Pure-Python, easy to deploy and highly portable

e (an ha avtandad hv Inadahla Dvthan cninnate
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Cumynnpyem SNMP ycTpouncteo!

[ns Hauvana eweé pas ybeanmcsa B NpaBmabHO NOAOOPAHHbIX NHCTPYMEHTAX:
CentOS 8

Zabbix 5.2

[okymeHTaunsa Zabbix (SNMP obHapy>xeHue)

YctaHoBaeHHbIn SNMPSIM

Pe3syabtat snmpwalk koMaHZAbI ¢ Hawero ycTpouncTea

,£I,0|<y|v|eHTa UnA npon3soanTend

Q0 0 60 0 0 ©

MIB dannbl ycTponcTea




ZABBIX
BbIMO/IHAM SNMPWALK E

& BoinoaHute snmpwalk Ha Bawwem yctpounctee

[root@localhost ~]# snmpwalk -v2c -On -c Meetup
192.168.1.126

1. .1.1.1. STRING: 1148VXP

.1.1.2. OID: .1.3.6.1.4.1.664.1.1416
.1.1.3. Timeticks: (813572029) 94 days,

= STRING: www.adtran.com
INTEGER: 4
Timeticks: (©) 0:00:00.00
INTEGER: 6160

.2.2.1.1.1 = INTEGER: 1

1. .2.2.1.1.2 = INTEGER: 2

.. 1. .1.2.2.1.1.100001 = INTEGER: 100001

3.
.3.
.3.

5:
.3.
.3.
.3.
.3.
.3.

3

& CoxpaHuTe pe3yabTaT B OTAENbHbIN hann




YCTAHOBKA SNMPSIM A E

©

YctaHoBuTe python

yum install python3

& Ncnonb3ynte pip (package installer for Python) ytobbl yCTaHOBUTL SNnMpsim

pip3 install snmpsim

©

Snmpsim HE 3anyCcTnTca no noBbllUEHHbIMUW MpPaBaMW MNOJIb30OBaTENA

©

Co3ganTe HOBYHO rpynny M noab3oBaTtenemn

groupadd snmpd

useradd -g snmpd snmpd

)

Co3panTe AnpekToputo Ana xpaHeHua BbiBoga snmpwalk MIB davnos

mkdir -p /usr/share/snmpsim/data




ZABBIX
SANYCTUTE SNMPSIM E

& 3anyctute snmpsim yka3sas IP/Port gns npocaywimBaHums

snmpsimd.py --agent-udpv4-endpoint=192.168.1.126:1024

©

snmpwalk ¢dann ctaHoBUTCA MMeHeM coobuiecta (Community name)

Configuring /usr/share/snmpsim/data/192.168.1.126.raw.snmpwalk controller

SNMPv1/2c community name: 192.168.1.126.raw
SNMPv3 Context Name: 6bdad8c3906f65190f7c5f4674434a6¢c or 192.168.1.126.raw

Jusr/share/snmpsim/data/

Name
t i

™ 192.168.1.126.raw.snmpwalk




ZABBIX
TECT SNMPSIM E

& [TpoBeprM CMOXEM A Mbl BbIMOAHUTL snmpwalk 40 camyanpoBaHHOro ycTponcraea

[root@localhost ~]# snmpwalk -v2c -c '192.168.1.126.raw' 192.168.1.126:1024
SNMPv2-MIB: :sysDescr.0@ = STRING: 1148VXP

SNMPv2-MIB: :sysObjectID.® = OID: SNMPv2-SMI::enterprises.664.1.1416
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (813572029) 94 days,
3:55:20.29

SNMPv2-MIB: :sysContact.® = STRING: www.adtran.com

SNMPv2-MIB: :sysName.® = STRING: WINF-OKHR

SNMPv2-MIB: :sysLocation.® = STRING: FM 946 SOUTH @ WINFREY RD
SNMPv2-MIB: :sysServices.® = INTEGER: 4

SNMPv2-MIB: :sysORLastChange.9 = Timeticks: (©) 0:00:00.00
IF-MIB: :ifNumber.® = INTEGER: 6160

IF-MIB::ifIndex.1 = INTEGER: 1
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9 Tenepb nonpobyem co3gaTtb y3en B Zabbix

Host Templates IPMI Tags Macros Inventory  Encryption

* Host name | SNMP device

Visible name | SNMP device

R G SNMP/Meetup % Select

type here to search

Interfaces Type IP address DNS name Connect to Port Default

#~ SNMP | 192.168.1.126 n DNS ‘1024 ®) Remove

SNMP version SNMPv2 v
* SNMP community  192.168.1.126.raw
Vv Use bulk requests
Add

Description | SNMP Host for Zabbix Meetup

& N cHOBa — HY>XHO yKa3aTb nNpaBuabHOe UMsA coobuectsa, IP agpec n nopt! (Mmsa

coobuwjecmsea = SNMPWalk ¢patin)
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© [laBante nonpobyem co3aaTb 3eMeHT AaHHbIX Ha Hawem SNMP yctponcree

tem  Preprocessing 1

*Name | Port 7 incoming traffic

Type | SNMP agent v

* Key | ifHCInOctets.103007 Select

“ Host interface | 192.168.1.126 : 1024 v

I “SNMP OID | .1.3.6.1.2.1.31.1.1.1.6.103007

Type of information | Numeric (unsigned) v

Units  Bps

* Update interval | 1m

& Ho kak s nonyunn uncnoson OID ecnm BbiBog SNMPWalk 6611 B TekcToOBOM

dopmare?
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Y TeKCToBbIN BbIBOJ,

: :1fHCINOctets.103007 Counter64: 7566464822
: :1fHCINOctets.103008 Counter64: 48097542881

: :1fHCINOctets.103009 Countere64: 75748849150
: :1fHCINOctets.103010 Counter64: 25963616931

& Bocnosb3ayemcsa snmptranslate

[root@localhost ~]# snmptranslate -On -IR ifHCInOctets

.1.3.6.1.2.1.31.1.1.1.6

© Tenepb HaM HY>XHO NpocTo AobasuTb nHAekC — 103007 B koHLe OID

" Key | ifHCInOctets.103007

“ Host interface | 192.168.1.126 : 1024 v

“SNMP OID | .1.3.6.1.2.1.31.1.1.1.6.103007
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© Coszgauvte LLD npasuno

All hosts / SNMP device  Enabled ZBX JMXIPME Discovery list / Port discovery
Item prototypes 1 Trigger prototypes  Graph prototypes  Host prototypes

Discovery rule  Preprocessing LLD macros  Filters  Overrides

*Name  Port discovery

Type | SNMP agent v

*Key  snmp.port.discovery

* Host interface  192.168.1.126 : 1024 v

“SNMP OID  discovery[{#IFDESCR},1.3.6.1.2.1.2.2.1.2]

& Mbl 6yaem obHapy>xmnBaTtb Bce nHaekcbl noa 1.3.6.1.2.1.2.2.1.2 (IFDescr)

Y Mbl Tak e o6Hapy>|<|A|v| BCE OornnmcaHmne nojg astTmuMm MHAeEKCaMun
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Y Co3aante NpPOTOTUN 31E€MEHTA AaHHbIX ANs Bxoaawero Tpaddmka

All hosts / SNMP device Enabled ZEX SN[Vl VX IPMI Discovery list / Port discovery
Iltem prototypes 1 Trigger prototypes  Graph prototypes  Host prototypes

Item prototype  Preprocessing 1

“Name @ Port {#lFDESCR} incoming traffic

Type SNMP agent v

*Key | ifHCInOctets[{#IFDESCRY}] Select

* Host interface  192.168.1.126 : 1024 v

“SNMP OID | .1.3.6.1.2.1.31.1.1.1.6 {#SNMPINDEX}

& O6Hapy>xeHHble nHaekcbl {#SNMPINDEX} 6yayT sobasneHbl B koHue OID
(ifHCInOctets)




OLUMBKA - NO SUCH INSTANCE CURRENTLY EXISTS

Nizard  Name a Triggers  Key Interval  History Trends Type Applications Status Info
Port 7 incoming traffic ifHCInOctets.103007 im 90d 365d SNMP agent Enabled
Port discovery: Port Altinband1 incoming traffic ifHCInOctets[Altinband1) im 90d 365d SNMP agent Not supported [
Port discovery: Port Altinband2 incoming traffic ifHCInOctets[Altinband2) 1m 90d 365d SNMP agent :J)LI)DSUCH Instance currently exists at this
Port discovery: Port Altinband3 incoming traffic ifHCInOctets[Altinband3] im 90d 365d SNMP agent T ——— -

©

Bbi3BaHa Hannumem b6onbliero umncna nHaekcos IfDescr B cpaBHeHun ¢ ifHCINOctets

& Pewaetca oTunbTpoBbIBaHNEM NULWLHKX MHAEKCOB no |fDescr:

All hosts / SNMP device  Enabled m Discovery list / Port discovery

Item prototypes 1 Trigger prototypes  Graph prototypes  Host prototypes

Discovery rule  Preprocessing LLD macros  Filters 1 Overrides
Filters  |_abel Macro Regular expression Action
A {#IFDESCR} does not match v (*Altinband|*backplane|FXS|*vdsl|*Ipbk|*eth0$|*eth1$ Remove
Add

‘ Clone Execute now ] ‘ Test ‘ i Delete ‘ Cancel ‘




®UNbTP CYLWHOCTEW LLD

& Ana cozpgaHnsa GuabTpos, Nnonpobynte obHapyxuntb gonoaHutensHole OID's (IFTYPE)

All templates / Template Adtran TA1148  Discovery list / ethernet-like Network interfaces dis...
Item prototypes 9  Trigger prototypes 4  Graph prototypes 1 Host prototypes

Discovery rule  Preprocessing LLD macros Filters 3  Overrides

Parent discovery rules Template Module Interfaces SNMPv2 ethernet-csmacd
“Name ethernet-like Network interfaces discovery
Type SNMP agent
* Key net.if.discovery.ether

“SNMP OID  discovery[{#/IFDESCR},1.3.6.1.2.1.2.2.1.2 {#/IFTYPE},1.3.6.1.2.1.2.2.1.3 {#IFNAME

Discovery rule  Preprocessing LLD macros  Filters 3 Overrides

Type of calculation VAnd v (AandB)and C
Filters | abel Macro Regular expression
A {#IFTYPE} ’matches VI {SETH.NET.IF.IFTYPE.MATCHES}
B {#IFTYPE} [does not match VI {SETH.NET.IF.IFTYPE.NOT_MATCHES}

c {#SNMPINDEX} does not match V‘ {$ETH.NET.IF.SNMPINDEX.NOT_MATCHES}

Action

Remove
Remove

Remove

RUSSIAN
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OLWWWMNBKU - NO VALUE RECEIVED FOR MACRO

©

All hosts / SNMP device  Enabled  78x B8N /v IPMI Applications  Items 56  Triggers  Graphs  Discovery rules 1

Host groups ‘ type here to search H Select ‘ Type

SNMP device X

type here to search

Hosts | Select ‘

Name ‘ ‘

Key ‘ ‘

| Host Name a Items Triggers Graphs Hosts

 SNMP device Port discovery Item prototypes 1 Trigger prototypes Graph prototypes Host prototypes

all

Update interval
Keep lost resources period

Ke

snmp.port.discovery

Web scenarios

Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:
Cannot accurately apply filter:

R T T .

m

Mpw nonbITke 0OHaPYXXMUTb MHOXECTBO 3HaueHun — {#IFNAME}, {#IFTYPE}, {#IFDESCR}

Fiter Y

no value received for macro "(#FDESCRY}".
no value received for macro "(#FDESCRY}".
no value received for macro "{#IFDESCR}".
no value received for macro "{#IFDESCR}".
no value received for macro "{#IFDESCR}".
no value received for macro "{#IFDESCR}".
no value received for macro "{#IFDESCR}".
no value received for macro "(#FDESCRY}".
no value received for macro "(#FDESCRY}".
no value received for macro "{#FDESCRY}".
no value received for macro "{#IFDESCR}".
no value received for macro "{#IFDESCR}".
no value received for macro "{#IFDESCR}".
no value received for macro "{#IFDESCR}".

PR NP Spn—— T TT] L al Sy S

Enabled [

Displaying 1 of 1 found

SNMP agent

x




OLUWMNBKA - NO VALUE RECEIVED FOR MACRO

& Zabbix npumeHset ¢unbtp Ko Bcem OID B npaBune obHapy>xeHus
{# FNAME} {#|IFTYPE} {#/[FDESCR}
1.3.6.1.2.1.31.1.1.1.1.1 1.3.6.1.2.1.2.2.1.3.1 1.3.6.1.2.1.2.2.1.2.1
1.3.6.1.2.1.31.1.1.1.1.2 1.3.6.1.2.1.2.2.1.3.2 1.3.6.1.2.1.2.2.1.2.2
1.3.6.1.2.1.31.1.1.1.1.3 1.3.6.1.2.1.2.2.1.3.3 1.3.6.1.2.1.2.2.1.2.3

Y NHaekc 3 otcytctByeT ana {#IFTYPE} n {#IFDESCR}
Y Ho nonbitkn otpunstpoBaTte {#IFTYPE} n {#IFDESCR} octatoTcs



MOAYJibHbIE LULABJIOHbI N MPABUJIA OBHAPY)>XEHUA

& [MpobynTe co3aaBaTtb MOAYbHbIE LWABAOHbBI M NpaBMaa OBHaPY>KEHNS
|l templates / Template Adtran TA1124p  Applications 3  ltems  Triggers Graphs Dashboards Discoveryrules5 \Web scenarios
Template Linked templates 4 Tags Macros
Linked templates  nName Action
Template Module Interfaces SNMPv2 ADSL port status Unlink Unlink and clear
Template Module Interfaces SNMPv2 FXS Unlink Unlink and clear
Template Module Interfaces SNMPv2 GigaEth port status Unlink Unlink and clear
Template Module Interfaces SNMPv2 T1 Unlink Unlink and clear

Link new templates

Select
& Ka>xgoe npaBnno obHapy>xeHune co3gaHma ans nHtepdernca onpesenéHHoro Tmna
Y [Mo3BosseT Bam oTCOeAMHATL MAN NPUCOEAUHATD WabNOHbI AN ONPeAeNnEHHbIX CYyLLHOCTEN B

poAUTENBCKOM WabaoHe

& Bbl NO NpeXXHeEMY MOXXHO OTKAOUUTb UAW BKAOUUTb NPaBUAO OOHAPY>XXeHMA Ha YPOBHE y3Aa
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