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MHTEIMPAL WA
ZABBIX C SERVICENOW

NITOPb NIOPBAY .
MHXEHEP TEXHYECKOW MOAAEPXKW

ZABBIX



SAYEM HY)KHA MHTEIPALNA?

MHoOrve opraHmsaymm ncnonb3yroT ITSM-cnctemMmsbl Ans paboTbl C UHUMAEHTaAMN,
KOTOpble MOXHO 3aBeCTu BPYUHYH UM MONYYNTb U3 APYTUX NCTOYHMKOB,

Hanpumep - 13 Zabbix

9 ABTOMaT4eckoe co3gaHmne/3akpbiTme CoOobITNN/MHUMAEHTOB B ITSM-cncteme
Y Ha3HaueHMe Ha OTBETCTBEHHbIe rpynmnbl, YyCTAHOBKA Cruncka 3aaad, SLA n T.4.

@ OboraleHne NHUMAEHTOB CObpaHHbIMM B Zabbix gaHHbIMU

ZABBIX »

MEETUP ONLINE




LLULMPOKWI BbiIBOP MHTEMPAL NI

C MmoMeHT BHegpeHnsa Webhook cnocoba onoselleHrs, KoMaH4a NMHTerpaumm NnoCcToOAHHO BbiMnyckaeT
HOBble peLleHNsa Ans B3anmogenctema Zabbix ¢ nonyndapHeiM ITSM-cuctemamm n cpeactBamm Ans

obMeHa CoobLLEHNAMY

Name a Type Status
Brevis.one Webhook Enabled
....................................... o
Discord Webhook  Enabled Se r V I ce n w + J i rO S e rVi C e D e S k
Email Email Enabled ;
Email (HTML) Email Enabled
Express.ms Webhook  Enabled
Heartbeat MO_PP Webhook  Enabled
iLert Webhook  Enabled . .. . D
iTop Webhook Enabled .
e = slac
Jira Webhook  Enabled I C ro S O e a m S
Jira ServiceDesk Webhook  Enabled
Jira with CustomFields Webhook  Enabled
ManageEngine ServiceDesk Webhook Enabled
Mattermost Webhook  Enabled
MS Teams Webhook  Enabled
Opsgenie Webhook  Enabled
OTRS Webhook Enabled



MNOAIrOTOBKA OKPY)XEHUA

PaccMoTpuM nHTerpaumto Zabbix co CTOPOHHUM cepBrCOM NpK nomMoLm webhook Ha npumepe

ServiceNow

D Mcnonb3yem nocneaHum penns Zabbix 5.4

9 MHTerpauma c ServiceNow goctynHa ¢ sepcumn 5.0

@ [pn OTCYTCTBIM COOTBETCTBYHOLLEro CNocoba onoBeLleHns (Hanprmep, Nocie 06HOBNEHNS),

ero MOXHO Nerko MMMNopPTrPOBaTh, Ckayas c Zabbix Git

*https://git.zabbix.com/projects/ZBX/repos/zabbix/browse/templates/media/servicenow
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HACTPOWKA CNMOCOBA ONOBELLEHWA

Mbl MOXEM N3MEeHUTL/A0OMONHUTL AOCTYMHbIE K

3aMO/IHEHWIO MONA Pa3NIMYHLIMU NapamMeTpamu

9 YueTHble JaHHble

@ TokeH 6e30nacHOCTU

9 Ocobble NnapameTpbl KOHEYHOro cepBlCca:
rpynna HasHayeHus, BaXXHOCTb COObITUI B

KOHTeKcTe ITSM-cnuctem n T.A4.

Ana cea3m ServiceNow HaM HEOOXOAVMO yKas3aTb
nosb3oBaTens 1 naposib
Takxe, MOXHO yKa3aTb COOTBeTCTBUE KPUTUYHOCTU

cobbITU ans Zabbix n ServiceNow

servicenow_password

<PLACE PASSWORD HERE>

servicenow_sys id

servicenow _url

{EVENT.TAGS. zbx servicenow

{ALERT.SENDTO}

servicenow_user

<PLACE USERNAME HERE>

urgency_for_average

urgency_for_disaster

urgency_for_high

urgency_ for_information

urgency_for_not_classified

urgency_for_warning

2




HACTPOWKA CNOCOBA OMNOBELLEHNA

MoOXHO A06aBUNTb A4OMNONHUTE/IbHbIE MONS AN urgency_for_high

oboralleHust cobblTus B ServiceNow urgency_for_information

urgency for not classified

9 |/|CI'IOI'Ib3yeM NMHA CTO]'I6LI,a Ta6]'II/ILI,I:I Incident urgency_for_warning

3

B ServiceNow A/151 KONNOHOK MO YMOAYaHUIO u_event_url

@ cnonb3yem npeoukc “u_" ans u_recovery._time

{$ZABBIX.URL)/tr_events.php?trig

{(EVENT.RECOVERY.DATE} {EVE

NO/Ib30BaTE/IbCKMX KOTOHOK
@ [lenaem Npobpoc AaHHbIX MAaKCUMabHO

TMOKNM N YA0OHBIM, NCMOb3YS MakKpOChl

Remove



OBPABOTKA TETOB 1 A4OBABJIEHVE NMYHKTOB MEHIO
CObbITUA

9 OTmeuyaeM 06paboTKky 3HaueHMI JSON B cKpunTe B KayecTBe TeroB CObbITUA

Y HacTpamBaeM UMA HOBOIro nyHkTa MmeHo 1 URL, ns3snekas sHauveHnsa HYy>XXHbIX Teros

Process tags v

Include event menu entry v

* Menu entry name | ServiceNow: {EVENT.TAGS. zbx servicenow number}

*Menu entry URL  {EVENT.TAGS. zbx servicenow link}

Description

Enabled



OBPABOTKA TEIOB. BHYTPEHHAA KYXHA

9 ObpabaTtbiBasa Teru, Mbl 3BekaeM 3HaueHns karoden JSON B BbIBOAE CKPUMTA

Y Cnuncok obpabaTbiBaeMbIX B Ka4UeCcTBe TeroB NepeMeHHbIX MOXHO U3YyUunTb B KOJe javascript

Crocoba onoBeLeHVsA B COOTBETCTBYHOLLLEM bloKe

if (process _tags) {
result.tags. zbx servicenow sys id = response.sys id;
result.tags. zbx servicenow link = params.servicenow_url +
(params.servicenow url.endsWith('/') ?» '' : '/') + 'incident.do?sys id="' +
response.sys id;

result.tags. zbx servicenow number = response.number;



MPUMEP JSON BbIBOJIA

"result”:{

"parent”:"",

"made_sla":"true",

"caused by":

"sys 1d":"e@f8dbb72fb97010ea685d8b2799b67a",

"task_effective number":"INC0010027",

"approval history":

"number” :"INC0010027",

"contact type":

"reopened by":"",

"correlation_id":"",

"location":"",

"category":"inquiry"

Ham rHTepecHbl HOMep 3a4a4mM N TOKeH aBTopum3aumnm 4nda nocneayrouiero popmmposaHnd URL




OBPABOTKA TEIOB. PESYJIbTATDI

Y CooTBeTcTBUE NpobsieMbl B Zabbix n nHungeHTa B ServiceNow

D BbICTPbIN AOCTYN NMPU NOMOLLM CCbIZTOK
‘:’ IIHII o | Y L=
LINKS
Save | ServiceNow: INC0010028
HISTORY
Time v Severity Recovery time Status Info Host Prok Duration  Ack Actions Tags
Test A
07:36:40 e Average Network Device unreachable 7s No 1 Location: DC 1 ﬂ
device

07:00 o __zbx_servicenow _number: INC0010028




CO3SAAHWE NMOJIb3OBATEJIA B ZABBIX

© Ham TakxKe TpebyeTcd co34aTb CneumanbHOro nosb3oBaTensd B Zabbix, n ykazate URL cepBurca

ServiceNOwW B KOHTAKTHbIX AaHHbIX

Media
Type |ServiceNow W “
" Send to | hitps:/fdev1145588 service-now.com/
*When active | 1-7,00:00-24:00

Jse if severity |+ Mot classified
+' | Information
' | \Warning
W | Ayerage
" | High

v Disastier

Enabled |+

Update Cance



NENCTBUA

Kak n ansa nobbix Apyrux 4encTBuiA, CBA3AHHbIX C TPUIrepamMm, Mbl MOXeM yKa3aTb UCMOJIb30BaHMe
Crocoba onoseLleHUsa ans COObITUIN CBA3AHHbIX C:

@ [Tpobremamm

@ BoccraHoBneHmem npobriem

Y ObHoBNeHMeM npobriem

Action Operations 2

* Default operation step duration | 1h

Pause operations for suppressed problems v

Operations  Steps Details Start in Duration Action
1 Send message to users: ServiceNow via ServiceNow |Immediately Default Edit Remove
Add
Recovery operations  Details Action
Notify all involved Edit Remove
Add
Update operations  petails Action
Send message to users: ServiceNow via ServiceNow Edit Remove



TECTUPOBAHWE CIMTOCOBA ONMOBELLEHUA

© [TpocTon 1 6ecnniaTtHbIV crocob - ServiceNow Private Development Instance

@ BbICTpbIV AOCTYN 1 HACTPOIMKA — HY>KHA NNLLb PerncTpauuns

SerVicenﬁw Service Management

Filter navigator = Incidents m Search Number

(i) Incident INC0010024 has been permanently closed

e E\ ? All> Caller = Creator User=> Active = true > Universal Request is empty
$03 O, = Number ¥ = Opened = Short description

Homepage

@ INC0010028 2021-08-13 00:36:44 [PROBLEM] Device unreachable
Business Applications
S (D INC0010023 2021-08-12 03:02:52 Unable to connect to office wifi

ashboards

Service Catalog @ INC0010022 2021-08-12 02:58:35 Unable to connect to office wifi




MOJIb3OBATEJ/IbCKWUE PASPELLUEHVA B SNOW

[Tonb3oBaTtento B ServiceNow A0/IXHbI 6bITb NPeAOCTaBNeHbl CiegyroLLlme paspeLleHmns (ponn):

D rest_api_explorer

Entitled Custom Tables  Roles (10)  Groups(l) Delegates Subscriptions

@ sn_incident_write = | roles N olc v] earch ]
? User = Creator User > Role Name >=rest_api
502 O, = Role A = State = Inherited
Search Search Search

@ rest api_explorer Active false
@ sn_app_eng_studio.user Active true
@ sSn_g_app_creator.app_creator Active true
@ sn_incident _read Active true
@ sn_incident_write Active false
@ sn_table builder.user Active true




NOAPOBHOCTU NHUWAEHTA

@ [ToApO6HOCTM NPO6aEMBI MOXHO U3YUUTb B ONCAHNM

Configuration item

> Short
description

Description

O

Y

[RESOLVED] Device unreachable

Problem started at 12:23:38 on 2021.08.15
Problem name: Device unreachable

Host: Network device

Severity: Average

Operational data: 0

Original problem ID: 29699

Assigned to



ObHOBJIEHVE NHUMAEHTOB

Y Bce HOBble cobbITUA NO Npobneme (06HOBNEHKE/3aKPbLITUE) MOXHO YBUAETb B IEHTE AENCTBUIA:

Additional comments (Customer visible) Post

Activities: 3
CU Creator User Additional comments « 2021-08-1509:26:54

Problem has been resolved in 25s at 12:26:49 on 2021.08.15
Problem name: Device unreachable

Host: Network device

Severity: High

Original problem ID: 29701

CU Creator User Additional comments « 2021-08-1509:26:48

Zabbix Administrator (Admin) acknowledged, commented and changed severity from Average to High problem at
2021.08.15 12:26:44.
Test ACK!

Current problem status is PROBLEM, acknowledged: Yes.



NOMOJIHUTE/IbHO

9 Couetad nonb3oBaTtenbckuii {$ZABBIX.URL} v BcTpoeHHble {TRIGGER.ID},{EVENT.ID}
MaKpOoChbl - 406aBUM CCbINIKY Ha Npobemy B Zabbix

@ Co34aéM r106asbHbIV MakKpoC i MOANOULMPYEM LLIAbIOH COObLLEHINI

Macros v Message template
Message type | Problem recovery v
[SSNMP_COMMUNITY} public T~
Subject | [{[EVENT.STATUS}] {EVENT.NAME}
{SZABBIX URL} hitp://192.168.1.75/zabbix/ T~

Message | Problem name: {EVENT.NAME}
Host: {HOST.NAME}

Severity: {EVENT.SEVERITY}
|Original problem ID: {EVENT.ID}

I
Incident URL: {$ZABBIX.URL}{r_events.php?triggerid={TRIGGER.ID}&gventid=
{EVENT.ID}

i

Update Cancel




NOMOJIHUTE/IbHO

9 Takmm 0bpasom, nosiyyaem 6bICTPbIV 4OCTYMN K OPUTUHANBHOM nNpobsieme 13 ServiceNow

Activities: 2
AU APIUSER Additional comments « 2021-08-15 10:42:56

Problem has been resolved in 1s at 13:42:46 on 2021.08.15
Problem name: Device unreachable

Host: Network device

Severity: Average

Original problem ID: 29732

http://www.zabbix.com

I lelle CTNMUNE http://192.168.1.79/zabbix/tr_events.php?triggerid=19472&eventid=2973

Trigger details

Host Network device

Trigger Device unreachable

Severity Average

Problem expression last(/Network device/testa)=0

Recovery expression
Event generation Normal
Allow manual close Yes

Enabled Yes



NOMOJIHUTE/IbHO

9 TOT e pe3y/bTaT, HO NCMOoJiIb30BaHMEM MoJib30BaTe/IbCKMX nonen Tabauusl Incident B

ServiceNow 11 AOMOJIHATENbHOW HAaCTPOWKIK Cnocoba onoseLlleHn B Zabbix

% Table Incident [incident] v Application Global @ Number ‘ m ‘
% Type | String Q@ Adiive |~ %k Ccaller Q| @
s Column label Event URL in Zabbix Function field Category Inquiry / Help w
%k Columnname  u_event_url Read only Subcategory — None — v
%k Max length 2048 Mandatory | | Service Q
Display |+ Service offering Q,
Choice List Specification = Default Value Configuration item Q,
The Default value specifies what value the field has when first displayed. >k Short description [RESOLVED] some trigger fire
Description Problem started at 09:14:55 on 2021.08.23
Default value Problem name: some trigger fire
Host: IPMI Host

Severity: Average
Operational data: 1

Original problem ID: 1556
Delete Column Update

u_event_url 18 ABBIX . URLYir_events php?tric | Remove Event URL in Zabbix http://192.168.1.75/zabbix//tr_events.php?triggerid=17468&eventid=1556

U_recovery time EVENT.RECOVERY.DATE} {EVE | Remaove

Recovery Time 2021.08.23 09:15:45




NOMOJIHUTE/IbHO

Y Mcnonb3ysa cyllecTByroLMe Noas, MOXHO Ha3HauUNTb MHUMAEHT CPa3y Ha HY>XKHYH Fpymnny

(TpebyeTcsa moamndrKaLma OpUrMHanbHOro javascript)

Tags 1 Macros nventory  Encryption  Value mapping

data ° Shor\t_descr\iption - pa r‘ams ° aler‘t_SUbjeCt; If.lss gnfnent_En:u:, :atahaEE
data.description = params.alert message;

data.comments = params. alert message; assignment_group IEVENT TAGS. Assignment_Groug

data.assignment_group = params.assignhment_group;

A TakKXXe MHoroe gpyroe:

Impact 3-Low
. Ha3HaueHme cpa3y Ha OTBETCTBEHHOIO

Urgency 1 - High

° YKa3aHue KaTeropum cepBuca

Priority 3 - Moderate

. icnonb3oBaHue gpyrux Tabnny, ServiceNow Assignmentgroup | Database q

S




PELLUEHWE NPOBJIEM

© Kak v B cnyyae ntoboro gpyroro cnocoba onoseLleHMiN ybeanTecb UYTO He 3abbiv 3a4aTb

KOHTAKTHblI€ AdHHbIE INMO0JIb30BaTe€J1HO

Time User/Recipient Action Message/Command Status Info

2021-08-15 16:50:56 ServiceNow A Failed
X

2021-08-15 16:50:54 0 No media defined for user.

9 [TpoBepbTe, UTO UCnosb3yeMbint URL KOppekTeH

Time User/Recipient Action Message/Command Status Info

2021-08-15 16:53:23 ServiceNow A ServiceNow Failed ﬂ

X

2021-08-15 16 Sending failed: Error: cannot get URL: Couldn't resolve host name.



PELLUEHWE NPOBJIEM

© YbeauTecb, UTO NapamMeTpbl servicenow_user vi servicenow_password yKa3aHbl BEpPHO B

HaCTPoIKax cnocoba onoBeLLeHNIA

Device unreachable Time User/Recipient Action Message/Command Status Info

........................................................... 2021-08-15 16:56:12 ServiceNow MK ServiceNow Failed ﬂ

X
Sending failed: Request failed with status code 401: "User Not Authenticated" Check debug log for more information.

1 2 1J1IsK 50D0AC8 15 10wW [1H1s8e

@ [poBepbTe, UTO NoNb30oBaTeNto ServiceNow npeAoCTaBAeHbl OCTATOUHbIE MNPaBa



SAMETKW

© OLHOCTOPOHHAA UHTErpauusa — UsaMmeHeHunsa nHumaeHTa B ServiceNow He 6yayT OoTpakeHbl B
Zabbix

© [lobaBnga fon. NoNs B HACTPOMKax — yoeamTtechb, YTO NCMOJib3yeTe KOPPEKTHbIN 414
MCcnonb3yemMon Bepcnm ServiceNow CMHTaKCKUC

D Cnegute 3a 3aMeTKaMU K HOBbIM BbIMyckaM Zabbix — HacTponkn n meTozbl CNoCcobbl

OnoBeLleHN MOryT MeHATbLCH



ZABBIX >

UP ONLINE

BOIMPOCHI?

NITOPb NIOPBAY .
MHXEHEP TEXHYECKOW MOAAEPXKW

ZABBIX



ZABBIX >

UP ONLINE

CNMACUBO!

NITOPb NIOPBAY .
MHXEHEP TEXHYECKOW MOAAEPXKW

ZABBIX



