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GRANULAR PERMISSION REQUIREMENTS
CORPORATE ENVIRONMENTS



PERMISSIONS GRANULARITY

NOC Team role

)

)

Access to Dashboards and maps
Restrict unnecessary Ul elements
Restrict APl access

Restrict configuration

Restrict closing problems

Network Administartor role

©  Access to Dashboards and Maps
© Access to Configuration

© Restrict APl access

©  Restrict unnecessary Ul elements
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ROLES AND MULTI-TENANCY
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In multi-tenant environments granular permission play a very important role

© The Ul should be as intuitive as possible for different roles and tenants

© Each tenant can have different monitoring requirements

© Restricted access to elements per tenant @ @ @

© Isolation between tenants
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USER ROLES IN 5.2

IMPLEMENTING A MORE GRANULAR PERN
LOGIC WITH USER ROLES



USER ROLE

Starting from 5.2 users will have a User role assigned to them. Depending on the role, a
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corresponding User type will also be assigned:

Users

User Media Permissions

S U User role x | Select

Usertype  User
Permissions  Host group Permissions
All groups Mone

Fermizsions can be assigned for uzer groups only.

Access to Ul elements

TRV 02shocar | proviems | Hosis | Overvew | Lattdat | Screens | aps | services |
inventory (NN X2
Reports

Access to modules
No enabled modules found.

Access to API

Access to actions

Create and edit dashboards and screens | Create and edit maps | Acknowledge problems
Change severity | Add problem commenis | Execule scripis




USER TYPES

© User types are not being removed
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© Aroleis linked to one of the 3 user types

User roles

*Name | Admin role

User type | Admin v
User
= o nts
|:U}JGI [=L"IRRIIN} |
Monitoring ' v| Dashboard v | Problems v | Hosts
v | Overview v | Latest data v | Screens

v Maps v Discovery v Services




USER TYPES

Frontend sections restricted by user type
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Superadmin: Admin; User:

€ Monitoring Monitoring &> Monitoring

Inventory Inventory ‘= Inventory

Reports Reports M Reports

Configuration

Configuration

Administration




DEFAULT USER ROLES

Available in Administration — User roles
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By default this section contains 4 preconfigured user roles
© Super admin role

© Admin role

© User role

© QGuest role




SUPER ADMIN ROLE
-
=
©  Default Super admin role is static — users cannot modify this role &
Name a # Users
Admin role Users 1 Tenant Admin
Guest role Users =2 @
Super admin role | Users 1 Admin (Zabbix Administrator) ; o _°
User role Users 4 AP, Arturs, guest, Tenant User .
Displaying 4 of 4 found
h L
© This is because at least a single Super admin role MUST exist in your environment . @

f1
by

© Newly created roles of type Super admin can be modified



USER ROLES SECTION

Each of the default roles contains the maximum allowed permissions per user type:
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ZABBIX <« User roles

* Mame | Admin role

Monitoring

User type | Admin w

[ELA Access to Ul elements
Reports Monitoring |+| Dashboard +| Problems +| Hosts

| Overview +| Latest data +| Screens
Configuration - +| Maps +| Discovery +| Services
Administration  ~ Inventory  |v| Overview +| Hosts
General Reports System information +| Availability report +| Triggers top 100

. Audit Action log +| Notifications

Proxies
Authenticalion Configuration |+ Host groups +| Templates +| Hosts

+| Maintenance ~| Actions Event correlation
User groups : ]

+ | Discovery | Services
User roles

Administration General Proxies Authentication

Uz User groups User roles Users

Media types Media types Scripts Queue




Ul ELEMENT RESTRICTION

Access to Ul elements for each role can be restricted
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© NOC user role that has access only to Dashobards and maps

User roles Users
* Name ‘ User Media Permissions
User type | User ~

WG NOC Team % Select

User type  User

Access to Ul elements

Monitoring v Dashboard Problems Hosts
Overview Latest data Screens A o
Permissions  Host group Permissions
V| Maps Discovery Services )
All groups Read-write
Inventory Overview Hosts
Reports System information Availability report Triggers top 100 Permissions can be assigned for user groups on|y_
Audit Action log Notifications
Configuration Host groups Templates Hosts Access to Ul elements
Maintenance Actions Event correlation Monitoring [DEENL] m
Discovery Services
Inventory
Administration General Proxies Authentication
User groups User roles Users Reports

Media types Scripts Queue




Ul ELEMENT RESTRICTION

Access to Ul elements for each role can be restricted
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© NOC user role that has access only to Dashobards and maps

4\ 11D RSl Global view

All dashboards / Global view

@ Monitoring System information
| Dashboard Parameter Value Details 1
Zabbix server is running Yes Total
Maps
Number of hosts (enabled/disabled) 1 1/0
Number of templates 146

Number of items (enabled/disabled/not supported) 88 82/0/86

Number of triggers (enabled/disabled [problem/ck]) 48 48710[1/47] 1 0
Ave Warnin
Number of users (online) 3 2 = <
Problems
Timew Info Host Problem « Severity Duration Ack Actions Tags

03:.01:37 = Zabbix server Zabbix agent is not available (for 3m) 17h 1m 31s No




HOST GROUP PERMISIONS

Note, that User Group access to Host Group still have to be properly assigned!

N
>
on]
=
>
(%)
c
<
=
3
©)
z
=
Z
m
~
n
o
N
o

User group  Permissions @  Tag filter

Permissions  Host group Permissions

All groups None

Application Servers Read-write Read Deny None
Linux servers Read-write Read Deny None

Network devices Read-write Read Deny None

Riga Servers Read-write Read Deny None

type here to search Select Read-write Deny None

Include subgroups

Add




ACCESS TO API

APl Access can also be restricted for each role
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© Used when creating API specific user roles

Access to API

Enabled |v/|

APl methods | Allow list Deny list

type here to search | Select ‘




APl METHOD RESTRICTION

Ability to implement APl method Allow or Deny lists
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© Useful in envrionments with many administrative roles

© For example - create a user that can only use get methods

Access to API

Enabled v

APl methods BWAUTR[E S Deny list

event.get X | history.get X m Select
m template.get X | trend.get X
trigger.get ¥

type here to search




APl METHOD RESTRICTION EXAMPLE

If the method execution is not permitted, «no permission to call method» error will be
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displayed:

"jsonrpc": "2.0",
"error": {

"code": -32602,

"message": "Invalid params.",

"data":
s




ACCESS TO ACTIONS

Each role can have a specific list of actions that it can perform with respect to the role
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User type.
User type: User User type: Admin
Access to actions Access to actions

v | Create and edit dashboards and screens Create and edit dashboards and screens

v Create and edit maps Create and edit maps

Create and edit maintenance Create and edit maintenance

Acknowledge problems Acknowledge problems

Close problems Close problems

Change severity Change severity

Add problem comments Add problem comments

NEASEASEASEAS A RASEAS

S KITKKTK

Execute scripts Execute scripts




RESTRICTING ACTIONS EXAMPLE (1)

Restricting the role

Access to actions

/| Create and edit dashboards and screens
v/ | Create and edit maps

Create and edit maintenance

Acknowledge problems

Close problems

v/ | Change severity
| Add problem comments

v | Execute scripts

Result in the frontend

Update problem

Problem Zabbix agent is not available (for 3m)

Message

History

Scope

Change severity

Time User User action

®  Only selected problem

Selected and all other problems of related triggers 1 event

Acknowledge

Close problem

Message
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RESTRICTING ACTIONS EXAMPLE (2)

Unrestricted role

Access to actions

| Create and edit dashboards and screens
v Create and edit maps

Create and edit maintenance

v/ Acknowledge problems
Close problems

v Change severity
v/ Add problem comments

| Execute scripts

Result in the frontend

Update problem

Problem Zabhix agent is not available (for 3m)

Message

History  Time User User action

Scope (@) Only selected problem

Selected and all other problems of related triggers 1 event

Change severity

Acknowledge |v

Close problem |v

Message
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DEFAULT ACCESS

Default access for new elements of different types can be enabled or disabled for user
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roles:

Default access to new actions |v

Default access to new modules v

Default access to new Ul elements

If enabled, whenever a new element is added, the user belonging to this role will

automatically have access to it.




ROLE ASSIGNMENT POST-UPGRADE

After migration to 5.2, the users will have the pre-created Admin/User/Super admin roles
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assigned to them:

User Media Permmissions

User type  Admin

Permissions  Host group Permissions
All groups MNone
Linux servers Read-write
Training/Servers Read-write

User Media Permissions

* Role Select

User type  User

Permissions  Host group Permissions
All groups MNone
Linux servers Read-write

Training/Servers Read-write
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HOW ROLES CAN BE USED IN DIFFERENT
ENVIRONMENTS



READ ONLY ROLE

A role that has no ability to create or modify any elements
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© Read only access to dashboards
© Read only access to problems
© No access to API

© No permissions to execute frontend scripts




READ ONLY ROLE

First off, let's decide on User type and sections, which this role should have access to
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“Name | Read only role

User type | User ~

Access to Ul elements

Monitoring |+ Dashboard /| Problems | Hosts
Overview /| Latest data /| Screens
Maps Discovery Services
Inventory Overview Hosts
Reports System information Availability report Triggers top 100
Audit Action log Notifications
Configuration Host groups Templates Hosts
Maintenance Actions Event correlation
Discovery Services
Administration General Proxies Authentication
User groups User roles Users
Media types Scripts Queue

“ At least one Ul element must be checked.




READ ONLY ROLE

We also need to restrict access to actions, APl and decide on the new Ul element and
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v

module permiSSIOn |OgIC Default access to new Ul elements

Access to modules

No enabled modules found.

Default access to new modules

Access to API

Enabled

APl methods BAIGIATES Deny list

‘ ype here to search Select

Access to actions

Create and edit dashboards and screens
Create and edit maps

Create and edit maintenance
Acknowledge problems

Close prablems

Change severity

Add problem comments

Execute scripts

Default access to new actions




READ ONLY ROLE

© No option to create or edit a dashboard
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© Access to dashboards is granted and evaluated based on Dashboard sharing options

and User group — Host group relationship.

Dashboards 53]

Fiter YW

Name Show m Created by me

Name a

Global view
Network Dashboard
Riga Dashboard

Zabbix server health

Displaying 4 of 4 found




READ ONLY ROLE

@ Restricted Ul elements hidden
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© Acknowledge button is not clickable for this Role
ZABBIX sl Problems [ Exportiocsv JEL]

@ Monitoring : Show Recent problems History Host inventery | Type A Remove

Add

Dashboard

Host groups Select

Problems
Haosts Select Tags m er
Application Select DEMmovE

Latest data Add
Triggers Select
Screens Show tags None 1 2 Tag name JET Shortened None
Problem
Maps Tag display priority
Severity Nat classified Warning High
Information Average Disaster Show operational data m Separately With problem name
Age less than days Show suppressed problems Show unacknowledged only
Compact view Show timeline |v
Show details Highlight whole row
Time v Severity Info Host Problem Duration Ack Actions Tags
10:22:01 o Average Linux Host B 1 /boot: Disk space is critically low (used = 90 %) JEll 1m 26s No
@  Support 10:22:01 o Average Linux Host B 1 /- Disk space is critically low (used = 90 %) Bl 1m 26s No

Displaying 2 of 2 found




RESTRICT ACCESS
TO ADMINISTRATION SECTIONS

A Superadmin type role that has no access to User configuration and General Zabbix
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settings

©  Ability to Create and manage proxies
©  Ability to define media types and frontend scripts

©  Access to queue section to see the Zabbix server and proxy health status




RESTRICT ACCESS
TO ADMINISTRATION SECTIONS

User type — Super admin. General and User sections are restricted for this role

“Name

User type

Monitoring

Inventory

Reports

Configuration

Administration

Monitoring Superadmin

Super admin v

Access to Ul elements

| Dashboard
v Overview

v Maps

v | QOverview

v | System information

v | Audit

+ Host groups
v Maintenance

v Discovery

General
User groups

v Media types

Problems
Latest data

Discovery

Hosts

Availability report
Action log

Templates
Actions

Services

Proxies
User roles

Scripts

v

Hosts
Screens

Services

Triggers top 100

Notifications

Hosts

Event correlation

Authentication
Users

Queue
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RESTRICT ACCESS
TO ADMINISTRATION SECTIONS

© Restricted Administration elements are hidden
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© The Monitoring Super admin user still has the ability to create new Proxies, Media Types, Scripts

and has access to the Queue section

ZABBIX <« = Proxies Create proxy
Q, Fiter
€ Monitoring Name | | | Mode NN Active | Passive
‘= Invento
"
M Reports
Name Mod E f Compression Last g H Item count Required perform H

v 1 o~ e

» wUnguauu Riga Proxy Active m m Never 1 42 0.5 Linux Host C
B Administration ~ Displaying 1 of 1 found

| Proxies 0 selected

Media types

U




ROLES FOR MULTI-TENANT ENVIRONMENTS

Zabbix Dashboards and maps are used by multiple tenants to provide monitoring data
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© Read only access to dashboards
© Read only access to maps

© No access to API

© No access to configuration

© Isolation per tenant




ROLES FOR MULTI-TENANT ENVIRONMENTS

We will be creating a user type role with very limited access to Ul

* Name

User type

Monitoring

Inventory

Reports

Configuration

Administration

Tenant NOC

User v

Access to Ul elements

v Dashboard
Overview

v Maps

Qverview

System information

Audit

Host groups
Maintenance

Discovery

General
User groups

Media types

Problems
Latest data

Discovery
Hosts

Availability report

Action log

Templates
Actions

Services

Proxies
User roles

Scripts

Hosts
Screens

Services

Triggers top 100

Notifications

Hosts

Event correlation

Authentication
Users

Queue
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ROLES FOR MULTI-TENANT ENVIRONMENTS

Let's use tag-based permissions to isolate our Hosts per tenant
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Usergroup  Permissions @  Tag filter @

Permissions  Host group Permissions
All groups None
Linux servers Read-write Read Deny None
type here to search Select Read-write Read Deny m

Include subgroups

Usergroup  Permissions @  Tag filter @

Permissiony  Host group Tags Action
Linux servers Tenant: Zabbix SIA Remove
type here to search Select tag value

Include subgroups

Add

l Delete ] l Cancel l




ROLES FOR MULTI-TENANT ENVIRONMENTS

Don't forget to tag your problems! This time I'm doing the tagging on the host level:

Host Templates 1 IPMI  Tags 2 Macros 2  Inventory  Encryption

Name Value Action
Tenant Zabbix SIA Remove
DC Riga Remove

Add

Update | Clone ‘ ‘ Full clone ‘ ‘ Delete ‘ ‘ Cancel ‘
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ROLES FOR MULTI-TENANT ENVIRONMENTS

© The Ul is restricted only to the required monitoring sections
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© Tag-based permision ensure that we are seeing problems related to our tenant

r4:\\=1:1 ). Sl Riga Dashboard 3]

aaaaaaaaaaaaaaaaaaaaaaaaaaa

Status Info Host Problem + Severity Duration Ack Actions




ROLES - WHAT'S NEXT?

Implementing user roles can help you manage your Zabbix environment!
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© Improve auditing © Restrict APl access
'__ O' b -@-
© Restrict configuration © Remove unwanted Ul elements
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