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How to collect data in a application level
using only frontend Zabbix features?
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HTTP CHECKS

Before 4.0: you can use a user parameter with cURL command
curl -s -X POST -H "Content-Type:application/json" -H "AuthToken:djA546Z@E"
https://$1/api/backups?pretty=true -d '{"status": "Failed"}'

Item  Preprocessing

*Name | List of failed backups
Type | HTTP agent

*Key | list.backups|failed]

Sta rti n g frO m Za b bIX 4 . O : “URL | https://{HOST.CONN}/api/backups
you can use HTTP agent Query filcs

Request type = POST ¢
Timeout | 3s
Request body type Raw data XML data

Request body | {"status": "Failed"}
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HTTP CHECKS

Many applications are exposing their data via RESTful APIs

Allows data polling using HTTP/HTTPS protocol
Makes it easy to monitor applications and services

No agent is required
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Preprocessing

Preprocessing allows to define transformation rules for
received values

One or several transformations are possible
All preprocessing is done by Zabbix server
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Dependent Item

To allow for bulk metric collection and simultaneous use in several related items, Zabbix supports

dependent items

The master item automatically populates the values of the dependent items

Zabbix preprocessing options can be used to extract the part that is needed for the dependent item
from the master item data

Only Zabbix server is processing dependent items
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Discovery using dependent items -

Master item data can be used
to discover entities (items, triggers, graphs)
to fill discovered items with values
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ractical Scenario

The number of people to have died from Covid-19 in Brazil has passed
150,000.

Brazil has the second-highest coronavirus death toll in the world, after
the US, and the third-highest number of cases after the US and India.
The country also passed five million total infections earlier this week.

We are going to collect Brazillian Covid-19 statistics, using only
Zabbix frontend features




Brazillian Covid-19 statistics data co

llection using Zabbix

JSON Raw Data Headers
Save Copy Collapse All Expand All
data:
Source of Information o
uf: sP
External public HTTP JSON Data state: "sio Paulo
CAsEes: 1838287
. deaths e
https://covid19-brazil-api.now.sh/api/report/vl deatns:  3ssas
suspects: 5334
refuses: 596
datetime: 2828-18-27T22:38:45.4167
1:
uid: 31
uf: MG
state: Minas Gerais
CAsEes: 351833
& C 8 covid19-brazil-api.now.sh/api/report/vl + 0@ * e deaths: 8789
suspects: 925
{"data": [{"uid":35,"uf":"SP", "state": "SE0 Pauln", "cases":1098207, "deaths": 38885, "suspects" 15334, "refuses": 596, "datetine": " 2000-10-27722: 38:45,4167" ], {"uid":31, "uf": "NG", "state": "Minas )
Gerais”,"cases" 1351033, "deaths": 8789, "suspects™ 1925, "refuses" 1104, "datetine"™: "2020-10-27722:38: 45,4162}, { "uid":29, "uf": "BA", "state": "Bahia", "cases": 347721, "deaths":7519, "suspects™: 573, "refuses”: 36, "datetine": "2020-10-27722: 3845 . 4161"}, refuses: le4
"wid":33,"uf":"R1", "state": "Rio de Janeiro","cases":364904,"deaths":20292, "suspects":1254, "refuses” 1148, "datetime": "2020-10-27722:38:45.4167"}, { "uid": 23, uf " "CE", "state": "Ceard”, "cases": 271086, "deaths": 9305, "suspects" 1493, "refuses" : 89, "datetine": "2020- 10- datetime 2828-18-27T22:38:45 . 2167
27T22:38:45.4167"},{"uid" 152, "uf": "60", "state": "Goias", "cases" 1251400, "deaths" 15648, "suspects”:353, "refuses": 55, "datetine" : "2000-10-27722: 38:45,4167"}, { "uid":42, "uf":"5C", "state": "Santa getetims: SHemmammesies AR TmaeTmaEs
Catarina","cases": 249899, "deaths":3859, "suspects":346, "refuses":47, "datetime": "2020-10-27722: 38:45. 416"}, { "uid":15,"uf": "PA", "state": "Pard", "cases": 248235, "deaths": 6729, "suspects":43, "refuses": 23, "datetime": "2020-10-27722:38:45.4161"}, 2
"uid":43,"uf":"RS", "state": "Rio Grande do Sul","cases":238396,"deaths":5665, "suspects":416, "refuses™:330, "datetine": "2020-10-27722: 38:45.4162"},{"uid": 53, "uf": "DF", "state": "Distrito
Federal”,"cases":218774, "deaths": 3653, "suspects": 327, "refuses":107, "datetime": "2020-10-27722: 38:45..4161"}, { "uid":41, "uf": "PR", "state": "Parana", "cases": 209541, "deaths":5129, "suspects":400, "refuses” :119, "datetime": "2020-10-27722:38:45.4161"}, uld: 29
"uid":21,"uf":"MA", "state™: "Maranhio 84668, "deaths" 14014, "suspects" 125, "refuses”: 13, "datetine": "2020-10-27722:38:45.4162"}, {"uid": 26, "uf": "PE", "state": "Pernambuco”, "cases" : 168354, "deaths " 18575, "suspects" 189, "refuses": 23, "datetine": "2026-10- .
27722:38:45.4162"}, {"uid" 113, "uf": "AN", "state": "Amazonas ", "cases": 158718, "deaths" 14478, "suspects" 118, "refuses”:26, "dateting": "2020-10-27722: 38:45.4167" },{ "uid": 32, "uf": "ES", "stat spirito uts Ba
santo”,"cases":152143, "deaths": 3816, "suspects": 71, "refuses":21, "datetime”: "2020-10-27722:38:45.4167" }, { "wid":51,"uf": "NT", "state™: "Mato Grosso","cases":141013, "deaths":3761, "suspects” 45, "refuses" 8, "datetime": "2020-18-27722:38:45.4161"}, state: Bahia
{"uid":25,"uf"1"PB", "state": "Paraiba", "cases" 1131435, "deaths" 13070, "suspects":85, "refuses": 11, "datetime": "2020-10-27722: 38:45,4167" |, { "uid": 22, "uf":"PI", "state": "Plaui", "cases" 1110864, "deaths" 12363, "suspects” 112, "refuses”: 2, "datetime": "2020-10-27722:38:45, 416"}
{"uid":27,"uf"1"AL", "state”: "Alagoas”, "cases" 190384, "deaths":2221, "suspects” 43, "refuses”: 22, "datetine”: "2020-10-27122:38:45. 4167 "}, { "uid": 28, "uf": "SE", "state": "Sergipe", "cases” 83965, "deaths "1 2184, "suspects” 15, "refuses” 111, "datetine": "2020-19-27722: 3845 4161" CAsSEs: 347721
"wid":50,"uf":"Ms", "state": "Nato Grosso do Sul”,"cases":8@538,"deaths":1566, "suspects":93, "refuses”: 26, "datetime": "2020-10-27722:38:45.4167"},{ "uid": 24, "uf": "RN", "state": "Rio Grande do MNorte","cases":8067,"deaths":2564,"suspects™: 108, "refuses":22, "datetine"™: "2 deaths
10-27722:38:45.4167"},{"uid":17, "uf":"10", "state": "Tocantins", "cases": 74580, "deaths " :1889, "suspects” 13, "refuses" @, "datetine" : "2020-10-27722:38:45.4161"}, { "uid": 11, "uf": "RO", "state": "Rondénia", "cases": 70887, "deaths": 1448, "suspects":61, "refuses": 2, "datetime": "20 HEaL=. 7513
10-27722:38:45,4167"},{"uid": 14, "uf": "RR", "state": "Roraima", "cases": 56182, "deaths" 1691, "suspects":9, "refuses":0, "datetine": "2000-10-27722:38:45.4167", { "uid": 16, "uf": "AP", "state": "Amaps", "cases":51427, "deaths": 743, "suspects": 15, "refuses":8, "datetine": "2020-12- suspects: 573
27T22:38:45.4167"}, {"uid" 112, "uf": "AC", "state": "Acre”, "cases":30380, "deaths” 1630, "suspects”:12, "refuses™:0, "datetime": "2020-10-27722: 38:45.4167" }] }
refuses: 36

2828-18-27T22:38:45.4167




—

| divided the process in two Steps

Step 1 — Host called Brazil with a LLD Http agent template with a host prototype inside for the creation of the hosts
represents the information of each brazillian state.

Step 2 — The host created in the first step has a template with a dependent item low level discovery that get all
data from covid-19 for each host Brazilian state.
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Trigger prototypes

Host prototypes 1

Alltemplates / Template Covid-19 Brazil  Discovery list / States Discovery

Template states discovery

Http Agent item Low level discovery for the Brazilian State creation

Key Interval

Graph prototypes Host prototypes 1 state discowvery 1d

4l templates / Template Covid-19 Brazil  Discovery list | Descobre estados  Item profofypes  Trigger profofypes  Graph prototypes

Discovery rule  Preprocessing  LLD macros
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Template COVID-

Above the list of the hosts created.
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Master http Agent Item

Master Item extracting data from http web site json format

" Name DV data
Type |HTTP agent v
All templates / Template Covid-19 States Brazil  Applications 1 Items 1 Triggers  Graphs Screens  Discovery rules 1 Web scenarios
*Key | dados.covid
Template Linked templates  Tags Macros URL | hitps:/ifcovid19-orazil-apl.now.sh/apireporiivi Parse
Query figlds lame
* Template name | Template Covid-12 States Brazil -
Visible name
. " Reguestiype |GET w
001 ol Templates/Applications »x Select
Timeout | 15s
o lequest body type JSON data XML data
Description
Requsst body
A
2
Headers
Update | Clone | | Full clone | Delete | | Delete and clear | | Cance | = Remove
Add
lired status codes | 200
Wizard MName Trigoers Key Interval History Trends Type Applications Status

Caovid-19 data dados.covid 4h 1d HTTP agent dados




Low level Discovery using dependente item

Master Item extracting data from http web site json format

Host Mame = tems Triggers Graphs Hosts Key Interval Type

Graph prototypes Host prototypes descobre estados Dependent item

5]

Template Covid-1% States Brazil Covid-1% data: Descobre estados Item prototypes & Trigger profotype

Discovery rule  Preprocessing  LLD macros  Filters  Overrides

All templates / Template Covid-19 States Brazil  Discovery list / Descobre estados ~ Item prototypes 6  Trigger prototypes  Graph prototypes  Host prototypes
Discovery rule  Preprocessing LLD macros  Filters  Overrides LLD macros LD macro JSONPath
{#STATE} §.state

* Name | Descobre estados] J— -
{#UF} $uf

Type | Dependent item v Add

“Key | descobreestados m @ m
Master tem sekct — h—

* Keep lost resources period | 0

Description
scovery rule  Preprocessing  LLD macros  Fiters  Overrides

=

Filters | abel Macro Regular expression

A BSTATE) maiches v | | {HOSTNAME}

Add

Enabled

L
MR [cone ] i (oo ] [oome




ltem prototypes

All hosts / Alagoas Enabled

Nizard Namew

em prototype

Preprocessing

Discovery list / Descobre estados  ltem prototypes 5

Data Cov

Data Covid-1
zil: Data Covid-1 E}. Number of deaths {#UF}
Data Covid-19 {#STATE}: Number of cases {#UF}

Covid-19 data: Data Covid-19 {#STATE}

Key
covid.suspeitos[F#UF}]
covid.descartados[{#UF}]
covid.obitos[{#UF]]
covid.casos|#UF}]

dados.covid[{FUF}]

Trigger profotypes

Dependente Prototype item

Covid-19 information for each state

Graph prototypes
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2. | JSONPath
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4: | JavaScript
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covid.casos[EUFY]
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Gelocalizantion Reference

Master item, and dependente item with preprocessing to colect the

geo localization, it will be use in world map Grafana plugin.

FPreprocessing

L EU PR Get Location)

Type |HTTF agent

*Key | tempo

"URL | hitp:/fapi.openweathermap. org/data’?_siweather

Query fields Mame
q
APFID
units
Add
Nizard Name v

WMaster Geoloc
Iaster Geoloc; Longitude

Master Geoloc; Latitude

‘/UNIIQ&D&

58ad43b39de0fb13745b1d

‘ Name | L atitude]
Type | Dependentitem v
*Key | lafitude
* Master item
pe of information | Numeric (float) v

Units

ry siorage period

1d storage period

Do not keep history Storage period R

Do not keep trends 365d

Show value | Asis
Mew application
Applications | -Mone-
BA
dados
0et Preprocessing
gec ; i £
Freprocessing sieps B
0ec 1. | JSOMPath

(1]

| Clear history and trends




Lastest data

Follow the lastest data with a filter in the host Sao Paulo

Sao Paulo

P Mhmeila

Host groups Select MName
als-M Sao Paulo X Select Show items without data |+

Show details |+

Application | Sp Select

MName nterva Histo Trends Type Last check Last walue Change

5P (S ltems)

Mumber of suspects 3P S0d 385d Dependent item 2020-10-25 22:29:41 5334 Graph

. - oo

Mumber of descates SP S0d 385d Dependent item 2020-10-25 22:29:41 558 Grapl
id.descartados[SP

Mumber of deaths 5P S0d 385d Dependent item 2020-10-25 22:29:41 35007 Graph
id.al SP]

Mumber of cases SP S0d 365d Dependent item 2020-10-28 22:29:41 1103582 Graph
id.casos[SP]

Data Covid-19 Sao Paulo S0d Dependent item 2020-10-28 22:29:41 {wid™ 35 "uf"5P" "state™"Sa0 Paulo" "cases. . History

- other - (3 ltems)

Longitude a0d 365d Dependenti . 2020-10-29 10:08:37 -46.64

ongitude

Latitude a0d 365d Dependenti... 2020-10-29 10:028:37 -23.55

atitude
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Final visualization with Grafana

Total Cases Covid-19 Brazil Total Deaths Brazil
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