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About the Client

ZABBIX




Nationwide ISP with over 9k
Routers/Switch/AP

Zabbix Deployment:

1 Zabbix Server

2 Frontend (NOC/Client)

8 Proxy

MariaDB Cluster (3 Nodes)
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Parameter

Zahbix server is running

Mumber of hosts (enabled/disabled)

Numker of templates

Mumber of items (enabled/disabled/not supported)
Mumber of triggers (enabledidisabled [problemiok])
Mumber of users (onling)

Required server periormance, new values per second

Value

Yes

93389

203

669531

283493

62

104253




First StEPs




Database size was increasing rapidly because of:
« Host quantity over 9K
* Monitored Interfaces (2K+ in some Hosts)




Data storage decrease:

« Monitoring of host health: Ping, Interface Throttling
status
 Monitoring of primary and secondary OVERRIDES

Interfaces at same rate
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Trouble in the other
Side



Former configurations help us to take control of data storage

and syncers, but proxy performance began to decline, because

of:

« High timeout configuration due to host in remote cities.

 High percentage of unreachable poller due to power off
equipment

« High usage of pinger/pollers



Relaxed Update interval Action

Dynamically update the configuration of items (Update

interval), in order to decrease pollers utilization in long term

problem events.

» Use Zabbix API to update items configuration.

» (Generate script to invoke APl methods (curl).

» With Action step increase dynamically update interval.

» With Action Recovery Operation get value back to normal
when problem end.

* Mame

Scope

Type

Execute on

= Commands

Description

Change ping delay

Webhaook m SSH | Telnet IPMI
Zaobix agent Zabbix server {proxy)

cuxl ~k -5 —-H 'Contents—Typ=: -:vp__:..t- o :o'-r:n: =
{ vz o VM item. dpn-te "params"

Haost group | Al R

| Clone | | Dalete | | Canca| |




If a host remains unreachable for a long time maybe it was
decommissioned or need a full reposition.

Using the same logic disable the host to avoid unreachable
poller congestion.

curl -k -s -H 'Content-Type: application/json-rpc' -d

"{\"jsonrpc\":\"2.0\",\"method\":\"host.update\",\"params\":
,\"auth\":\"{$AUTH.TOKEN}\",\"id\":2}"

http://127.0.0.1/zabbix/api_jsonrpc.php




EXPECTED Result

Zabbix Proxy AZT08: Zabbix data gathering process busy %
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Next Steps




« Configuration made on 5.0, upgrade to 5.4/6.0 in order to
optimize scripts using AP| Tokens.

« Automatically organize host by latency to lower Timeout
configuration in some proxies.

« SNMP query using discovery SNMP OID and dependent
items for remote host with limited interfaces (Radios/AP)



MASTER

Mame | Interface raw data

Type | SNMP agent w

mestamp Value

rzy | snmpintefaces 2021-08-11 22:56:24 [{" {SMMEINDEK}":"1", "[FOFERITATUS" : "1, "IENAME" : "wized0", "LFGUT" : "1 70819625168, "IFIN" : "3985T 1682315 ), {"
{SRMPINDEX}"™:-"2", " PERSTRAIUS":"1","IFKRAME" : "apz0",  "IFOUL":"1085686 "IF FeA™
* Host inferface | 10.127.204.14 - 181 h [ SWMPINDEX) " "3", "IFOPERSTATUS" : "1 ", "IEWAME" : "aprl™, "IFOUT" - "797121631 667", "IFIN" - "210211175983"} ]

[{"{SHMEINDEX}™:"1", "IFOFERSTATUS " :"1", "IFHAME" : "wized0", "IFOTI":
FER3ITATTS":"1", "IFHAME

FOFERSTRATITS" - "1", "IEHAME

*SMMP OI0 | discoveny([#IFOPERSTATUSL1.36 12122 1.8 #FMNAME) 1.36.1.2.1.31.1.1.1.1, | 2021-05-11 22:55:25
Type of information | Text k4

* Update interval | 1m

Interface apri) (2 liems)

Interface aprli): Bits recaived ﬂ Td 365d Dependent item 2021-08-11 23:05:24 20.02 Kops +12.25 Kbps
net itinffHCInOetets. 2]

Interface aprO): Bits sent [ 7d 365d Dependentitem  2021-02-1123.05.24 40.32 Kops +21.52 Hbps
net I it

Interface aprd(): Operational status I 7d 0 Dependentitem  2021-02-11 22:52:24 wp (1)

net if status[ifOperStatus. 2]

Interface apri() 2 liems)

0 U T p Interface apri(): Bits recsived JEI Td 365d Dependent item 2021-02-11 22:05:24 26.37 Kops +12.74 Kbps
net if.in{fHCINC:

Interface apri(}: Bits sent A 7d 365d Dependentitem  2021-02-11 23.05:24 78.58 Kops +52.23 Hbps

net HifHCCwiOctets. 3

U I Interface apr1(): Operational stetus [ 7d 0 Dependertitem  2021-08-11 22:52:24 up (1)
net if status[ifOperS! ]

Interface wired0() (2 [tems)

Interface wiredd(): Bits received ﬂ Td 365d Dependent item 2021-08-11 23:05:24 158.72 Kbps +100.88 Kbps
net. LinfifHCING:

Interface wiredd(}: Bits sent ﬂ 7d 365d Dependent item 2021-02-11 23:05:24 57.4 Kbps +35.25 Kbps
net 1]

7d 0 Dependertfem  2021-02-11 22.62:24 up (1)
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