Zabbix meets research institute
Mastering the migration
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Fraunhofer Society

Fraunhofer Society
(German: ,Fraunhofer Gesellschaft®)
Some background
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Fraunhofer Society - Background

* Founded in 1949, the "Fraunhofer Society for the Advancement of Applied Research”
(German: ,Fraunhofer-Gesellschaft zur Férderung der angewandten Forschung e. V*)
is a German research organization with 75 institutes spread throughout Germany.

* There are also many facilities around the world, e.g. in Africa, Asia, Europe, Middle East, North
America and South America.

* The purpose of the association is to conduct application-oriented research
for the direct benefit of companies and for the benefit of society.

* The majority of the organization’'s 29,000 employees are qualified 5.2
scientists and engineers, who work on an annual research budget - @
i © X Qr ©0,0
of 2.8 billion euros. O G
* The institutes work in practically all application-relevant fields of ° 9
technology, such as microelectronics, information and communications ®

technology, energy technology, medical technology and more.
* One of the best-known Fraunhofer developments is the MP3 audio data compression method.

* The Fraunhofer Society it is the biggest organization for applied research and development
. services in Europe.
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Fraunhofer Society

Mastering the migration from
,open| TCOCKPIT"
(using a ,Nagios backend")
to Zabbix

| ] A special thanks to Mr. Sebastian Marquardt for the good cooperation!

|
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Fraunhofer Society — Compare Concepts

Zabbix uses a different approach to data collection, problem analysis and alerting than openI TCOCKPIT

O] There are more entities involved ...
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Fraunhofer Society — Compare Concepts

List of hosts with host availability status and details about host availibilty check

Qg Basic Monitoring -
Hoststatus & () |8 &% P 2Hostname £ 1P address # Last state change % Last check < Host output

L Hosts
O s &K P 09-05-05 - 14.01 2020 11-59-42 - 07 05 2021 CRITICALS
o lost 100%
O | e &K P 12:03-17 - 07.05.2021 12-02'54 - 07 05 2021
rta nan
lost 100%

10:12:08 - 07.08.2020 12:02:59 - 07.05.2021 CR\TICAL_
rta nan, los!
10:07:34 - 25.02.2020 11:59:07 - 07.05.2021 CR\TICAI-L

lost 100%

16:37:13 - 25.02.2020 10:22:11 - 07.05.2021 check_smitp: Invalid

2 8 = 2 D & & Ve -

O
[ ]
3
B

ZRefresh | | j Status information £ Deviceinformation (D Timeline  |Ma Grafana

Status overview Down

Check command check-host-alive Check period State since

Command line SUSER1S/check_icmp '-l\ 3000.0,86% -c 5600.8,100% -p 1 Check interval 57s
Output CRITICAL - rta nan, lost 100% Retry interval Last check

on 7/5/21

Notification overview [ —
n/a
i Info: Contacts have been inherited from the host template
Stale type
Hard state (1/3)

Contacts info Notification period

Notification interval

Notifications enabled

Notify on
| |}
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Fraunhofer Society — Compare Concepts

Host availability status definition and details about host availibilty check

Hns- £ Reiresh 1 Status informatien

Status overview

Check command check-host-alive Check period 24x7

Command line $SUSER1$/ check_icmp - W 3880.9,50% -c 5000.0,100% -p 1 Check interval 5m0s

Output CRITICAL - rta nan, lost SQ@% Retry interval

Notification overview

1m 0s

i Info: Contacts have been inherited from the host template

Contacts info

Notification period 24x7

Command type

Host check command

check-host-alive Name

Command line =

SUSER1%/check_icmp -H $HOSTADDRESSS -w $ARG1% -c $ARG2% -p 1
r

© A 5-sign needs to be escaped manually (\5). Semicolons (;) needs to be defined as user defined macro.

Nagios supports up to 32 S$ARGx$ macros (3ARG1$ through SARG325)
ZABBIX
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Fraunhofer Society — Compare Concepts

Service availability status definition and details about service availibilty check

L5 Service overview s Active & Not monitored & Disabled < Refresh
- Service status 2 () | P 2 Service name % Last state change + Service output
D D D I:l &2 | Filter by service name T | Filter by output
B ™ wan-ping 16:28:06 - 08.03.2021 PING CRITICAL - Packet loss = 100%
Page 1 of 1, Total 1 entries = = *

Check vZ2_check_ping Check v2_24xT
command period
Command line LUSER1%/ check_ping --_w 309.9,20% -c Check 1m 0Os
789.9,50% -p 5 interval
Gutpm PING CRITICAL - Packet loss = 188% F{etr],.' 1m Os
interval
Performance rta=70@.808203ms ; 398.000008;700.080804,;0.022060
. data pl=190%;28;68;3
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Fraunhofer Society

Do the work

Migrate host/groups and user/groups

|}
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Fraunhofer Society — Do the work

]
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Fraunhofer Society — Do the work
)"jxisting host/groups, user/groups and keep checkml.

Get all hosts: https://<openITCOCKPIT url>/hosts.json

Get specific hosts: https://<openITCOCKPIT url>/hosts/<id>.json

Get all users: https://<openITCOCKPIT url>/contacts.json

Get specific user: https://<openITCOCKPIT url>/contacts/<id>.]json
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Fraunhofer Society — Do the work

Get all hosts: https://<openlTCOCKPIT url>/hosts.json

"id". "249",

"uuid": "XXXX-XXXX-XXXX-XXXX-XXXXXXXX",
"name": "xxxxxxxx",

"description": "xxxxxxxx",

"active checks enabled": null,
"address": "abc.xxxxxx.xyz",

"satellite id": "5",

"container id": "3",

"tags": null

"id". "337",
"guid": "XXXX-XXXX-KXXKX-XXKXX—-XXXXKXXXX",
"name": "xxxxxxxx",
"description": "xxxxxxxx",
"active checks enabled": null,
"address": "abc.xxxxxx.xyz",
"satellite id": "2",
. "container id": "3",

"tags": null

HEN
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Fraunhofer Society — Do the work

Get all users: https://<openITCOCKPIT url>/contacts.json

"id": "135",

"uid": "XXXX-XXXX-XXXX-XXXX-XXXXXXXX",
"name": "xxxxxxxx",

"description": "",

"email": "abCc@XXXXXXXXX.XxXX",

"phone": "xxxxxxxx",

—>
uuser_id": "i21", \
"host timeperiod id": "1",
"service timeperiod id": "1",
"host notifications enabled": "1",
"service notifications enabled": "1XY
"notify service recovery": "1"

14
"notify service warning": "1",
"notify service unknown": "1",
"notify service critical": "1",

| | ]
“IntelliTrend- 13
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Fraunhofer Society — Do the work

Result of import via Zabbix API using the JSON output from openITCOCKPIT

“Hostnzme | A

Visible name
|
——
* Interfaces Type  IP address NS name sonnact to Port Default
Agent A r JEEY | 10050 .
Add
Description | Migrated from QaenlTCOCKET

1D 1778

Dasc‘np{mn Mone
Senices

SUSER1S/check_nmps -H NI - (:::DrieSize -2 Shawall MinWambrss=10% MinGaifee=5% Drive=c:

Help for \%%-ccmkm

sanmice [1xlog ) ‘
fu rth er SUSER1S/check_prps -H -c check_sendce -a senice=nzlog
m i g rati O n M;check_m_-n check memory -2 type=physical "wam=free<15%" "prit=free<5%" ‘

Kerberns
SUSER 18/check_kibs -H MG -2 =S  ; icip:| Kewtab=/usuib/nagios plbgine/nagios keyiah -pon=58

sanice salt ‘
SUSER1S/check -H ¢ check_senice -a senice=sali-minion

‘ disk ¢

BIND

SUSER1S/check_|dap b "de=sit! =" -0 e sit, dc =T =" - Y S ¢ 536 w 10 < 10 4 20
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Fraunhofer Society

Do the work

Migrate checks and templates
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Fraunhofer Society — Do the work

I Migrate checks and templates e

]
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Fraunhofer Society — Do the work
I Migrate checks and templates e

Simple checks: ICMP Ping, SSH Service,
. Checks, HTTP/HTTPS Services.

Telnet Service, SMTP, TCP

Any non standard checks: Do it manually,

case by case :-)
=-I
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Fraunhofer Society — Do the work

Result of import via Zabbix APl + manual linking

Allhosts [ S Crchicd Applications 39 ltems 237 Triggers 101 Graphs 56 Discovery rules 4

Host  Templates IPMI  Tags Macros  Inventory  Encryption

Linked templates  name Action
Templateﬂpp_ Unlink Unlink and clear
Template AP T Unlink Unlink and clear
Template HTTPS T Unlink Unlink and clear
Template Modul A Unlink Unlink and clear
Template Module Linux systemd by £abbix agent 2 Unlink Unlink and clear
Template OS Linux by Zabbix agent Unlink Unlink and clear

Link new templates
type here to search Select

| Clone | | Full clone ‘ | Delete | ‘ Cancel |
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Fraunhofer Society

Do the work

The challenging part
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Fraunhofer Society — The challenging part

openITCOCKPIT (with additional enterprise modules) has a special feature that Zabbix does not have

1]
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Fraunhofer Society — The challenging part

Event correlation in openlI TCOCKPIT

s}= Event correlation > List

Das
Virs - 2’ Event correlations

) “ Eventcorrelation name = Eventcorrelation description
Event Correlations

8= Event Correlations
[ EVC Hosttemplates

& EV emplates
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Fraunhofer Society — The challenging part

Event correlation in openITCOCKPIT, used to create advanced service monitoring

#e Event Correlation > view

@ View Event Correlation "Fraunhofer-PatentManagement” Ok W Waming  Critical ® Unknown  Not monitored

~ Host \
o Check/Trigger ___—¥» ® _

vz ——
Condition/Linking > B —

—

A minimum of 2 hosts
must have a check in
,0k" state

Both previous states
. must be in ,o0k" state

]
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Fraunhofer Society

Event correlation
(or better ,Advanced Services")
In more detall
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Fraunhofer Society — Advanced Services

ZABBIX

PREMIUM PARTNER

Frontend Service

Each cluster type has its own setup and its
own complex definitions for unavailability!

Cache Service

Database Service

Subservices can represent complex environments

© Copyright 2021 IntelliTrend GmbH e Germany e www.intellitrend.de
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Fraunhofer Society — Advanced Services

Partial failure in frontend cluster
might be acceptable

—
o0

Main Service is | oo
working, but T
subservice shows e

swarning state“.

Cache Service

Frontend Service

Il oo
Il oo
Il oo
. Database Service

] Different acceptance criteria for subservices and services
ZABBIX © Copyright 2021 IntelliTrend GmbH e Germany e www.intellitrend.de =.nteIIiTren-¢!= 25
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Fraunhofer Society — Advanced Services

Total failure in frontend cluster is

Il ee (XD

Because of Frontend N ee (KD not acceptable
Ser\{lce_fa!lure,_ma|n N ee (e
service is in ,failure i o m
state“. rontend Service D
(111 oo}
(X
[111_oo]

Cache Service

Il oo
Il oo
Il oo
. Database Service

] Different acceptance criteria for subservices and services
ZAB B I X © Copyright 2021 IntelliTrend GmbH e Germany e www.intellitrend.de
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Fraunhofer Society — Advanced Services

1l ee [11]_oe ]

Because of Cache TTRYS %
Service failure, main T Pee]
service is in ,warning : (1o
state®. Frontend Service D
(111_ee]

(D

[111_ee]

Il ee
Webshop T o
Service T L
Total failure in cache cluster

Cache Service i acceptable, but service is
in warning state

Il oo
Il oo
Il oo
. Database Service

] Different acceptance criteria for subservices and services
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Fraunhofer Society — Advanced Services

]
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Fraunhofer Society — Advanced Services
I Create a service modul that mimics openITCOCKPIT's event correlation

Zabbix frontend module API was introduced in Zabbix 5.0

Zabbix frontend module API != Zabbix JSON-RPC over HTTP API
ZAB B I X © Copyright 2021 IntelliTrend GmbH e Germany e www.intellitrend.de E“
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Fraunhofer Society

,7/Advanced Service monitoring"”
The solution in Zabbix
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Fraunhofer Society — Implementation

ZABBIX » |ntelliTrend Advanced Services for Zabbix v1.2.4

Service KPI's

o — Q Services Hosts Triggers * Tag Names
Service List shows services with © Monitoring - Q. - D/ .
iIssues or misconfiguration Dashboard
(Click to open service flowchart) Froblems o Confauration sues D [ S s o
I— Hosts
Service List with current states Overview SITIID el T
(Click to open service flowchart) Latest data (Hosts: 11

Screens

Maps

[Servces: 3] liems-o}
 Services: 1 [itoms- 1 J Hosts: 4]
7777777777”’****} Advanced Services m m m

ZABBIX « & QISR
Fiter W

Discovery

New Menu Entry to
access module

Services

ot Status Enabled | Disabled #Oex\::e nd
nvenory  ~ — ~ module using
Reporls Name & _Author —————TDiescription frontend API

Advanced Services Module Wolfgang Alper Advanced service monitoring with Zabbix

Configuration

Administration

|}
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Fraunhofer Society — Implementation

27—

2 50% 75% 100% 125% 150%

Host / ‘\
Trigger B B \
Condition/ / —_— |

Linking

A minimum of 2
hosts must have a
check in ,0k" state

*,

Fd

Both previous
states must be in

,OK" state

|-
. Probiems: 041

1]

PREMIUM PARTNER

Show real host frigger expressions || Show virtual host trigger expressions

20 )
29 )

— —_
-_
i v et A

 Services. 1 R Triggers. 4} ltems. 1 J Hosts. 4]
[ Services. 1 R Triggers. 4 fltems. 1 ] Hosts. 4]

© Copyright 2021 IntelliTrend GmbH e Germany e www.intellitrend.de

Flowchart renders in
realtime from actual
Zabbix configuration

Flowchart shows
involved entities like
hosts, items, triggers
and services

Zoom buttons allow to
Zoom in/out without
page reload

Stats show number of
entities involved,
including their current
state

Any entity is clickable
and opens the
corresponding Zabbix
configuration
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Fraunhofer Society — Design with demo data

service.cal

Problems: 1/2 I

Click to open related service Click on trigger or item ingide
definitions in Zabbix the flowchart opens the
configuration in Zabbj

Dependencies

* Name | HOST.HOST} - Emor on Certificate Authority 1

Event name | {HOSTHOST} - Error on Certificate Authority 1

Zabbix Services Operational data

- . IVS PKI - PKI Service - Error on Certificate Authority 1
Test Certificate Authority 1 |—————— 1IVS PKI - PKI Service:service.cal.last(}}=1 ) ; - ) -
Severity | Motclassified | Information | Warning | Average Disaster

. o * Expression | {IWS PKI - PKI Service:service.cal.last()}>1 Add
Service Certificate Example
Problem, if at least one child has a problem

Relation state, representated
by an item value

/WS PKI - PKI Service - YELLOW on service (
{IV5 PKI - PKI Service:service.ce

service.ca?

— Problems: 0/2

IV3 PKI - PKI Service - Error on Certificate Authority 2

Test Certificate Authority 2

1IVS PKI - PKI Serviceiservice.ca2.last()31 Trigger and services change
their color in realtime when in

problem state

] Service flowchart with ,click to open configuration®
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Zabbix meets research institute
Mastering the migration

Thank You!

Contact: Wolfgang Alper

=ll
““IntelliTrend- -
M-ServicesH M wolfgang.alper@intellitrend.de
B IntelliTrend IT-Services GmbH www.intellitrend.de
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