
HOLD ON! 

WE ARE STARTING 

SHORTLY

• all our microphones are muted
• ask your questions in Q&A, not in the Chat
• use Chat for discussion, networking or applause



PERMISSIONS GRANULARITY
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PERMISSION GRANULARITY

Network Operation Center team roles:

Access to Dashboards and Maps

Access to Problems, Latest Data, Hosts

No access to Configurations

No access to Administration Section

Restrict access to the API

Cannot close problems

Network Administrators role:

Access to Dashboards and Maps

Access to Problems, Latest Data, Hosts

Access to Configurations

No access to Administration Section

Restrict access to the API

Is allowed to close problems
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PERMISSION GRANULARITY AND MULTI-TENANCY

Granular permission is a key factor for multi-tenant environments:

Each tenant can have different monitoring requirements

Singular and isolated view of their requirements

Restricted access to elements per tenant

Cleaner and more intuitive User Experiecne



USER ROLES AND USER TYPES
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USER ROLES

By default we have four user roles :

Super Admin Role

Admin Role

User Role

Guest Role
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SUPER ADMIN ROLE

Cannot be modified

At least a single Super admin role must exist in your environment

New roles of the type “Super Admin” can be modified
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USER TYPES

Zabbix has three user types:

Super admin User Admin user User
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USER ROLES SECTION

Each role have maximum allowed access per user type
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UI ELEMENTS RESTRICTION

The Role User assigned to Role

Elements User can access on Frontend



PERMISSIONS
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WHAT ABOUT PERMISSION?

Access to hosts data is granted to User Groups

User group is granted access to a Host Group



CUSTOM ZABBIX PASSWORD 
COMPLEXITY REQUIREMENTS

04



CUSTOM PASSWORD POLICIES

New feature in Zabbix to create custom password policies:

Minimum password length

Define requirements

an uppercase and a lowercase Latin letter

a digit

a special character

Avoid easy-to-guess passwords
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Thank you

www.zabbix.com


