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About us

French Software Company since 2009
0 2011 : H5-700 10 Gig
[0 2015 : Cyclic Capture-Rolling Buffer, new Range H5-App cc
[0 2017 : Cloud applications based (O 365, One drive, etc...)
0 2018 : H5-800 40 gig

100+ Customers & 1000+ IT audits

[0 Thales Alenia Space, Airbus Defense and Space, Safran, CNES
[0 Decathlon, Generali, Sanofi, Club Méditerranée
[0 EDF, Cities and public companies, French Ministry of Defence, NATO
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Vision & Mission

In order to improve IT operations, Enterprises, Service Providers and
Governmental Organizations rely heavily on their global IP network
infrastructure for their business applications and business services.

HS provides to Enterprises, Service Providers and Governmental
Organizations a global Network Performance Intelligence solution. A vital
need for quick, accessible and comprehensive IT business visibility

H5
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NETWORK PERFORMANCE INTELLIGENCE

VISIBILITY EXPECTATIONS OF ORGANISATION PLAYERS
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Visibility needs - Users expectations — IT Manager

X Track critical Business applications and
Business Services

Business Flow SLA Reporting

X Take the right Business decisions — Tailored and Synthetic Business
business effective capacity planning Dashboards
X Improve collaboration within IT teams Common solution for all IT actors
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Visibility needs - Users expectations — Network Eng.

Understand the causes of malfunction Identification of causes: is it the network
and/or degradation or the apps?

Improve infrastructure Customizable reports by « drag and
Accelerate problem resolutions drop » (metrics, graphs,...)

Fast and Friendly GUI ¢H5
9 . audits
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Visibility needs - Users expectations — Business

X Fast understanding of incidents root

Business flow ALERTING in real-time

causes
X Enhance productivity PROACTIVE rather than REACTIVE
X Improve tickets resolution time Dedicated dashboards
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Visibility needs - Users expectations

Unique business flows reporting solution
One common solution for all actors
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NETWORK PERFORMANCE INTELLIGENCE

VOLUME, PERFORMANCE, PACKETS CAPTURE
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Volume

Captured and stored Data

v
v
v

Bytes sent and received
Throughput per second - in & out
Apps Connections count

Aggregated Data by business flows that
are defined by IP addresses & TCP/UDP

port
4

SN

Data aggregation and over-time
persistence

Data analysis and drilldown
Reporting and Broadcast
Triggering of alerting

+ | Granuarity:| 5min « || (A Temporal zoom | [ Legend | Export
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== Bandwidth in#Total/

|rSeries-From: 29012019 - 06:02 to: 29 01 2019 - 20:13

- Bandwidth out#Total/

Total

v “ Metrics | Export

R RRRRRRRBRBRBBRBBDBDBD2DBRERPBREPPEBBPPEPEEEBEBBRRDS
1 § [Table: Total
Type D in . Volume Volume in Volume out  RTTin RTT out
E-Total Total 170.63Mbps  70.16Mbps 100.47Mbps 1,015.44GB  417.53GB 597.91GiB 11.75ms 22.74m: A
RTP RTP 86.31Mbps  42.89Mbps  43.42Mbps 513.64GB  255.24GiB 258.4GiB
E-Tep TCP 85.78Mbps  27.31Mbps  58.47Mbps  510.48 GB 162.5GB  347.99 GB 11.75ms 22.74m:
| [@-gpc@9080 girpc@3080 54.69Mbps  12.08Mbps 42.62Mbps  325.49 GB 71.86GB  253.63GB 12.09ms 26.53ms
. Eideafarm-door@902  ideafarm gt 2 =
. B htp-alt@8080 http-altd o g el 1 | metrics | Export
| Bl-microsoft-ds@445  microsof :
H = Type Description Bandwidth  Bandwidthin Bandwidth ... Volume Volmein  Vomeout  RTTin RITout  Falurerat.. A
(#-http@80 tp @ 109.0.103.20 20.103.0.109.rev.sfr.net.  99.28Mbps  49.58Mbps  49.69 Mbps 42.3G8 21.13GB  21.17GB
tp: tps@ 168.1.208 192.168.1.208 99.28Mbps  49.69Mbps  4.53Mbps  423GB  2L17GB  2113GB
10.147.48.92 10.147.48.42 3849Mbps  9.02Mbps  20.47Mbps  16.4GB 38468 1256GB  1L35ms  38.88ms 103%
2072204 100.120.72.204 2169Mbps  10.84Mbps  10.85Mbps  9.24GB 46268 46268
10.147.48.41 10.147.48.41 91Mbps  6.69Mbps  14.22Mbps  B.91GB  285GB  606GB  1494ms  33.99ms 0.87%
10.18.24.38 10.18.24.38 14.66Mbps  9.87Mbps  479Mbps  6.25GB 421GB  204GB  27.92ms  287ms 0%
100.120.72.11 100.120.72.11 9.16Mbps  459Mbps  4.57Mbps 3968 196GE  195GB
172.16.10.1 172.16.10.1 8.79Mbps  44Mbps  439Mbps  375G8  183GB 187G
10.3112.44 1031124 6.9Mbps 170.59Kbps  6.79Mbps  297GB  74.43MB  289GB  48ims  5231ms 112%
10.31.13.23 10.31.13.23% 49Mbps 18258Kbps  472Mbps  209GB  79.66MB  201GB 136ms  40.44ms 0.21%
100.120.72.12 100.120.72.12 453Mbps  227Mbps  2.27Mbps  193GB  990.02MB  988.55MB
10.18.033 10.18.0.33 451Mbps 680.14Kbps  3.83Mbps  192GB  29675MB  163GE  45.76ms  1363ms 0%
100.120.72.15 100.120.72.15 3.23Mbps  162Mbps  162Mbps  133GB  70S.56MB  705.2MB
103112111 10.31.12.111 3iMbps  2.17Mbps 93265Kbps  132GB  945.7MB  406.92MB 12ms  36.19ms 7.35%
100.127.1.4 248Mbps  2.48Mbps  497Kbps  106GB  106GB  2.17MB
100.127.2.4 238Mbps  L1SMbps  L19Mbps  L02GB  520.16MB  S19.S1MB
10.18.24.499 238Mbps 293.96Kbps  2.09Mbps  LO1GB  128.04MB  909.73MB  54.25ms  0.86ms
100.120.72.16 100.120.72.16 222Mbps  L1iMbps  L1lMbps  967.7MB  463.79MB  483.91MB
10.147.142.12 10.147.192.12 213Mbps  S5.77Kbps  208Mbps  929.92MB  24.33MB  905.59MB  53.28ms  5.36ms 0%
10.17.0.76 10.17.0.76 194Mbps  189Mbps  S6.9Kbps  B47.39MB  822.56MB  2482MB  2241ms  20.09ms
<

General Company Presentation

13

Network Performance Intelligence


http://www.h5audits.com/

Performance

TCP

v Connection setup time

v/ Server Response Time

v TCP Round trip time ( RTT)
v/ Retransmissions

RTP

v itter

v/ Packet Loss

v MOS
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Series - From: 29 01 2019 - 10:54 to: 29 01 2019 - 19:59
[ = RTT out#TCP/glrpc@3080/

T “Gramjarity:lm: 1min

500 ms 7
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Oms T T
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Series - From: 29 01 2019 - 10:54 to: 2901 2019 - 19:59
[ - Server response time in=TCP/glrpc@3080/

< Metric choice X

-/ || Information
©-[m] | | Volumetry
[ Bandwidth
- [/] Bandwidth in
- [£] Bandwidth out
- [ Volume
- [4] Volume in
- [£] Volume out
- [[] Packets in
- [[] Packets out
- [] Payload in
- [[] Payload out
- [[] Packet flow rate in
- [[] Packet flow rate out
- [[] Duplicate packets in
- [] Duplicate packets out
- [m] | Performance
-~ M RTTin
- /] RTT out
- [[] Server response time in
- [[] Server response time out
- [[] Lost packets in
- [[] Lost packets out
- [JLossratein
- [[] Loss rate out
- [] TCP resetsin
- [[] TCP resets out
- [] Turned in
-+ [] Turned out
- [] Retransmission time in
- [] Retransmission time out
(- [M] | Connection
@[] | | Session
&[] | | voIP

[ soectal | [ Deschectal |x | [ Concdl |
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Captures

My captures |

New capture

Capture probe: | 185.15.25.50

7

Capture name: | 2013-01-30-10-23-14

I a C ket C a pt u re Filter: | (tcp port 80 and host 10.203.176. 10 and host 10.17.32.57) || (vlan and tcp port 80 and host 10.203.176. 10 and host 10.17.32.57)

|
| Edt

Starting date: 25012019 -11:58

]

Ending date: [7] |29 012019 - 12:04

]

Snap length:

6413 bytes

Advanced Filters layout « TCPDUMP »
Planification:
¢ On past periods
v/ Instantaneously

Max. size:  39.95TiB

Ring buffer: Enabled [ 30/01/2019 10:25:52]

Begin time: 31/12/2018 10:25:00
End time: 30/01/2019 10:25:00

M 2019-01-30-10-23-14.pcap - [u] X
V On Setup Fichier Editer Vue Aller Capture Analyser Statistiques Telephonie Wireless Outils Aide
AR 20 [IBRB Res=FT o= EQaaan
“ On alert A [Appliquer un fitve daffichage .. <Ctr/>, =3 - Expression...
No. Time Source Destination Protocol  Length Info "*
PaCketS ”lanage”lent s 1 0.000000 10.17.32.57 10.203.176.10 TCP 70 50192 > 80 [SYN] Seq=0 Wi L =1460[ Pack
( 2 0.000361 10.203.176.10 10.17.32.57 TcP 70 80 » 50192 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=8 MSS
( 3 0.000507 10.17.32.57 10.203.176.10 TCP 70 50193 » 80 [SYN] Seq=0@ Win=65535 Len=0@ MSS=146@[Pack
V Storage | 4 0.000666 10.203.176.10 10.17.32.57 Tcp 70 80 > 50193 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=0 MSS
i 5 0.001247 10.17.32.57 10.203.176.10 Tcp 70 50194 > 80 [SYN] Seq=@ Win=65535 Len=@ MSS=146@[Pack
R H H H 6 0.001434 10.203.176.10 10.17.32.57 TcP 70 80 > 50194 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS
| % eVIeWIng | 7 0.006090 10.17.32.57 10.203.176.10 TcP 60 50192 > 80 [ACK] Seq=1 Ack=1 Win=32768 Len=0
' 8 0.806272 10.17.32.57 10.203.176.1@ TCP 60 50193 » 80 [ACK] Seq=1 Ack=1 Win=32768 Len=0
V EXpor‘t | 9 0.007204 10.17.32.57 10.203.176.10 HTTP 511 Continuation[Packet size luuted durmg capture] o
z SN ERsssutEaae LR e e R o s G S U S P S =
> Frame 1: 7@ bytes on wire (560 bits), 64 bytes captured (512 bits) "~
> Ethernet II, Src: @a:81:f4:85:da:c6 (@a:81:f4:85:da:c6), Dst: JuniperN_13:7c:81 (@8:b2:58:13:7c:81)
> 8@2.1Q Virtual LAN, PRI: @, DEI: @, ID: 110
> Internet Protocol Version 4, Src: 10.17.32.57, Dst: 10.203.176.10
v
Source Port: 50192
Destination Port: 8@
[Stream index: @] %
2000
0010
0020
0030

@ 7 Frame (frame), 64 octets

|| Paquets: 149905 - Affichés: 149905 (100.0%)- Temps de chargement: 0:1.375|| Profil: Default .
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NETWORK PERFORMANCE INTELLIGENCE

H5 PRODUCTS RANGE
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HS Range

Business

Volume Performance Packets Infrastructure

Product Range s:‘l):v(\: rt Monitoring Monitoring Capture Visibility SRR

From 50 interfaces
H5-Flow V V V 50K-500K flow
10 Mb/s
H5-Appliance V V V V to
40 Gb/s

srssss

< Bis

s =2 v

NetworkFlow ~ PerFlow Data Per Flow Analyses,
Inspection Storage  Reporting & Alerts

H5
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Network Performance Intelligence

DATA ACCESS
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HS Network Performance Intelligence Data Access

HS Reporting
HTMLS Portal

HS Dock
Analytics Client

DEMO DASHBOARD.

45152k 5254K8

o400 o500 0600 0700 08:00
’ —— Bandwidth outsTotal/
© Owdth  sandwdthin Eandwdth... Voume Voumen  Voumeout AT RIT out
4IMps  MAMMbps  ZLAGE  750GB 159668 497w 7.97ms
3.33Mbps  7.3¥Mps  1655GE  609IMB  1SS7GB 497 797
174Mbps  754Mbps  1561GE  J16MB  1520GB  077ms  60ims
L74Mbps  75.44Mbps  1563GE  6LIME  1S28GB  07Sms  6.02me
174Mbps  7544Mbps  1563GE J61IMB  1520GB 0ms  6.02ms
Ts4dMbps  L74Mbps  IS63GB  1528GB  JBLIMB 6020 07ms
196Kbps  S5283bps  SIAIKE  416.74KB  UZA2KE  12.09ms  287ms
84532bps  .3bps  IMWOSKE  IMESKE  10BKB  BM9me  44Tms
I.2Mbps  9868bps  2M22KE  BESKB  MIENB 298w Llm
18255 bps ips  BLEKE  WIIE 202K 262m  1224m
H06ibps  4343bps  10.CEKE  G78IKE 9226k 489ms  2.15ms

Zabbix
Integration

PAN2121Dd Monitoring Inventory Reports  Configuration  Administration

AAA_WAN
All dashboards / AAA_WAN

DC > WAN remote sites 'WAN Remote sites > |

39425 KB 43462KB
31766 KB 34976 KB

241.07KB 26491KB

95.19KB.

10338
9141633 914 16:46 9141658 9141609
TE_4:bandw... = AAA_WAN_SITE_5: bandw. = AAA_WAN_SITE 3 ba

Network Delay per Re
27ms
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HS Network Performance Intelligence Data Access

H5 DOCk An alytiCS Client Type Description Bandwidth  Bandwidthin Bandwidth... Volume Volume in Volume out  RTTin RTT out Los
E-Total 116.2 Mbps 23.54GiB 7.58GB  15.95GiB 4,97 ms 7.97ms A
H H H =5 (o) 2 81,69 Mb 16.55GB  690.91MB  15.87GB 4.97ms 7.97ms
[1 Display 70 metrics in Real & whez2 w2 . 508y BiGMs 1528 07me  Goime
T' . £-10.31.41.11 10.31.41.11 18Mbps  1.74Mbps 61.3MB  15.23GB 0.76ms 6.02ms
ime : 1.10,201.5.49 77.18Mbps  1.74Mbps 6 15.28 G 0.76 ms 6.02ms
[#-10.201.5.49 201.5.45 77.18Mbps  75.44Mbps 1563GB ~ 15.28GB 6.02ms 0.76ms
D Bytes Mbps PaCket IOSS 1-10,160.1.20 10.160.1.20 2.51Kbps  1.96Kbps  552.83bps  534.17KB  416.74KB  117.42KB,  12.19ms 2.87ms
’ ) ! [#-109.0.101.5 5.101.0.109.céyisfr.net 1.74Kbps  845.82bps  896.3bps  370.03KB  179.65KB  190.33KiB 25.19ms 4,47 ms
Response T|me Network [+-10.2.7.205 10.2.7.205, 1.33Kbps  370.28bps  958.68bps  282.27KiB 78.65KB  203.62KB 2.99ms 12.16ms
. ’ [-10.2.7.204 10.2.7.20) 1.19Kbps  182.55bps 1Kbps  251.89KB  38.77KB  213.12KB 2.62ms 12.24ms
Delay J|tter Bursts etC [-192.168.75.206  192.16 894.91bps  460.61bps  434.3bps  190.08KiB 97.83KiB : B 4.69ms 25.15ms
’ ! ’ [#-192.168.75.207 19 847.21bps  435.69bps  411.52bps  179.95KB  92.54KiB 87.41KiB 424ms  25.24ms
[1  Switch from table to chart in >
H 80Mbps |+
seconds... and vice versa... "
. . 70 Mbps |
[0 Zoom to minute granularity e
[0 Drilldown to flow level
40 Mbps |
30Mbps-W
20 Mbps
10 Mbps -
NN
0bps T T T T T T T T
01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00

Series - From: 24 08 2019 - 00:49 to: 2408 2019 - 08: 3t

[ ~—— Bandwidth in#Total/ ~— Bandwidth out=Total/
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H5 Network Performance

HS Reporting HTMLS
Portal

[1 Distribute reports across
the organisation

[ High who-gets-what
granularity

[1 Service Assurance, Health
Reports, Capacity
Planning, etc.

Intelligence Data Access

H5-700cc i v ooz sz

DEMO DASHBOARD

IBOARD Global AR

& THROUGHPUT IN - OUT E 'WAN QUALITY AAA_WAN1 - AAA_DC
E

2 swbivs
g
S S e

W AAA_WAN_SITE_/Bandwidthin W ARA_WAN_SITE_1/Bandwidth out [ AAA_WAN_SITE_2/Bandwidth in Il AAA_WAN_SITE_2/Ban:

WAAADC_URTTin WARADC_IRTT o

€ TOP101P-Volume B QR =2 TOP10IP- THROUGHPUT B a®
o~

S S
" W'
[ FUES W 10.17.242.60/Bandwidth
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HS Network Performance Intelligence Data Access

p4\212])d Monitoring Inventory Reports  Configuration  Administration Q  Qsupot Hshae ? 2 O

: :

: AAA_WAN Bz 8 B
[ Based on H5 SOAP Client e e

DC > WAN remote sites WAN Remote sites > DC KPI WAN

[l Download Network Traffic data ..

&
@ 2
23
from H5 appliance A
| Hosts 2 5 g
[0 Network Supervision Systems = | maswusse o 0% e
\ | AAA_WAN_SITE 1 22.34ms 0.04% 962.31 KBytes
. 164.43 KB t | ¥ 180.05KB
[ Create Network Traffic e MawaSTEZ  wmm o 0ws moeom
87.89KB 95.19KB AAA_WAN_SITE 3 6.67 ms 0.19% 224.01 KBytes
Dashboards and Alerts for : . . L S
NI 1033k8 AAA_WAN SITE 5 1253ms 0% 401.07 KBytes

9-14 16:29 9-14 16:47 9-1417:06 9-1416:17 9-1416:36 9-14 16555

D N etWO rk O bj eCtS : S a a S Se rve rS y = AAA_WAN_SITE_.. = AAA_WAN_SITE_.. = AAA_WAN_SITE_ = AAA_WAN_SITE .. = AAA_WAN_SITE_.. = AAA_WAN_SITE_ AAA_WAN_SITE 6 1531 ms 0% 184,50 KBytes
Re m ote S i tes y etc . Packet Loss per Remote site Network Delay per Remote site

0 New Metrics/ltems : Flow
Packet Loss, Network Delay, ,
Response Time, etc.
0.6% H H ﬂ 102ms
0% I 6ms

H5
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To know more about our solutions
I I£ .’ Meet us on our Booth
aUd ItS Join our Workshop Tomorrow

Network Performance Intelligence 8:45 AM
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