
From A to Zabbix
with zero effort



@RaymondKuiper

nl.linkedin.com/in/raymondkuiper

github.com/q1x

$ whoami

https://twitter.com/raymondkuiper
https://nl.linkedin.com/in/raymondkuiper
https://github.com/q1x


Introduction







Z
 

 

ISC
DHCP 

TFTP 



ISC
DHCP 

 

Z

 

 









Z
Z

Z

 







Installation





Z



Configuration



 

enable Zabbix ldap auth:
  mysql_query.run:
    - database: zabbix
    - query: "UPDATE config SET authentication_type=1, 
          ldap_host='ldap://{{ ldap.host }}', ldap_port={{ ldap.port }},
          ldap_base_dn='{{ ldap.basedn }}', ldap_bind_dn='{{ ldap.binddn }}',
          ldap_bind_password='{{ ldap.password }}',
          ldap_search_attribute='{{ ldap.search }}'"

Can we get some love for ZBXNEXT-4268?

 LDAP Auth



$ cat /srv/salt/zabbix-server/mediatypes.sls
...
Zabbix email mediatype:
    zabbix_mediatype.present:
      - name: 'Email'
      - mediatype: 0
      - smtp_server: localhost
      - smtp_helo: {{ salt['grains.get']('id','localhost') }}
      - smtp_email: 'zabbix@example.com'
...

Media



# Zabbix Admin groups
zabbix.adm_usergroups:
  - Support
  - API

# Zabbix User groups
zabbix.usr_usergroups:
  - Users

User Groups



$ cat /srv/salt/zabbix-server/users.sls
{%- for username in salt['cmd.run']("getent group \
                          'grp-zabbix-users'").split(':')[3].split(',') %}
Zabbix user {{ username }}:
  zabbix_user.present:
    - alias: '{{ username }}'
    - passwd: ''
    - password_reset: False
    - usrgrps:
      - Support
    - medias:
      - mediatypeid: {{ salt['zabbix.mediatype_get'](name='Email') }}
        sendto: '{{ username }}@example.com'
        active: 0
        severity: 63
        period: '1-7,00:00-24:00'
{%- endfor %}

LDAP users



$ cat /srv/salt/zabbix-server/scripts.sls
...
external-scripts:
  git.latest:
    - name: https://gitlab.local/zabbix/external-scripts.git
    - target: /opt/zabbix/scripts/external
    - force_reset: True
    - require:
      - pkg: git
...

External Scripts



$ cat /srv/salt/zabbix-server/templates.sls
...
templates:
  file.directory:
    - name: /opt/zabbix/templates/
  git.latest:
    - name: https://gitlab.local/zabbix/templates.git
    - target: /opt/zabbix/templates/
    - require:
      - pkg: git
  cmd.run:
    - name: /opt/zabbix/scripts/template-import.py -v -T /opt/zabbix/templates/
    - runas: zabbix
    - onchanges:
      - git: templates

Template Sync



Managing Hosts



Hostgroups
# Zabbix Default groups
zabbix.dft_hostgroups:
  - Aggregates
  - Predeployment
  - Maintenance
  - Offline
  - Netco Managed
  - 3rd Parties
  - Branches
  - Servers

# Zabbix Device groups
zabbix.dev_hostgroups:
  - Switches
  - Accesspoints
  - Routers
  - Phones



Create Hosts
# Monitored Hosts
zabbix.hosts:
  - name: google-public-dns-a.google.com
    label: Google DNS1
    ip: 8.8.8.8
    groups:
      - 3rd Parties
    macros:
      - '{$TIMEOUT}': 180
    template: "t_availability_ping"
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Aggregates



Housekeeping



Maintenance

On host creation, host is removed when it has been online for a predefined period.

Host is placed in maintenance after 7 days of inactivity

Can be used manually by an engineer



Cleanup Items
[zabbix@zabbix-server ~]$ ./itemcleanup.py 'Switches' 'Accesspoints' 
'Routers' -v
Zabbix API version: 3.0.27
Inspecting 520 host(s)...
Disabling 29 item(s) on 3 host(s).
Enabling 0 item(s) on 516 host(s).
[zabbix@zabbix-server ~]$



Contract:1266 Contract:1266

Contract:1266

Contract:1266



Alerts

 

User macro on 
aggregate host

Media assigned to
‘customer’ user.



Reporting
[zabbix@zabbix-server zbxreporter]$ ./zbxreporter.py
usage: zbxreporter.py [-h] [--filtergroups [GROUPS [GROUPS ...]]]
                      [--filtertemplates [TEMPLATES [TEMPLATES ...]]]
                      [--filterhosts [HOSTS [HOSTS ...]]]
                      [--filterresult [FILTEREXPRESSION [FILTEREXPRESSION ...]]]
                      [--selectitems [ITEMS [ITEMS ...]]]
                      [--selectinventory [INVENTORY [INVENTORY ...]]]
                      [--selecthost [HOST [HOST ...]]]
                      [--selectinterface [INTERFACE [INTERFACE ...]]]
                      [--listproperties] [--listgroups] [--listtemplates]
                      [--listitems] [--resolveitems] [--resolvevalues]
                      [--timestamps] [--osm] [--mailto [MAILTO [MAILTO ...]]]
                      [--mailtype MAILTYPE] [--mailsubject SUBJECT] [-H URL]
                      [-U USERNAME] [-P PASSWORD] [-u] [-p] [-c CONFIGFILE]
                      [-v VERIFY]



Reporting
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