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Migration to Zabbix
By Erik Skytthe, DBC, Denmark
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DBC: http://www.dbc.dk/english/about dbc
Erik: http://www.linkedin.com/pub/erik-skytthe/20/a77/444
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DBC <

DBC’s main task is to develop and maintain the bibliographic and IT-infrastructure in
Danish libraries by:

Producing the Danish National Bibliography and user oriented cataloging

Developing and maintaining Dan*Bib as Union Catalog for public, educational and
academic libraries as part of an automated ILL

Developing and maintaining library.dk as the common access for citizens to Danish
publications and Danish library holdings.

DBC’s IT systems are based on open source and service oriented architecture ... E.g
https://github.com/ding2/ding?2

Monitored installation:

~ 500 devices (Linux, Windows, SAN, Network, Xen, VMware, environment ...)
Huge base of in-house developed applications (some very old)

Zabbix agents versions from 1.1.4 -> 2.0.x, Zabbix Server 2.0.5

Newer applications and services based on Java, Drupal, Solr, Postgress ...
Huge demand for application monitoring

No proxies (so far)
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Before Zabbix

Hobbit / Xymon - Infrastructure and web monitoring
MRTG - Trending for network devices

Munin - Detailed Linux trending (subgroup of servers)
- Lots of “plugins”

- UserParameter=netstat.active, munin-run netstat | grep active| cut -f2 -d" "

CA Unicenter syslog tool — SMS to operations

fsmon hobbitd info msgs ocs  trends
B Zabbix DEC Prod: Dashboard
a
L ] zabbix/zabbix/dashboard.phpisic E’— Google el " ﬁ‘ E"'
-
Host Issue Last change ¥ Age Info Ack Actions || E
" Win: New log lines (Warning) 16 Aug 2013 10:28:20 225 No
C o Win: Log: Error message 16 Aug 2013 10:25:22 3m 205 o
o Win: Log: Error message i6 Aug 2013 09:59:27 29m 15s No
| 3 of 3 issues are shown




Zabbix deployment

Hobbit (and other tools) running in parallel - No big bang
— Easy to compare alarms and state of both systems

One to one copy of ~ 70 % of triggers and items
Linux: Good overview because of central config files
Windows: More work because of decentralized config files

Lower the amount of high triggers - from old monitoring system
— Too many and too often high alerts

Trigger severities: Information, Warning, High,
— Few Disaster triggers for major problems (e.g. SAN)



Zabbix extensions

* Because Hobbit did manage most of the infrastructure ...

e Zabbix startup project focused on:
— Application and main systems monitoring
— Trending

— Solution of main prod problems:
e “Zabbix Trading - Attack Productions Problems”
e http://www.zabbix.com/conf2012 agenda.php

e |nfrastructure monitor extension
— VMware, SAN, firewalls, syslog ...


http://www.zabbix.com/conf2012_agenda.php
http://www.zabbix.com/conf2012_agenda.php
http://www.zabbix.com/conf2012_agenda.php

Zabbix deployment

* Implementation path: not linear
— And not from bottom to top
— More top to bottom ...

* Driven by many factors but main ones were:
— Problems with system
— Importance of system
— Active Persons

e Zabbix love: -
— The easy way to put data into Zabbix !!!

— Userparameters ". .‘.
— Zabbix_sender

— Perf counter
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Design
Important: Agreement on common system / applications
relationships and terms in firm

Everyone is talking the same language and share common
understanding of application hierarchy and dependencies

DBC: defined in ITIL Group
CMDB or List with Main and sub systems:

Sub System

Operation Server
Network
SAN

Business System X Webserver
Middelware

Backend
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Design

System / application names used in Zabbix from CMDB:

Groups (for all main systems)
Screen names (drill down menus)

Maps (main systems)

Template names (easy search)

ltem names / graphs (lasted data)

ltem descriptions (service desk integration)
Trigger names (trigger list)

Trigger descriptions (service desk and SMS)

Host names (logical host used for some systems)



Design

"1 Overblik: Bibliotekdk, Danbiblw] | |

[ 1 DBC alarmer
"1 DBC Overblik + alarmer
1 DBC COverblik + al {und
o Screen na mes: S 1 Ox'erbl?Lf:rE;Eis slarmer (under)

. i Owverblik: Integra
— Drill down menus | Apache

Apache old

7 DanBib: Netpunkt Drift

J DanBib: Netpunkt Drift 2

® DanEib: Server/CPU oversigt
CanBib: Zpunkt
Filmstriben

e Search functions Infra: ONS
— Find templates etc. {22v2: Mam

Linux: OS gra far

* Trigger names: Main: Sub system: Messages

— Address receiver group Win: log: Error message

— Quick overview/relation Linux: TCP port: Email service down

— Win: Service: “Citrix XML”: Stopped (6)
— WebServices: openxid.addi.dk: Error

— Danbib: Netpunkt: Targed process down
— ORS: 10 tasks in error state
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Design
d Item names Disk: Used space on fusrflocal in %
_ GrOUpIng Of |ateSt data Disk: Used space on fvar in %

Host uptime (in sec)

— (Linux OS template)

Host: Agent ping (TCP)
Host: Agent version

o Template names (hiera rChy) Host: information - uname

2 Memcache B e

3 MySQL Template Log: linux log

3 Metstat TCP Template e

M ¢ Buff
2 Cracle Template emory: Buffers

Memory: Cached
4 ADHL

. Memory: Total
4 Artesis Openscanl? tracelog

) Met: Traffic in eth0
4 Artesis Openscanz0 tracelog

] Met: Traffic out eth0
4 Artesis Opensearch2.1 tracelog

) Port: Email/SMTP service is running
4 Artesis Opensearchll tracelog

Port: 55H service is running
4 Artesis ODpensearch20 tracelog

Process: cron is running
4 Basis vaz-client tests
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Service desk integration

* Action message:
%SUMMARY={HOST.NAME}: {TRIGGER.NAME}
%FROM_USERID=zabbix@dbc.dk
%DEVICE={HOST.NAME}

%TYPE=I
%PRIORIT
%ZEXTERNALSYSTEMTICKET={EVENT. DATE}-{TRIGGER. D}

%{ITEM.DESCRIPTION}
%DESCRIPTION={HOST.NAME}:{TRIGGER.NAME}
%{TRIGGER.COMMENT}

Starttid: {EVENT.DATE} {EVENT.TIME}

Alarm indhold: {ITEM.VALUE}

<a href="http://zabbix/zabbix/events.php ?triggerid={TRIGGER.ID}"
target="_blank">http://zabbix/zabbix/events.php?triggerid={TRIGGER.ID}</a>

* Item description:

%AFFECTED SERVICE=Danbib (Main system)
%ZAFFECTEDCOMPQNENT=Netpunkt ASub system)




Service desk integration

* General Action for service desk mails and SMS to people “on cal

— Goal: Reduce amount of actions

I”

-_ / _
Conditions gge Ia S Dperations
/4 .
Maintenance status not in "maintenanca" BUS ’O//Z'.' Send message to
Trigger value = "PROBLEM" "re /neSSI/ user groups: Yagt
Trigger name likg "( Cbn/ba/l/ Send message to
Host group <> "Sand users: servicedesk

Requester Affected End User Hoved Prodirk Komponent d gt Status Priority
zabbix Danbib Clnsed

Reported By Assignes Group

zabbix Skytthe, Erik IT-Infra

Summary External System Ticket
host: Danbib: Metpunkt: Nep targetd process not running (vagt) 2013.05.22-20246
Description

host: Danbib: Metpunkt: Nep targetd process not running (vagt)
Frontend process for Metpunkt system. Restart process!
Starttid: 2013.05.22 13:31:40

Alarm indhold: 5
http: f fzabbix/zabbix/events.php?triggerid=20246
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Tie the different areas together
* “There are too many menus in Zabbix x%#"! ...

Overview Web Latestdata = Triggers Events Graphs Screens Maps I:Iis«l:u\rur\r IT services Search
History: Network maps » Dashboard ¥fcknowledges » Dashboard WAcknowledges ..,

Last 20 issues .. Favourite screens 4

lﬂtdlpnpl + Age Info Ack  Actions E Linux: Server info

| testhastl Il.inux: testhosti has just been restarted (TEST) ana Mar zms 13:46:01 | 38s H -

E Win: Server info

& Linux: testhost3 has just been restarted (TEST) 08 Mar 2013 13:45:38 1m 1s ﬂ No e E 1 DBC Overblik + alarmer
testhost2 (3 Win: Disk: 98% used on d: (TEST) 08 Mar 2013 13:45:36 1mds Mo -
tasthostl Win: Disk: 98% used on d: [TEST) 08 Mar 2013 13:45:35 1m S8 Yas (1) -
Favourite maps
winlog Win: New log lines (Warning) 08 Mar 2013 13:42:11 4m 29s Mo :

& of § izzues are shown E 1 DBC Qverblik

Updated: 13:46:40
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Integra/TMS
Hostning
8.4

Integra
Centralsystem
Ok

Mail
8]

Metbpp - SAN

Tie the different areas together
DBC Main Screen

— Links to all the other Screens, Maps, Graphs and documentation

DanBib
Metpunkt/Zpunkt
1 Problem

Basis

Posthus

Udvikling
2 Problems
1 Maintenance
7
c A
Metwaerk
Ok

Bibliotekdk
3 Problems

=
L

Webservices

7
U

Integration
8.4

7
U

YW are
(8.4

Webprodukter og
Diverss hosts
Ok

Bibliotekdk-Brand

DDE
(Fiemadgang)
Ok

775

e d

Staging
8.4

7
e 9

Databaser
8]

Artesis
(8.4

Brond

Windows DBC
8]

T
U

Sandkasse

7
U

Drift hosts
8]

Submap

e

Events

ORS task status

ORS task status (old)

Wiki: NAB overvagning

Wiki: ORS-team

Wiki: Syskon dok

Biblioteksmedier

Test

Ok

B,
[

Alle

”.

hosts

775

g

Maskinstuer

Ok

Zabbix as index for Wiki and other IT documentation
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Tie the different areas together

* Navigating in DBC Zabbix:
— Main DBC screen
— Dashboard (links)
— Search function

* Internal Zabbix Workshop focus:

— Dashboard, Latest data, Events, Screens

e Main screen:

— Nice overview when major problems occur (lots of triggers)

— E.g. main SAN problems
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Building application screens

* Application Screen — overview ...

!
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Building application screens

Add application documentation as background
Quick application overview

Quick status over different parts of an application
— E.g. Frontend, Middleware, Backend

P
|

Added “link” icon Links (&
Added “logical host” —to show general application triggers

. N
N
Zpunkt

4.4

Add applications hosts
Remember to decolorize the background image



Building application screens

Use of “headline” and “separator” icons

— More easy to organize hosts etc.
— No need to change background
— Add information in host label (e.g. DNS)

TN

AD fDNS
: i _(DNS)
8] 4 )4 o4
Service Desk

oK a oK oK

Win: Log: En_’or'rnessage

Print

[0]4 QK [0]4 isoL) iUnicenter bib I [CA ITM) 8
- c . [9];4 )4
ZapprxConterence ZUIs3-

]
oK oK oK

Mawision f Lan fS0L




Building application screens

 Add technical documentation as backgrounds
= Quick access to documentation

NETAPP 1 NETAPP 1

X108 [-" i "‘\I|x-31
ALT . .-5.\‘7_1
3 3
Mets t
el ; (Netapp mat)

[ 1B
- —

[Ki22] ~~—— [x117]./
, _— | [x132] :
[xior)~” [Tz, ] ~ X120 [x118]
“0c/ |_4ia_ =1b]*108] 08 [ "1 b
v0d | [ Od
3a "3 3a Sk
IREE gl 43 Eih
VAFREE
I\mz- —
!I- FC SWITCH 18 ] !I-I EC SWITCH 2B ]
ﬁh FC SWITCH 14 ] ——{"=_ FC SWITCH 2A ]
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Building application screens

* Make overview screens — graphs for one or more applications

Management love them

-~ . . Bibliotekdk: Sagninger (pr. 5. min) (8h)

MNetpunkt: Segninger (pr. 5. min) (Eh)

25 500ms 500 2s 15K
% 400 1s500ms 1K
1s500ms 300
1s 500
1s 200
500ms 4 H-100 500ms + H-0
252849298482 22485¥88483488¢:48 3 2528549549893 49848528889z88s4z8 3
2 2 852 93888y HdHd8 g 42 Fdu3EEE 58 & =] 2 223 d 8 dYHuy 383y dd3udyHEE I35 &
— — — — — — — — — — — — — —
S S S a
v I I o
— — — —
last min avg max last min avg max
M Biblictekdk: Gennemsnits tid for segninger  [all] 1s935ms 723ms 1s5117ms 25 1650ms W Netpunkt: Gennemsnits tid for segninger  [all] 763ms  535ms  838ms 15 779ms
W Biblictekdk: Antal segninger [avg] 259 153 234,39 311 W Netpunkt: Antal segninger [max] o777 50 159.89 459
: ~. DFA yaz-client (6h) ey DanBib Metpunkt yaz-client (6h)
1s 65
4=
500ms
2s
0s =

08 10:49 4

la.

M Yaz-client steps
W Vaz-client stepd
W vaz-client step3
O Yaz-client step2
W vaz-client stepl

i MultiserverV'3 og Baseserver
: BaseCserver og Oracle

! Sortserver

. Segemaskine (safari)

: NEP forbindelse

last
[max] 8ms
[max] 72ms
[max] Bms
[max] ims

[max]  44ms

min avyg
7ms 10ms
63ms 7ims
5ms ims
Gms 10ms
20ms 4lms

16.

816:49 [

o 1 oS W oo W oo oW n oo on n o=
o = @m qF o o~ o@m F 5 = oM d o5 o~ om
= === R B R .
w
E
[F.}
i

M Netpunkt Yaz-client step6: BaseCserver

W Netpunkt Yaz-client stepS: Sortserver

M Netpunkt Yaz -client stepd: Multiservery'3, Baseserver, Oracle
M Netpunkt Yaz-client step3: Multiservery'3, Baseserver, Oracle
[0 Netpunkt Yaz -client step2: Segemaskine (safari)

M hetpunkt Yaz-client stepl: NEP forbindelse og FORS
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[max]
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[T SR
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100ms 82ms
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20
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Users - different focus and tools
System admins

— Most functions and screens
Developers (important partner!)

— Application and Service screens and items, java items etc.,
Support/operators

— Dashboard, Main Screen, Overview Screens, Service Desk integration
Application specialists

— Application and service screens, (Trending), email
Application / product owners / project managers ...

— Application screens, reports, email alerts

Management

— Overview Screens (when problems), “Traffic lights” , reports, email alerts

Zabbix not isolated to IT/technical people!



Special monitoring

* Oracle connections
— saved over time and sorted in groups
— (Oracles own tool focuses on real time monitoring)

dorall: Oracle connections (5 min) (13h 27m 9s)

NI - m %3S T om 3 S = T R = R R = T R = T - R S =T R =T R T S =
4w 8 8 & = 5 B 5 @ 8 E Ea@ g 3 Z e 2 8% 8 42 5 o683 A Ao 338« 23 5 nnonon
= = = — — — — — —
[
o
last  min avg max
Wb _ [max] 183 181 430,71 1.29 K
M kil .. [max] 159 2 41.88 201
T [max] 80 4 47.01 167
Ehe .. [max] 100 21 91.73 217
M o [max] 58 p 111.9 366
WP [max] 22 1 23,48 72
Bpe . [max] 374 246 33256 483
M default [max] a2 73 10817 157

* Python script reads oracle session file - listener.log
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Special monitoring

Firewall problem

— Heavy Packet loss etc.

— Cisco ASA Mem Blocks 9344

— SNMP OID:.1.3.6.1.4.1.9.9.147.1.2.2.1.1.4.9344.8

fw. Free 9344 Blocks (7d 5h 8m)
ssk T
5K . |
45K '-, |
Ay [emioioniine G SO bl i DT LG L T W ASA Connections (Vd 5h 8m)
ISk o o - o o o - o o o - o o o I"-\DDG‘IHDDDIHDDDI"-\G:}
HiE - E88-ESis- 888 8888580835~ 87
: last min avg max ) J u U \_)f ] M
M Free 9344 Blocks [all] 5K 3.89K 489K 5K i
last min avg max _
[ Connections [all 3.26Kcon  l.54Kecon 397 Kcon  11.21 Kcon
ltem, triggers and SMS actions easy/fast setup —, »
Problem solved after upgrade of Firewall firmware ...
q
\ 4
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Special monitoring

* Syslog / log management

 Windows logging from old Hobbit system

* Linux logging

zabbix

syslog Central
Host syslog
server
Local file .
o / - rsyslog rsyslog
Application - scripts
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- zabbix_sender

Zabbix
Server

- items
- triggers

24



Miscellaneous
* Host based templates
— more templates
— but better overview
— and management of configuration and changes

 Quick CMDB host information
— Scripts: /bin/grep - ""{HOST.HOST}" /etc/zabbix/hostlist.txt

( HostCl/ Inmrmatinh

Ping

Traceroute

Latest data

Host screens

 E.g.output: “Medius projekt VMware Server”
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Miscellaneous

Future
— More application monitoring
— Web monitoring based on python scripts and selenium

Zabbix tutorials:
http://www.zbxtutorials.org/
http://www.zabbix.com/forum/showthread.php?t=22211

Fun stuff
— http://www.youtube.com/watch?v=RKBs6SmQuRg
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26


http://www.zbxtutorials.org/
http://www.zabbix.com/forum/showthread.php?t=22211
http://www.youtube.com/watch?v=RKBs6Sm0uRg

