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Topic goal:

talking about a common way of
delivering, storing and analyzing
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Does log-driven monitoring
fits all needs?
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Metrics in monitoring and logging

IT Monitoring - sum of methods used to
collect defined metrics using checks.

Monitoring ~ protocol/agent,

desired data descr, centralized

storage, notifications = ReoEtive

What is the classical
monitoring metric?

Numeric! (int/bool/etc)

Gl
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Metrics in monitoring and logging @2k
Classical monitoring interfaces

EMDE Gate: EMDE - Koolitus (10h 51m 7s) - Z bbo
abDD1X

* Nagios
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last min avg max = =
M Koolitus Coneapp - External check  [avg] 1 1 1 1 & =
O Koolitus Coneapp - CC [avg] 1 1 1 1 last min avg max
[ Koolitus Coneapp - AIS [avg] 1 0 075 1 [ Swap cached [max] 3.56 MB 3.56 MB 3.56 MB 3.56 MB
O koolitus Coneapp - Jetty [ava] 1 1 1 1 = Catz__:fhed memory  [max] 2.62 GB 2.51 GB 2.7 GB 3.02 GB
; _ Buffers memory  [max] 680,29 MB 609.69 MB 668.67 MB  710.74 MB
e [avg] 1 1 1 1 M Free memory [max] 1.12GB 119.67MB 814.27 MB 1.26 GB

4.66 GB

373 GB

2.79 GB

1l.86 GB

953.67 MB
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Metrics in monitoring and logging

Monitoring is usually used for:

e Servers status dashboard creation

» [T-administrators notification
 Numeric info visualization
e [T-inventory
Monitoring In brief:

b 54 5% o * Schema-based
 Use common network
protocols or agents
" IEr Stored data not reusable

o * Needs by IT technics/admins
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Metrics in monitoring and logging

IT Logging - sum of methods used to
collect pass-through flows information.

Logs ~ syslog, pid/severity/
program, transport, centralized

storage. .
5 = Proactive

What is the classical
logs metric?

String!




Metrics in monitoring and logging

Classical logging interfaces
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Metrics in monitoring and logging

Logging is usually used for:

» Problem resolving
* Debugging & development

e Security access violation
events storage

<DE@BA4I> Starting ,.11..

<DEBB@41 >
<DEBAS!
< DFBF}FMI >

| E IS ing In brief:

<DEQ@R41 >

sfgeéééi R e Schema-less

<DEBBEAS] ted hundle
<DEBBAASI > Started bundle

. 1 ke rn 1 ye T
- i ik I Af
<DEB@A41 » rting configurati g l.'.OI'I ole.telnet” i
<DEBBE! rted conf i 3 le.telnet’ on "B.8 .
<DEBABA4] > Starting conf qup«Lnun i .8
«DLBUI_“.:I) rted configuration 1 a.
9 1 4 i

ﬂ pldn
1n

R e Stored data are reusable
Needs by developers

CDEQANAT> Starting plan
<DEB@ABAI

<DEBBASI > §

<DE@AR4] > Sta

£ Agc o
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Metrics in monitoring and logging

Do the data in monitoring is the same
. as data in logging?
Yes, if: ECse

e the data is well tokenized (known keys)

A=2, TO=me@z.com...

» the data have a common syntax
(JSON/CSV)

{ “1499:99299, “TO”.’[“me@Z.COm”,...] }

11
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Metrics in monitoring and logging

Do the data in monitoring is the same

s o
Yes, if: as data in logging®

» the data have known type mapping
(“field TO = string”, “field ID = int”)

{ “14 99: 99 int ”’ “TO ”: 99array 99 }

 storage layer use efficient
token/key/hash-based algorithms

N2 2923 29

“me@z.com”™=>“me”,”z”, com
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Metrics in monitoring and logging

Do the data in monitoring is the same
. as data in logging?
Yes, if: TLROeERE
e user UI/API can ask for mixed
fields content using complex
expressions
(regexp/ranges/sorts)

"query_string” : {
"fields” : ["TO.*"],
"query” : "a AND com OR z”
/

13



Metrics in monitoring and logging

Do the data in monitoring have the same

nature as data in logging?
Yes, gging

 Monitoring and logging are

subsets of events
 Monitoring is mainly reactive
» Logging is mainly proactive

Events is a set includes all
possible types of messages
(monitoring, logging, JSON data
exchange by HTTP or TCP, etc)

14
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Let's try. Live test case
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Log-driven monitoring

Log-driven monitoring -

a sum of techniques that provides
access to logs events fields from
high-level decision-maker
application using complex
expressions.

1. { haproxy_status=503},... { jmx_appl_status=500 }

2. "query_string" : {
"fields" : ["haproxy_status",”jmx_*_ status”],
Ilqueryll : II>=500"
}

3. action — notify admins

16



Discovery rules

Displaying Lto 3 of 3 found

Log-driven monitoring

LLD is superb

one

enter

« Template ist  Template: OS - Linux - Main

Hame +

OS5 -Linux - Disk Sizes: Diskfree for [HOST.MAME}

Applications (12)

tems (44)

Triggers (21)

Items

0S - Linux - Disk Stats: Diskstats for [HOST.MAME}

Itemn prototypes (4)

Triggers

Trigger prototypes (5) Graph prototypes (0) Host prototypes (0)

Graphs (8)

Screens (0)

Graphs

Dizcovery rules (3)

Hosts

Item prototypes (12

Trigger prototypes () Graph prototypes (4) Host prototypes (0)

0S5 -Linux - Metwork: Network intefaces for{HOST.NAME} Itern prototypes (16) Trigger prototypes (0) Graph prototypes (0) Host prototypes (0)
Hame + Key Interval History Trends
05 - Linux - Disk Stats: |10 currently active on {#DISKLABEL} module.diskstats[io,active {#DISKLABEL)] i} 30 1200
OS5 - Linux - Disk Stats: |0 weight on {#DISKLABEL} module. diskstats[io,weight {#DISKLABEL}] [i] 30 1200
05 -Linux - Disk Stats: Read bytes on {#DISKLABEL} module.diskstats[read,sectos {#DISKLABEL} Q 30 1200
05 - Linux - Disk Stats: Read merged on {#DISKLABEL} module diskstats[read,merged,{#DISKLABEL)] O 30 1200
05 - Linux - Disk Stats: Read opsisec on {#DISKILABEL} module diskstats[read,ops {#DISKLABEL}] i} 30 1200
0S - Linux - Disk Stats: SWCTM on {#DISKLABEL} module. diskstats[io,svetm [#DISKLABEL} 30 30 1200
05 - Linug - Disk Stats: Time on read on {FDISKLAEBEL} module. diskstats[read,ms, {#DISKLABEL}] (] 20 1200
05 - Linux - Disk Stats: Time on write on {#DISKLABEL} module.diskstats[write,ms, {#DISKLABEL}] Q 30 1200
0S-Linux - Disk Stats: Utilization on {#DISKLABEL} module. diskstats[io,ms {#DISKLABEL) i} 30 1200
05 - Linux - Disk Stats: Write bytes on {#DISKLABEL} module. diskstats[write sectos {#DISKLABEL}] i} 30 1200
OS5 - Linux - Disk Stats: Write merged on #DISKLABEL} module. diskstats[write,merged, [#DISKLABEL)] 0O 30 1200
05 - Linug - Disk Stats: Write opsisec on {#DISKLAEBEL} module. diskstats[write,ops, {#DISKLABEL}] (] 20 1200

Key

Web scenarios (0)

module. diskfree[disk.name,T]

module. diskstats[disk,name,T]

module netstats[iface,name, T]

Type
Zabhix trapper
Zabhbix trapper
Zabhbix trapper
Zabhix trapper
Zabhix trapper
Calculated

Zabbix trapper
Zabhbix trapper
Zabhix trapper
Zabhix trapper
Zabhbix trapper

Zabbix trapper

Applications

Disk.Stats.Cammman

Disk.5tats.Camman

Disk.Stats.Camman

Disk.Stats. Camman

Disk.Stats.Camman

Disk.Stats.Camman

Disk.Stats. Common

Disk.Stats. Camman

Disk.Stats.Camman

Disk.Stats. Cammman

Disk.5tats.Camman

Disk.Stats. Commuon

17



Parent discovery rules

MName

Type

Ky

Keep lost resources period (in days)
Filter

Allowed hosts

Description

Enabled

Log-driven

05 -Linux - Disk Stats

Diskstats for {(HOST.NAME]}
Zabbix trapper

module. diskstats[disk,name,T]
30

Macro | (#01SKLABEL} Regexp

[tems are created by
JSON POST using
exernal CMDB

database

monitoring

LLD is superb

s

Farent items

Name

Type

ey

Type of information

Data type

Units

Use custormn multiplier

History storage period {in days)
Trend storage period {in days)
Store value

Show value

All items are

trappers

0S5 -Linux - Disk Stats

10 currently active an $3
Zabbix trapper
module.diskstats[io, active {#DISKLABEL}]

Mumeric {unsigned)

Decimal
1
20
1200
Delta(speed persecond)
As is show value mappings

18



Log-driven monitoring

Fast-as-light Erlang Zabbix sender

I

-module (task_diskfree].

=export ([handlers2]).

-import{os, [emd/11]).

=import(mon_util, [
disk_settingss3. disk_parse_send/4,
nocols0, strcolsl, intcol/sl, npercentcol/

1.

handler(Msg, {new_state, Settings. TaskSettings. Send}) -=
handler(Msg,disk_settings (Settings, TaskSettings. Send]);
handler(ask, State) -»
disk parse send(State, "diskfree", cmd("df"), [
strcol("name"), intcol("size,total"), intcol("size,used"),
intcol("size, free"), npercentcol("size,pfree"), strcol("mountpoint”)
1)

disk parse send(State, "diskfree", cmd("df -1"), [

strcol("name"), intcol("inode,total"), intcol("inode,used"),
. i:.lc-:-:-l [ gﬁ:mlwfr‘iut |'||:-}~_I|T-:-e|'|’c-Jf-:-;c.L-JII"in-:--:lizl,l;gfr‘-e-e"?l.1 -atr-Lzl-:-l-I"m-:-L|nt|:--:-int" ) SYStemd'based
State. .
SCIVICC

Warning:

19



Log-driven monitoring

mails count per second in normal & percent grade

MAILS COUNT

‘v | @ Zoom Cut| @ acl_sc
_score_mta[500 TO 1000] (3

000 ........|||||I|l""|||||h"‘l‘||||||||n..|||.uu....|..|.IIH“HH “Il"l"“ll“ln- T

16:00 0000 16:00 0000
0g-2f 08-26 -2 3-26 0g8-27

MAILS COUNT (%) B e & <+ x

\ (v | & Zoom Out | ® ac |_score_mta:[0 TO 199] (7 ) acl_score_mia:[200 TO 500] (2757)
® ac |_score_mta: 500 TO 1000] (32982) acl_score_mta:[1000 TO 2000] (45) count perls | (14316 hits)

10
75
5

16:00 00:00
08-25 08-26
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Log-driven monitoring

derivative of mails count per second coerced to
spamscore SUM & MAX

DERIVATIVE (SUM) H e & $ x

View » | @ Zoom Out | @ acl_score_mta:[0 TO 199] (7532) [ ] acl_score_mta:[200 TO 500] (2757)

@ acl_score_mta:[500 TO 1000] (3982) acl_score_mta:[1000 TS 2000] (45) change in acl_score_mta total per 30m |
14316 hits)

50000

40000

30000

20000

10000
o ... '-I---I-II-IlIl-!I ..I | - -_||.. whl |__| 1 fuai .I‘ II - | ot L Ll ||

0e:00 16:00 0o:00 ne:00 16:00 oo:oo
ne-25 ne-25 08-26 08-26 08-26 ng-2v

DERIVATIVE (MAX) B e & + x

View ¥ | & Zoom Out | ] acl_score_mta:[0 TO 199] (V532) @9 acl_score_mta[200 TO 500] (2757)
@ acl score mta:[500 TO 1000] (3982) acl_score_mia[1000 TO 2000] (45) change inacl_score_mta max per 30m |
14316 hits)
1000
750
500

250 I
\ "--l -I H | I-I . II sl et mn womsn_ale 1l I'lI [ T _I I I -I - h I' ' -I- I I
0g:00 16:00 0000 0a:00 16:00 00:00
ng-25 0a-25 08-26 0g8-26 08-26 08-27
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Rsyslog event transport

Rsyslog templates for CEE logging

##CEE TEMPLATE
template (name="cee" type="list") {

constant (value="<") property(name="pri") constant(value="=")

property (name="timereported" dateFormat="rfc3339")

constant(value=" ") property (name="$myhostname")

constant (value=" ") property(name="programname")

constant(value=" ")

constant(value="@cee: {")

#5vsLog

constant (value="%"using cee relp%":\"yes ", "]

property (name="¢myhostname" format="jsonf" outname="host"} constant{value=", ")

property (name="syslogtag" format="jsonf" outname="tag") constant(value=", ")

property (name="programname" format="jsonf" outname="prog") constant(value=", ")

property (name="syslogfacility-text" format="jsonf" outname="facility") constanti{value=", "}
property (name="syslogpriority-text" format="jsonf" outname="priority") constantivalue=", ")
property (name="timegenerated" dateFormat="rfc3332" format="jsonf" cutname="syslog_timestamp") constant(value=", "}

##ES TIMESTAMP

constant (value="""es_timestampy":%\""}

property (name="timereported" dateFormat="unixtimestamp")
constant (value="00C\", ")

#REST

property (name="$!all-json" position.from="2")

 CEE (Lumberdack) JSON messages
» “timestamp” field in ES format (us)



Rsyslog event transport

Rulesets & actions

if thostname == $fmyhostname and $programname == 'kernel' and $msg contains 'SPW2' then {
action(type="mmnormalize" useRawMsg="on" ruleBase="/etc/rsyslog.d/_rules/kernel-firewall")

if { strlen{$!unparsed-data) <1) then {
set $!msg_class ="net";
set $!msg_view = "firewall";
call roger & stop

}
b

##RELP RULESET
ruleset(name="relp_cee" qgueue.filename="relp_cee"
queue. highwatermark="10000" queue.lowwatermark="500" queue.slze="12000000"
quele. discardmark="10000000" queue.type="linkedlist" queue.saveonshutdown="on"
queue. checkpointinterval="30" queue.timecutshutdown="2000" queue.workerthreads="2") {

action(type="omrelp" Template="cee" Target="core" Port="20514")

All logs must been tokenized:
» Before Rsyslog (in application)
» Using Rsyslog (mmnormalize)

24



Rsyslog event transport

Rulesets & actions

if thostname == $fmyhostname and $programname == 'kernel' and $msg contains 'SPW2' then {
action(type="mmnormalize" useRawMsg="on" ruleBase="/etc/rsyslog.d/_rules/kernel-firewall")

if { strlen{$!unparsed-data) <1) then {
set $!msg_class ="net";
set $!msg_view = "firewall";

call roger & stop

}
b

##RELP RULESET
ruleset(name="relp_cee" qgueue.filename="relp_cee"
queue. highwatermark="10000" queue.lowwatermark="500" queue.slze="12000000"
quele. discardmark="10000000" queue.type="linkedlist" queue.saveonshutdown="on"
queue. checkpointinterval="30" queue.timecutshutdown="2000" queue.workerthreads="2") {

action(type="omrelp" Template="cee" Target="core" Port="20514")

* Every ruleset have own queue
 Queues are disk-backed (watermark-based)
« Shutdowns and restarts are safe

25



“Talk is cheap. Show me the code.” @2k

«f5h 554

the evolution of man geek
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Let's try. Live test case

Application — MTA + spamtfilter, scope-12h

Vie &, Zoom

Out | @ *(2231) @ Greylisted accept (110) @ Greylisted total (L266) countper5m | (3607 hits)

;?‘lll‘l‘lllll'l|||III|I|IIIIllllllllllllllllll'llllllIIIIIlI'IIIII||.|I|II|I||||Illlllllllllllllll-IIIIIIIl:IIIlIIlIl||I|III-IIlIII.IIIl---IllIl.
Show accepted mails, 2.2Km, time to retrieve — 92 ms

View r | @ Zoom Out| @ *(1671905) @ Greylisted accept (110) @ Greylisted total (1263) count per 5m | (L673278 hits)

20K

15K

10K

A0t st ER At
0 -

Show all msg, ~1.7Mm, time to retrieve — 400 ms
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Let's try. Live test case

Application — HTTP(S) gate, scope-12h (08:00-18:00)

S5L CYP

STATUS

® ECDHE-RSA-AES256-5HA (1119834)

® - (683066E)

@ ECOHE-RSA-AES256-GCM-SHA384 (90671)

@ FCA4-SHA (21127,

@ ECDHE-RS 256-5HA384 (8860)
DHE-RSA-A AZ56 (729)
DHE-RSA-A -SHA (94)
DHE-RSA-AES128-SHA (24)

AES256-SHA (17)

Show all HTTPS trafﬁc per hour .TDHE-lF?.SA-,;ESHE:.G::M-SHMEE[1513
Othervalues (0}

- ~1.9Mm,

- time to retrieve — 210 ms

@ 200 (1551680) 4 304 (189741)

@ 101 (34981) @ 207 (33450) @ 302 (33379)
303 (327085) 404 (18909) 401 (13820)
-1 (3906) @ 301 (3274) @ Missing field (0)
Othervalues (B592)
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Let's try. Live test case

Application — All app-specific logs (no per-field tokenizing)

HOST

1000000

800000
600000
400000

200000 | |

i
@ G7fa-core-edss (809459) @ 0llf-coneapp-tk (747278) @ 2044-gate-tsc (IG6G0Y) @ Td32-gate-tk (216325) @ 201d-tsclOoracle-tsc (8G68E84)

\ - ~4Mm,

- time to retrieve
-8s

PROGRAM PRIORITY

emerg (1) @ Missing field (0)
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Thanks!

Mail your CV: ,“‘-:‘:\

info@cone.ee
. -
A ~" \‘\\' : '
’. \‘ . ‘.l‘\“ ;L:‘l' "4
W \
et “Talk is cheap. Show me the code.” L.Torvalds

FEugene Istomin

S /ZABBIX IT Architect
e.istomin@edss.ee

Cone Center,Tallinn
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