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•  more	  than	  10	  years	  experience	  in	  various	  areas	  of	  Enterprise	  
Java	  

•  6	  years	  of	  work	  for	  different	  consulHng	  companies	  
•  JBoss	  support	  and	  training	  pioneer	  
•  strategy	  and	  architecture	  team	  @	  freenet	  digital	  
•  technical	  guidelines,	  soLware	  infrastructure	  
•  ApplicaHon	  Monitoring	  is	  one	  part	  of	  our	  work	  
•  seMled	  near	  Berlin	  with	  my	  family	  (2	  kids)	  
•  passionate	  marathon	  runner	  

Who	  am	  I?	  
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•  freenet	  digital	  is	  part	  of	  	  freenet	  Group,	  the	  largest	  network-‐
independent	  telecommunicaHons	  provider	  in	  Germany	  

•  leading	  global	  provider	  of	  next	  generaHon	  entertainment	  
content	  and	  services	  for	  the	  digital	  consumer	  

•  300	  professionals	  in	  offices	  in	  Berlin	  (Germany)	  and	  Los	  Angeles	  
(USA)	  

•  freenet	  digital’s	  brands	  include	  mobile	  entertainment	  brands	  
Jamba	  and	  Jamster,	  social	  daHng	  community	  iLove	  and	  the	  
mobile	  ad	  network	  soluHon	  MoHlity	  Ads	  

Company	  Facts	  And	  Figures	  
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•  current	  monitoring	  configuraHon	  process	  and	  its	  
disadvantages	  

•  requirements	  for	  a	  process	  automaHon	  and	  scalability	  
•  Zabbix	  API	  as	  a	  proper	  soluHon	  
•  implementaHon	  within	  a	  custom	  management	  tool	  
•  how	  we	  tackled	  performance	  issues	  in	  a	  steady	  growing	  
pla[orm	  

•  experiences	  and	  outcome	  of	  the	  project	  
•  opHonal:	  experiences	  with	  migraHon	  from	  Zabbix	  1.8	  to	  
2.2	  	  

Agenda	  
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Zabbix	  Setup	  
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•  introduced	  in	  2008	  
•  update	  path:	  1.6.2	  à	  1.8.2	  à	  1.8.5	  à	  2.2.5	  (July	  2014)	  
•  staged	  installaHons	  (laboratory,	  integraHon,	  live)	  
•  JVM	  monitoring	  has	  the	  highest	  priority	  
–  pla[orm	  is	  almost	  100%	  based	  on	  Enterprise	  Java	  

•  sponsored	  development	  

Zabbix	  History	  @	  freenet	  
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Monitoring	  Configura3on	  Status	  Quo	  
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•  manual	  process	  steps	  
•  error-‐prone	  
•  high	  maintenance	  efforts	  
•  template	  import	  is	  very	  slow	  

•  takes	  more	  than	  5min	  for	  big	  templates	  
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Monitoring	  Configura3on	  

RIGA,	  12	  Sep	  2014	  	  |	  	  Marek	  Neumann	  



9	  

•  Overall	  goal:	  all	  administraHve	  tasks	  can	  be	  done	  without	  the	  Zabbix	  frontend	  
(read-‐only	  access)	  

•  reduce	  the	  maintenance	  efforts	  by	  ~70%	  
•  templates	  can	  be	  created	  and	  assigned	  to	  different	  abstracHon	  levels	  

–  use	  defaults	  as	  much	  as	  possible	  
•  all	  changes	  are	  recorded	  and	  can	  be	  rolled	  back	  
•  change	  only	  single	  parameters	  (e.g.	  change	  the	  threshold	  of	  a	  trigger)	  
•  operaHons	  team	  should	  not	  require	  deep	  Zabbix	  knowledge	  
•  easy	  configuraHon	  process	  
•  beMer	  performance	  

Automa3on	  Requirements	  
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•  custom	  management	  applicaHon	  is	  exisHng	  (PSA)	  
–  server	  management	  
–  service	  repository	  

•  decision:	  integraHon	  of	  the	  Zabbix	  configuraHon	  process	  
•  CRUD	  on	  items/triggers/macros	  
•  synchronizaHon	  of	  hosts	  created	  in	  PSA	  with	  current	  Zabbix	  

configuraHon	  
–  monitoring	  state	  
–  acHvate/deacHvate	  monitoring	  

•  no	  need	  to	  edit	  text	  files,	  xml	  files,	  templates	  or	  other	  error-‐
prone	  configuraHon	  locaHons	  

Automa3on	  Requirements	  
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•  API	  was	  introduced	  with	  Zabbix	  1.8	  
•  enterprise	  feature	  required	  for	  integraHon	  purposes	  
•  work	  on	  automaHon	  project	  started	  2011	  with	  Zabbix	  1.8	  

Zabbix	  API	  

RIGA,	  12	  Sep	  2014	  	  |	  	  Marek	  Neumann	  
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•  started	  with	  a	  basic	  implementaHon	  of	  a	  Java	  api	  client	  
•  client	  can	  be	  reused	  in	  different	  applicaHons	  

–  modules	  for	  hosts,	  items,	  triggers	  etc.	  
•  no	  hardcoded	  access	  to	  api	  inside	  	  
	  the	  Zabbix	  clients!	  

•  consistent	  versioning	  of	  changes	  (1.8-‐>2.2)	  
•  configurable	  target	  server	  (test,	  live)	  
•  generic	  excepHon	  handling	  for	  
	  all	  clients	  

Implementa3on	  
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•  PSA	  frontend	  and	  backend	  funcHonality	  
•  changeset	  feature	  to	  track	  every	  single	  configuraHon	  step	  
•  assign	  monitoring	  configuraHons	  to	  different	  levels	  
–  producHon	  
–  process	  
–  server	  instance	  

•  avoid	  duplicaHon	  of	  configuraHons	  -‐	  use	  overwriHng	  mechanisms	  
•  easy	  to	  implement	  use	  cases	  common	  for	  most	  of	  the	  hosts	  
•  special	  monitoring	  requirements	  can	  also	  be	  realized	  
–  change	  the	  threshold	  of	  a	  certain	  trigger	  on	  a	  certain	  machine	  
for	  a	  certain	  Hme	  frame	  

Implementa3on	  
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PSA	  

RIGA,	  12	  Sep	  2014	  	  |	  	  Marek	  Neumann	  
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•  started	  with	  template	  approach	  
–  always	  use	  templated	  items	  
–  more	  elegant,	  more	  transparent	  and	  safer	  

•  turned	  out	  to	  be	  inflexible	  with	  regard	  to	  frequent	  changes	  
–  „changing	  only	  the	  delay	  of	  a	  single	  item“?	  

•  users	  do	  not	  need	  to	  use	  the	  Zabbix	  frontend	  for	  making	  
configuraHons	  
–  use	  a	  somehow	  „controllable“	  environment	  where	  user	  errors	  can	  be	  

foreseen	  
•  complete	  integraHon	  is	  now	  done	  without	  templates	  

–  host	  items	  and	  triggers	  
–  gained	  a	  lot	  more	  flexibility	  
–  implementaHon	  delay	  due	  to	  switch	  

Lessons	  Learnt	  So	  Far	  
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•  simple	  tcp	  checks	  on	  a	  dedicated	  agent	  targeMed	  on	  hMp	  port	  
(„net.tcp.service.perf[hMp,app18.jamba.net,24831]“)	  

Host	  Availability	  Monitoring	  

RIGA,	  12	  Sep	  2014	  	  |	  	  Marek	  Neumann	  

{"jsonrpc":"2.0","result":[{"itemid":"300300000591350"}],"id":"0"} 

{"id":"0","method":"item.get","params": 
  {"hostids":"300300000010450","search": 
    {"description":"*LOSADMIN_app*76*_B3*Port*24831*", 
     "name":"*LOSADMIN_app*76*_B3*Port*24831*" 
    }, 
    "searchWildcardsEnabled":"1", 
    "output":"shorten" 
  } 
} 
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Create	  Hostgroups	  /	  Items	  /	  Triggers	  /	  Macros	  
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Assign	  Configura3ons	  
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Synchronize	  with	  Zabbix	  
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•  use	  bulk	  operaHons	  where	  applicable	  
–  hostgroup.massAdd,	  hostgroup.massRemove	  
–  usermacro.massAdd,	  usermacro.massUpdate,	  	  

	  usermacro.massRemove	  
–  item	  bulk	  methods	  not	  supported	  

•  one	  item.create	  =	  one	  remote	  call	  
•  insufficient	  error	  handling	  („Invalid	  params“)	  

–  more	  round-‐trips	  required	  for	  querying	  the	  Zabbix	  state	  („is	  the	  item	  
really	  exisHng?“)	  

–  clean	  error	  handling	  would	  be	  required	  in	  api	  client	  to	  provide	  suitable	  
excepHons	  to	  the	  applicaHons	  embedding	  the	  client	  

•  addiHonal	  calls	  required	  due	  to	  internal	  representaHon	  of	  Zabbix	  objects	  
–  trigger.get()	  response	  exposes	  funcHon	  ids	  in	  its	  expression	  

Performance	  Lessons	  Zabbix	  API	  (1.8)	  

RIGA,	  12	  Sep	  2014	  	  |	  	  Marek	  Neumann	  
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•  producHon	  was	  upgraded	  in	  July	  
•  clone	  database	  and	  execute	  test	  migraHon	  (on	  real	  data!)	  

–  1.8	  à	  2.0	  (took	  8,5h)	  
–  2.0	  à	  2.2	  	  

•  provide	  enough	  temp	  tablespace	  for	  MySQL!	  
•  high	  effort	  to	  make	  templates	  compaHble	  to	  2.0	  

–  „interesHng“	  xml	  structures	  
•  refactored	  the	  availability	  checks	  

–  move	  from	  template	  to	  host	  (thanks	  to	  the	  interface	  concept	  
introduced	  in	  2.0)	  

•  merge	  of	  producHon	  and	  integraHon	  planned	  
–  maintain	  only	  one	  instance	  

Zabbix	  Upgrade	  to	  2.2	  

RIGA,	  12	  Sep	  2014	  	  |	  	  Marek	  Neumann	  
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•  History	  syncer	  usage	  decreased	  by	  ~5%	  

•  faster	  frontend	  
•  interface	  concept	  allows	  to	  have	  more	  than	  one	  agent	  on	  a	  host	  

–  required	  for	  Java	  +	  NaHve	  Zabbix	  agent	  
•  JMX	  Agent	  not	  tested	  yet	  

–  very	  likely	  too	  slow	  due	  to	  JMX	  remote	  calls	  

Zabbix	  Upgrade	  to	  2.2	  

RIGA,	  12	  Sep	  2014	  	  |	  	  Marek	  Neumann	  

1.8 2.2 
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•  MySQL	  database	  tuning	  required	  for	  high	  tx	  throughput	  
–  InnoDB	  parameters	  (log	  file	  size,	  query	  cache)	  

•  MySQL	  parHHoning	  to	  avoid	  Zabbix	  internal	  housekeeper	  
–  avoid	  concurrent	  write	  blocking	  behavior	  
–  required	  for	  big	  transacHonal	  tables	  like	  history*,	  event,	  trends*	  

•  Database:	  VM	  -‐	  Hardware	  -‐	  VM	  
–  database	  is	  running	  on	  a	  VM	  backed	  by	  fast	  storage	  since	  May	  	  

•  use	  internal	  metrics	  for	  analysis	  
–  current	  load	  of	  history	  syncer	  processes	  

•  visualize	  as	  much	  as	  possible	  to	  gain	  aMenHon	  
•  do	  not	  delay	  version	  updates	  for	  too	  long	  

Performance	  Lessons	  of	  6	  Zabbix	  years	  opera3ons	  

RIGA,	  12	  Sep	  2014	  	  |	  	  Marek	  Neumann	  
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Performance	  Lessons	  of	  6	  Zabbix	  years	  opera3ons	  

RIGA,	  12	  Sep	  2014	  	  |	  	  Marek	  Neumann	  

•  room	  for	  more	  items	  and	  hosts	  
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•  started	  the	  project	  in	  2011	  (…and	  sHll	  not	  finished)	  
•  a	  lot	  of	  lessons	  learnt	  during	  that	  Hme	  
•  complex	  business	  requirements	  
•  major	  refactorings	  (template	  à	  host)	  and	  rewrites	  
•  only	  small	  business	  priority	  

–  student	  employees	  are	  working	  full-‐Hme	  on	  it	  
–  monitoring	  is	  only	  small	  part	  of	  S&A‘s	  tasks	  

•  addiHonal	  efforts	  for	  Zabbix	  2.2	  upgrade	  
•  live	  	  switch	  targeMed	  for	  Jan	  2015	  

Monitoring	  Automa3on	  Project	  Outcome	  

RIGA,	  12	  Sep	  2014	  	  |	  	  Marek	  Neumann	  



26	  

•  decision	  for	  Zabbix	  was	  a	  good	  one	  definitely	  
•  high	  performance	  and	  scalabilty	  is	  possible	  -‐	  but	  not	  of-‐of-‐the-‐box!	  
•  professional	  support	  is	  recommended	  for	  mission-‐criHcal	  systems	  

–  esp.	  when	  monitoring	  adminstraHon	  is	  not	  the	  only	  task	  you	  have	  
–  honor	  open	  source	  efforts	  done	  by	  Zabbix	  S.I.A.	  

•  automaHon	  (using	  the	  api)	  is	  not	  as	  simple	  as	  we	  thought	  
–  knowledge	  about	  Zabbix	  internals	  was	  required	  
–  api	  and	  its	  documentaHon	  evolved	  over	  the	  Hme…	  

•  tool	  acceptance	  is	  important	  
•  never	  stop	  learning	  
•  report	  errors	  and	  features	  requests	  back	  to	  the	  community	  
•  aMend	  Zabbix	  conference	  J	  

Summary	  
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Q	  &	  A	  	  
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