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RingCentral IP Telecommunication Company

RC is a fast growing multiservice system: e

v" VoIP and MolP services IE

v Audio and video conferencing !

v" Internet fax @

v' Call recording, forwarding, etc. @

v" Mobile apps, softphone E

f
v' Other web services :zl':

5K production hosts in 2014
(40% annual non-stop growth)

3.5K production hosts in 2013
(North America and Europe)
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RingCentral Distributed Cloud Infrastructure

RC is one of the biggest environments
ever monitored by Zabbix

More cus ers and serv \ g ent:

> 4 data st, Europe)

» 5K+ host : ad) grouped components
> Multiplat , Linux, Mac OS, iOS, Ahdroid)

?s, 3rd party ven
> Oracle, MyS

> 300K Zabbi
> 1.5 minutes

s, 90K triggers per each of 4 locatio
rage polling interval, 3K values per second traffic



Zabbix Databases

Zabbix DB is like a huge iceberg:

O MySAQL for real time data (1 month) ” |

O 4 DBs (one for each Zabbix insy
/

Real time data may not be enough
\to analyze historical trends

- )
History data is stored as truncated

\min, max, and average values

0 NoSQL MongoDB for history (1 year)

O Distributed architecture for scaling

O The reads from and the writes into DB
are separated for better performance

O Presented to Zabbix Conference 2013
by Leo Yulenets (RingCentral) L

Problem 1:
DB performance is a bottleneck




Standard Approach to Zabbix Monitoring

Custom dashboard is created to monitor Zabbix events from all data locations.
Traditional approach is to watch the dashboard, listen to alerts, and escalate.

Timestamp Host Trigger Group POD/CL Loc.
Information 2013-04-24 21:55:04 p08-cps01  Rebooted CP5 FO8 1aD
Cntical 2013-04-24 21:48:43 p08-cps01 ICMP packet loss = 20% CPS PO8 1D
Waming 2013-04-24 21:45:29 p08-pws03 Problem with CPS connections PWS POG 1D
Warning 2013-04-24 21:46:25 p08-pws02 Problem with CPS connections PWS P08 1aD
Waming 2013-04-24 21:46:24 p08-pwsl4 Problem with CPS connections PWS POS 14D
Warning 2013-04-24 21:46:23 p08-pws01 Problem with CPS connections PWS PO& 1AD
2013-04-24 21:30:05 p08-adb01 FAX Queue "Rendering queued” size more 1000 ADB FOS 1AD
2013-04-24 21:25:06 p08-adb01 FAX Queues "Rendering required” size more 1000 ADB FOS 1aD
\ 2013-04-24 21:10:06 poe-adbq, § ST ERORE SHiee Frocama el temae 00 [aoe PO8 12D

2013-04-24 21:00:06 p08-adb01 FAX Queue “Rendering required” size more 1000 ADB POS 1AD

endering required” size more 1000 ADB POS 1AD

Zabbix is the main but not the

only data source for escalations puired" size more 1000 ADB Pog 14D

quired” size more 1000 ADB POS 1AD
0:10:06 p08-adb01 FAX Queue "Rendering queued” size more 1000 ADB PO 1AD

Data Source Percent |equired" size more 1000 ADB P08 1AD
Zabbix alerts 80
Hourly service tests 10
Email from customer support 5
Other monitoring tools 5




Standard Approach to Zabbix Monitoring

Custom dashboard is created to monitor Zabbix events from all data locations.
Traditional approach is to watch the dashboard, listen to alerts, and escalate.

Timestamp Host Trigger Group POD/JCL Loc.
Information 2013-04-24 21:55:04 p08-cps01l Rebooted CPS POS8 IAD
Cntical 2013-04-24 21:48:43 p08-cps01 ICMP packet loss = 20% CPS PO8 IAD
Warning 2013-04-24 21:46:29 p08-pws03 Problem with CPS connections PWS P08 1AD
Warning 2013-04-24 21:46:26 p08-pws02 Problem with CPS connections PWS P08 18D
Warning 2013-04-24 21:46:24 p08-pws04 Problem with CPS connections PWS PO8 18D
Warmning 2013-04-24 21:46:23 pO8-pws01 Problem with CPS connections PWS PO8 1AD
Critical 2013-04-24 21:30:05 p08-adb01 ADEB P08 1D
Waming 2013-04-24 21:25:06 p08-adb01 Problem 2: manual supervision, ADB POS 1AD
B 2013-04-24 21:10:06 s0s-adbo1| NiCE to have been automated ADB  POB 1AD

Waming 2013-04-24 21:00:06 p08-adb01 FAX Queue "Rendering required” size mb

endering required” si

Zabbix is the main but not the
only data source for escalations

uired” size more 1000

quired” size more 1000

Crtical 2013- p08-adb0l FAX Queue "Rendering queued” size more 1000
waming [Data Source Percent [equired” size more 1000
Zabbix alerts 80
Hourly service tests 10
Email from customer support 5
Other monitoring tools 5




Escalation Process Workflow

Zabbix Alert Acknowledge Create Impact
Alert Ticket End

Time to Detect l |
{TTD)

Time to Communicate I

(TTC)
Zabbix to JIRA | - - JIRA Ticket
TAT Created

LEscalation process starts P | Test ok

together with Zabbix alert (TTR) FRdnbien
Problem 3: J

Key Performance Indicator Time data and other delays

1. Zabbix data delay 2 minutes

2. Time to detect 2 minutes

3. Time to communicate 2 minutes | Overall impact is too big

4. Time to acknowledge 4 minutes | and should be reduced

5. Time to restore and test 6+ minutes

Total impact 10+ minutes



Escalation Process Workflow

Zabbix Alert  Acknowledge Create Impact
Alert Ticket End

Time to Detect | |
{TTD)

Time to Communicate |
(TTC)

Zabbix to JIRA | | JIRA Ticket

TAT Created

Test OK
Resalved

Time io Restore

Escalation process starts
(TTR)

together with Zabbix alert

Problem 3:

Key Performance Indicator Time data and other delays

1. Zabbix data delay 2 minutes
2. Time to detect 2 minutes
3. Time to communicate 2 minutes | Overall impact is too big
4. Time to acknowledge 4 minutes | and should be reduced
5. Time to restore and test 6+ minutes

Total impact 10+ minutes

Solution: To resolve the alerts faster,
monitoring should be proactive




Regular Analysis of Zabbix Statistics 9

The goal of analysis is to find out repeatable alerts, problematic hosts, bottlenecks.

Alert Counts by Date and Type

800
mm Disaster Alert Counts by Location
600 M Service Outage
mm Critical
400 -~ .
mWarning
\ m Informati —|eD
200 nformation
l mENot classified s
0 = —Previous week P m=N/A
5/8 5/9 5/10 5/11 5/12 —+Previous week
Comments:

Total alert count increased from 2251 fo 2722
On 5/7, big count is related to ADB POD2 failover (INC-7100, CMR-12437).
On 5/10, big count caused by VSW high /O utilization (NOC-16429) and Zabbix outage on CNV (NOC-16048)

Ny & O 6 L Q& @
PSS ITILL S Q"’ V\\V

The Most Problematic Hosts Zabbix is a powerful tool for analysis }

0L -gud3
orwli-vipld
=i -crmell3
p-vwsll
-pli-tas 1R
-p07T-ganlh
PO ws?
P72

- - B sy
A5-vwll2
pi-tasdl
p3-tas92
p02-2as81
pl-Ras9?
pll-adbil
mpwii:hild
ol 1-gabl

pOd-tas33
pO8-a1d * Incident Trending

(Benefit: analysis of trends
e | 70 Lwill predict the anomalies

A-tmslls

| plid-ta
50 ¢
1-p02:tas12

[l B P2 40 +
0 5 10 i5 20 FL E] 3| 301
Commenis

tna05{06,11], POB-tas13{33]

afe e most problemanc Bosts in bems of

20 -

wrsapecied ebool (DPS-21272 RC-48121 assigoed 1o anchoo: 10 4

3/11to 3/17 3/18to 3/24 3/25t0 3/31 4/1to 4/7 4/8to 4/14 41510 4/21 4/22t0 4/28 4/29to 5/5 5/6to5[12




Example 1: 10

Monitoring Java Resources of JEDI Servers

JMX: JEDI: HTTP requests per sec (1m)

15

30 Mbytes

25 MBYEES [ oo oo

K06: Java CMS memory free (1m)

20 Mbytes

15 Mbytes

uests (1 month)

The workload for JEDI }

----- i e \mnMﬂm wdi ' ~l

\application is cyclic

10 Mbytes ===

5 Mbytes

0 bytes
@

\permanent in spite of GC )

last
[ Java CMS memory free  [all]

7
© Trigger: Free CMS memory is too o
 Trigger: Free CMS memory is too o

[< 10485760]

w
w  [<5242880]

min
96 Mbytes 64 bytes

Monitor

=11

@ CPU

E Memory

avg max
1461 Mbytes 2749 Mbytes

Problem: memory degradation
may lead to application crash

|

Certain time is needed
to restore the service




I Example 1: 11
Detecting Critical Degradation of Java Memory

JMX: JEDI: HTTP requests per sec (1m)

15

30 Mbytes

The workload for JEDI
application is cyclic
______________________________ BT T TR

25 Mbytes

20 Mbytes

15 Mbytes

10 Mbytes

5 Mbytes | ===

Java memory leak is

0 bytes

E 9 &4 9 H 9 H 8 4 © ™ 8 ™M 9 0™ o9 N o9 M § g é g E g:\\\% % a8 E a8 % B‘. S B =
; Solution: start restoring
last min avg max .
M Java CMS memory free  [alll  7.96 Mbytes 64 bytes 1461 Mbytes ~ 27.49 Mbytes p roced u re I n adva n Ce

) Trigger: Free CMS memory is too low  [< 10485760]
) Trigger: Free CMS memory is too low  [< 5242880]

permanent in spite of GC

— . 2 — 80 Mbytes
30.52x + 407.36; R? = 0.79 onones
40 Mbytes 1
3 3 20 Mb *"_ - .

Ratio of variance: 5 Ubies ot i e L il el et it el el ol-cte o e, W B el iel, Sl
25

Roq_ Yol _ o S £032808880888088803888088888 3

V() -2 E SMSSESESEn8AE588328323 8883 &

m m

o o

Standard deviation: A =

02 =3 (e — i) y=-24.67x2 + 2:10°%x — 410'%; R? = 0.98
i=1 y =8.57x* — 141.91x + 667.27; R* = 0.96
»=-10.14x3 + 105x2 — 5101% + 7-1014; R2 = 0.89



Example 1:
Using MS Excel to Evaluate the Trend
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{ Step 1. Export Zabbix data into Excel

~Q1: Java CMS Memory heap free (3d 11h 19m)

"W’”Mmm

300 Mbyt 0

€5 i'm“w J Mw 'I\M%

e
200 Mbytes |rspudtudiriatms st o y i
- T | ki T
100 Mbytes '1.“%‘" f M et e AT
Mg, | 3 .
ity 3 Sy
R W 0 O Ot L O OO L .U SO IR \

58§85 888¢88c88e888gcse8egee88ee88ee8ege88ee88ee8e¢ee328¢ . .

C:SSQE-’SS5882::EZS!:EESzzﬂmSSS;Q%EQE2:2222!:322::2558
S - E— : **7 Step 2. Select degradation period

o

2014.Aug.18 00:16:04 182743696
2014.Aug.18 00:17:34 205295840

Step 3. Add a trend line to graph,
redieorie | set up line type and forecast period

J

SN

Step 4. Try various options, the

goal is to have R? closer to 1

Y= 275173 ¥ 26—

R?=0,964

T T T T T
2014 Aug.1902:31:04 2014 Aug.1905:01:04 2014 Aug.1907:31:04 2014 Aug.1910:01:04 2014 Aug.1912:31:04

—

i Forecast period

201 [ Format Trendline
201
201 Trendiine Options
20 1 I Line Color
201/ || tinestrie I:—‘ ® Exponential
201 Shadow =
201 || Gowand soft edges I=—‘ - Lner
201 Ij © Logarithmic
ggi I_—‘ @ Polynomial Order:
201 Ij @) Power
ggi | |=—‘ (@) Moving Average Period: ,ﬁ
201 fl Trendline Name
201 @ Automatic : Poly. (Series1)
201 © Custom: |
201 Forecast
201 Eorward: periods
201 Backward: periods
201
201 I et ntercept -
201 Display Equation on chart
Display R-squared value on chart
201 -
201

2015 AUg I UUT oo UF  I99UGZ0I0

2014.Aug.18 00:56:34 199082616

2014.A
2014.A

21aal Step 5. Get regression expression from Excel

2014.A

y=-1,1972x ¥ 1107,5x% - 551819x + 2E408

20124 tO create calculated item and trigger in Zabbix |uesosie

2014.A

T T
2014 Aug.1910:01:04 2014 Aug.1912:31:04

INAA Mivm 10 DA T.00A 101 c4A040aA
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Example 1:
JMX: Introducing New Zabbix Items

IMX_JEDI (& Items)

JIpA:
JIMx:
JIpA:
JIpA:
JIM:
JIMA:
XPDE
‘ JpA:
JIMx:
JIpA:

M

JEDI: HT TP requests processing time
JEDOI: HT TP regquests per sec

JEDI: Active sessions

JEDI: Session alive time (average)

JEDI: Session alive time (maximum)

Last checlk

1<

14

14

14

14

JEDI: Web processing active thread count 1<

{4 Items)

JEDI: Active XPDB connections count
JEDI: Total ¥XPDBE connecticns count
JEDI: XPDBE objects count

JEDI: Active XPDB sessions count

The benefits of JMX metrics:

1

14

14

Mar 2012

Mar 2013

Mar 20132

Mar 2013

Mar 2013

Mar 2013

Mar 2012

Mar 2013

Mar 20132 12:55:

13

13:

13:

13:

13:

13:

13

13:

53¢

S53:

55

55

S9:

53

53¢

=

o3

53

532

532

593

52

93

2

532

Why JMX for JEDI? J

13

Last value Change
406 -15

47 -

« JMX — Java Management eXtensions (refer to Zabbix documentation for more details).
« JMX tools provide access to Java API internal objects, classes, services.
« JMX metrics allow measuring real workload and actual utilization of Java resources.



Example 1: 14
JMX: Measuring Actual JEDI Utilization

QPE—pwsna—xBE: JMX: JEDI: |DBC pool leased connections (1d 7h 15m)
&
5
4
2
2
1
o
- S5 888 8 8 8
S S53z38:8
=]
S
o . .
last min avg max Active DB connections
B jMX: |JEDI: JDBC pool leased connections [all]l (] 0 0 5 .
and web sessions
o pO8-pws03-x86: |MX: JEDI: XPDB connections count (1d 7
25
20
15
10
L,
0 &
m S ESESSESSESSES5SSSESESESEEE8EsSLU8sSE8&8Es88 2
S 83232 E58BEESD2222=2S22RJ3R88g38382388 =
S =
= =
last min avg max
B |MX: |JEDI: Active XPDB connections count [all] o] 0 0 -1
I jMX: |JEDI: Total XPDE connections count [avg] 20 20 20 20




Example 1:
Detecting Critical Degradation of a Host

15

BO Mbytes |
50 Mbytes
40 Mbytes
20 Mbytes

0 bytes

pO07-jws01: Java CMS memory free on |WS POD 7 (7d)

n8 m 8 8 8 2 8 £ £ 2 8 8 8 0 = 3 B =
=8 & 2 H & & 2 H 8 & 28 2 8 &~ H OB .M -r
=l — (] ~ ] ] =i
i ] L)
=3 =
— ~
last min
W PO7-jws0l: Java CMS Memory heap free  [min] 4294 Mb 4.95 Mbytes
W pO7-jws02: Java CMS Memory heap free  [min] 50.73 Mb 39.2 Mbytes et .
B PO7-jws03: Java CMS Memory heap free  [min]  50.39 Mb 32.7 Mbytes . Critical degradatlon
W pO7-jws04: ]ava CMS Memory heap free  [min]  50.25 Mb 3255 Mbytes 5882 Mb
B pO7-jws05: Java CMS Memory heap free  [min] 4988 Mb 34.78 Mbytes 59.56 Mbyt Of Java memory
O pO7-jws06: |ava CMS Memory heap free  [min] 4968 Mb 35.78 Mbytes 60.19 Mb
O pO7-ws07: Java CMS Memory heap free  [min] 5118 Mb 33.73 Mbytes 59.78 Mb 2 I h t
@ PO7-jwsOB: Java CMS Memory heap free [min]  52.54 Mb 352 Mbytes  60.9 Mb on a single Nos
W PO07-jws0%9: Java CMS Memory heap free  [min] 51.23 Mb 37.33 Mbytes  61.56 Mbyte ——————
pO7-jws01: JMX: HTTP requestsjiger sec on JWS POD 7 (7d)
30 1 ]
20
10 i i
L : - \m_%u
42 3 8 2 2 3 2 8 8 3 8 8 8 3 g o
$€E 3 5§ 8 & 3 5 8 & 3 8 8 5 2 =
3 2
E U
last min avg max 00
B pO7-jws01: JMX: JEDI: HTTP requests per sec  [max] 1.81 0 136 21 User activity on JEDI
[0 pO7-jws02: |MX: |EDI: HTTP requests per sec  [max] 1.35 0 0.45 B.61
W pO7-jws03: |MX: |EDI: HTTP requests per sec  [max] 1.4 0 037 7.96
W pO7-jws04: |MX: |EDI: HTTP requests per sec  [max] 1.4 0 042 B.49
B pO7-jws05: |MX: |[EDI: HTTP requests per sec [rmax] 1.45 i 041 B97
W pO7-jws06: |MX: |EDI: HTTP requests per sec  [max] 1.34 0 044 8.81
Bl pO7-jwsO07: |MX: |[EDI: HTTP requests per sec  [max] 1.38 0 04 BA49
B pO7-jws08: |MX: |EDI: HTTP requests per sec  [max] 1.22 0 05 895
B pO7-jws09: |MX: |EDI: HTTP requests per sec  [max] 1.4 0 042 B89




Example 1:
Auto-remediation Workflow for JEDI

———————————— ——

JEDI Server

Benefit: safely restore
service on remote host

Zabbix agent

ot

Zabbix Sewer_

16

—— —— —

>

JBoss Service

JBoss restart script

o ———————————————

Auto-remediation procedure is initiated

in case of critical degradation of Java memory:

———

Zabhbix Service

v

Stahility check script

The exact threshold numbers
depend on the time required
to safely restore the service

Java free memory tends to degrade below critical threshold of 5 MB in 15 minutes.

Java virtual allocated memory is higher than allowed (2 GB for 32-bit VM, 6 GB for 64-bit).
The JBoss service status on remote host is not responding (for at least 1 minute).

The JBoss service on the other JEDI hosts in pool is up and running (stability check).



Pool 1: 100

Pool 2: 2«

|
a
H
[
|
|
=
O

Example 2:

Monitoring Fax Capacity in Pool

400 Fax workload with periodic
300 |- peaks can be predicted

200

t=

B K

4K

Fax SLA is 15 minutes
even during peak time

FAX Queues size (1m)

..................................................................................................

Thu
Fri

Sat

Mon

b

01.07 00:00

01.06 00:00 +—

FAX Rendering InProgress
FAX Rendering Queued
FAX Rendering Required
FAX Sent InProgress

FAX Sent Queued

FAX Sent Required

FAX Send Not Rendered
FAX Senders Count

[max]
[max]
[max]
[max]
[max]
[max]
[avg]
[max]

43
&0

avg
2.37

4763
50.33
846
145
26.35

81

Problem: big redundancy of
fax servers (10% utilization)

17



Example 2: 18
Managing Fax Capacity in Pool

FAX Rendering Required (12h)

L6KT Solution: Fax workload trend

LAK [ R

L2K oo S s s ; S e s ;
3 PRI LIS AU S U LRI SN S S e 5 i
BO0 | A SO U OO O S . i i :
sk T B : ; ’
DL 35K SR 5 : ! 5
400 |- o« ; ; ; | ;
: j s s : s
g 2 B - ; | | | |
0 15K ! ) H H H H H H "
o 1K [ ™y T e S5 S = N N e SN | NN == N5 SN TN SN = NN 4 NN o S5 N = IOy S SO 4 Y = SN BN o S 5 SN = N | B S 5l
Mm% L S T L B S = S~ B 1) . = L L = T LU B (R L L . S T L B = o m
oo 500 B - o B - B R B B T R I = = A R I I ™
= m — — —~ ™~ r ™ r~ r~
— D2 o - —
(=] o = N E o = 7 (]
™ = ol
&l g )
i . "
: R KPI metrics are introduced to detect the peak load
i e ehEe e
endeaerin usue max .
B raxnenderng requred  [fmal 53¢ o 3336 32 | and reallocate fax standby resources when needed
B FAX Sent InProgress max] 237 14 128 46 556
M FAX Sent Queued max] 3 (8] 1113 738
[ FAX Sent Required max] 80 0 71.09 355K
O FAX Send Not Rendered avg] 0 0 0 4]
[ FAX Senders Count max] 53 (8] 21.33 129
Benefit: extra resources can be

removed without a risk of outage

J

[ fax delivery duration  [all] =] I T 9
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Conclusions

Zabbix is not only monitoring, but is also a reactive centralized control system,
especially in a big distributed system like RingCentral telecommunication company.

Reaction to the alert is often not fast enough. Monitoring should be more proactive.
New metrics to detect the critical degradation trend in advance are proposed.
Corresponding action items and triggers are implemented in Zabbix. J
The 2 real-world examples of proactive monitoring are presented:

1. Preventive auto-restoring the Java service on JEDI host 00n '
when critical degradation of Java memory is detected. e!

w{{{“‘i‘i‘"ﬂ > 2. Allocating additional computing resources “on the fly”
‘;"3“;}}}};,;" if the estimated fax capacity of entire pool is not enough.

Measure twice
cut once

Thanks!




