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Helping companies cost effectively simplify their IT strategy.

h www.itmanaged.solutions
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Implementing a Production
Zabbix Enviroment

* Project: 24/7 Monitoring of a Production Corporate IT Enviroment
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Implementing a Production
Zabbix Environment

IT Managed Solutions (ITMS)
« 25 years working for IBM I
« Established 2016
Gardner Denver:
« Founded in 1859
. Worldwide provider of industrial equipment, Gardner

technologies and related parts and services
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Gardner Denver Prior
to ITMS and Zabbix

UNITY CISCO UCS AVAMAR Data Domain

« Company in Transition ! ! ! !

« Looking to Outsource

Non Filtered Email Message/Alerts/warnings

« Splintered IT Environment — ,

VMWARE VSPHERE

(multiple mergers/acquisitions)

* No enterprise-level Monitoring
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Oracle DB MS SQL Instance
Web Instance Oracle DB Instance
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Current Gardner Denver IT Environment

Gardner Denver IT Environment: -
. 3 Data Centers, 1 DR Site "L & =} EXVIRONMENT COMPANY

« VxBlock System
| I
« Storage: Dell EMC Unity

« Compute: Cisco UCS C I S C O .

« Backup: Avamar/Data Domain i L E M




Current Gardner Denver IT Environment

SNMP
MONITORING
UNITY CIsCO AVAMAR DATA DOMAIN
m<:| ucs
M imhe
——
E-Mail Alert P N
— e |<— =
v -
i ZABBIX iu s
L ZABBIX TRIGGER SERVER £ABEIX
PROXY
Victor Ops
s VMWARE VSPHERE (ZABBIX AGENT MONITORING)
SMs
Alert

800- @« | Total Space

_'/ \ Used Space PouS
~~" || Free Space B W
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DB Instance MySQL (DB) Oracle DB
GRAFANA CHARTS Standby Instance Instance FILESERVER — \vEp SERVER
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Escalation Policy using VictorOps

80
AXEId m) ¥ VictorOps M)  .--=s= @) servicenow
Trigger Notification == H Ticket




Requirements for Monitoring

Project Hardware/Software Requirements:
Zabbix Server

« Zabbix Proxy l

« Zabbix SNMP Proxy

. Zabbix MySQL DB m GerQnG

« Grafana Server

» VictorOps Service Z A B B I X
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Vsphere Monitoring

Virtualized Environment:
hd 250+ VMS Avamar W Testing Activity failed - timed out before completion

Zabbix agent

i 2 5 ES Xi H O S TS | Free disk space is less than 2% on volume H:
. .| 4 D G ‘I‘G S‘I‘O re S Free disk space is less than 2% on volume C:
3 Server Escalafion Tiers

W O NS —— .

Too many processes on sfosvpm01.gardnerdenver.org

Free disk space is less than 2% on volume D:

Free disk space is less than 2% on volume L:

Free disk space is less than 2% on volume D:

Free disk space is less than 2% on volume D:

Free disk space is less than 2% on volume D:

Free disk space is less than 2% on volume H:
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SNMP Monitoring

ZABBIX ZABBIX

U Si n g s N M P TrCI p 1'0 Mo 1] i'l'or: Port 162 Zabbix Proxy Server Zabbix server Frontend
; SNMP > SNMPTRAPD > % Jog item [snmptrap.fallback]
< AV O m O r Appliance sending Zabbix_Trap_Receiver > >Triggers on specific string|
SNMP Traps ) Log File or use [regexp] with MIB’s

. EMC Unity

M We configure the Appliance
¢ C IS C O U C S I The Zabbix Proxy server The Zabbix Server
(Linux server, Windows, router,etc)

receives the traps and logs collects the Traps from

1 to send SNMP T to th
d D O TO D O m G | ﬂ s et : them to our desired log file our Zabbix proxy log file
Zabbix Proxy server
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Integration with Grafana

{9 - 8% GDWindows Server Dashboard - * @ < ZoomOut > OTodaysofar urc &

Group Tier 1 ~

Easy SeTUp System Status -

ICMP Status ICMP response time Zabbix Agent Status Free Memory Free Disk Space on C: Uptime
Open Source UP 0.00015 UP 112.27 ( 88% 14 week

Avg CPU Load -

Gives 24/7 ClienT Access A Average CPU Load (1 Min, 5 Min)

1 Week Historical Data
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Custom Dashboards D e —

min max avg current
== Processor load (1 min average) 0% 2.59% 0.01% 0%
== Processor load (5 min average) 0% 1.33% 0.01% 0%

Free Memory -

Free Memory over Time
120 GB

- B
o

100 GB

Free Memory (GB)

95 GB

90 GB
04:00 : : H 2 5 : R : 2 5 16:00 17:00 18:00 19:00
min max avg current
== Free memory 91.74GB 116.42GB 11236 GB 11224 GB
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Benefits for IT Administrators

Status of Zabbix

Zabbix server is running

Number of hosts (enabled/disabled/templates)
Number of items (enabled/disabled/not supported)
Number of triggers (enabled/disabled [problem/ok])

Number of users (online)

Required server performance, new values per
second

localhost: 10051
2857131

Sy « Clear and Accessible System Data

30686/ 19515/

a05i] « Organized Alerting Structure

3

« Custom Scheduling and Escalation
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Results For Gardner Denver

{9 - B2 GD Windows Server Dashboard -  * @ < ZoomOut » OTodaysofar urc &

Group  Tier1~

2 4/ 7 M O n i -I-O ri n g Sysrerlncj;al:usia-tus ICMP response time Zabbix Agent Status Free Memory Free Disk Space on C: Uptime
. ) UP 0.00015 UP -' 838% 14 week
Historical System Data

Average CPU Load (1 Min, 5 Min)
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Live Server Information Access
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Weekly Reporting

18:00 19:00
min max avg current
== Processor load (1 min average) 0% 2.59% 0.01% 0%
== Processor load (5 min average) 0% 1.33% 0.01% [

Free Memory -

Free Memory over Time
120 GB

ik RSN [ S

100 GB

Free Memory (GB)

95GB
90 GB
04:00 16:00 17:00 : 19:00
min max avg current
~ Free memory 9174GB  11642GB  11236GB  112.24GB
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In Closing...




