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What do we have today?

2.0 Out of support since May 2017
2.2 LTS Supported till August 2019
2.4 Out of support since March 2016
3.0 LTS Supported till February 2021
3.2 Supported till November 2017
NEW 3.4 Supported till March 2018

4.0 LTS Development in progress
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1.

Visualization
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Multiple and customizible Dashboards

PA:\:1:]Pq Monitoring Inventory Reporis  Configuration  Administration .

Dasnboara

Problems

a1 nova, [req48052bfe 4209 4008-b100. ‘sdmin] Unexpected exception in APl method 1h1ms2s
ol osio [r20-97636632.8536 4904 5393 ' handing 1am11s

compute-04 Falled to spawn container instance-0000004" 24mS5s

instance-0000004 Instance faied to spawn 24mS6s

cnot 1h 49m 25

a0l 2n12m12s

el s0m43s D
cirk01 in] 45m36s

Server memory usage Open Stack Private Cloud #24

ostack: Memeory usage (2h 16m)

-
o
050TB
last min avg max
B Available memory lavgl 310.61 GB 299.85 GB 329.03GB 341.75 GB
ey
Transactions per second
ostack: Transactions (2h 16m)
15K
s = i e A A . RN e N = Middeware
g =
lsst min  avg  max ox E
B Transactions [all} 220 10 397.65 L4K B B I X




Dashboard sharing options
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Other new dashhoard features

New widgets Granular filtering Cloning of dashboards
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Improved Maps

Map to display
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Map elements visible to limited users

Maps

All maps / Local network

Local network

ZABBIX



Full clone for Screens and Maps

Screens

Screen  Sharing

Tl Admin (Zabbix Administrator) X

Mame | fabbix server

Columns 3

Rows 3

| Clone | | Full clone | | Delete | | Cancel |
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2.

Data collection and

pre-processing
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New agent item keys

vfs.dir.size[dir,<regex_incl>,<regex_excl>,<mode>,<max_depth>]
Displays the size of directory (in bytes)
mode: apparent disk

du -sb dir du -s -Bl dir
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New agent item keys

vfs.dir.size[dir,<regex_incl>,<regex_excl>,<mode>,<max_depth>]
Displays the size of directory (in bytes)
mode: apparent disk

du -sb dir du -s -Bl dir

proc.num|[<name>,<user>,<state>,<cmdline>]

Displays the number of processes

New options for state: disk - uninterruptible sleep
trace — stopped

all (default)

run - running

sleep - interruptible sleep
zomb - zombie
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New internal item keys

zabbix[host, discovery, interfaces]
Returns a JSON with all host interfaces. Useful for LLD

{ "data": [ {
"{#IF.CONN}":"192.168.3.1",
"(#IF.IP}":"192.168.3.1",
"{#IF.DNS}":"",
"{#IF.PORT}":"10050",
"{#$IF.TYPE}":"AGENT",
"{#IF.DEFAULT}":1

} ] }
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New internal item keys

zabbix[host, discovery, interfaces]
Returns a JSON with all host interfaces. Useful for LLD

{ "data": [ {
"{#IF.CONN}":"192.168.3.1",
"(#IF.IP}":"192.168.3.1",
"{#IF.DNS}":"",
"{#IF.PORT}":"10050",
"{#$IF.TYPE}":"AGENT",
"{#IF.DEFAULT}":1

} ] }

zabbix[preprocessing_queue]
Used to monitor the preprocessing queue length
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Item value preprocessing

p4\212p4 Monitoring Inventory Reports  Configuration  Administration

Host groups  Ten 5 Hosts  Maintenance s  Event comelation

Reqular expression P

ltems = i
..... Regular expression [}

All hosts / VM manager Enabled m Applications 11 ltems 74 Triggers 47 Graphs 13  Discovery rules Trim
l Right trim e
ltem  Preprocessing Laft Erim
Structured data
Preprocessing steps ~ [1ame Parameters Action XML XFath
JSON Path $.host.vms[1].network.read Remove J5ON Path
Arithmetic
Regular expression v Ox(Y) 1 Remove Custom multiplier
Change
Simple change
Change per second
Numeral systems
Boolean to decimal
Octal to decimal
Hexadecimal to decimal

-

Hexadecimal to decimal v

-

Custom multiplier 1024 Remove
Change per second v Remove

Add

| Clone | | Clear history and trends | | Delete | | Cancel |
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New preprocessing options

Regular expression - find match by a regular expression
(Combination of match / replace / magic)

XML XPath - extract value or fragment from XML data using Xpath

JSON Path - extract value or fragment from JSON data using JSONPath
(only a limited set of JSONPath features is supported)

Additionally Delta (simple change) and Delta (speed per second) option
have been renamed to Simple change and Change per second
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Examples of item preprocessing

12 C * Right trim * Temperature: 12
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Examples of item preprocessing

12 C * Right trim * Temperature: 12

{"users": 10004 } * JSON * User count: 10004
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Examples of item preprocessing

12 C * Right trim * Temperature: 12

{"users": 10004 } * JSON * User count: 10004

"GET /index.html Regex Response code: 200
HTTP/1.0" 200 2808” seXp * Size: 28083
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Examples of item preprocessing

12 C * Right trim * Temperature: 12

{"users": 10004 } * JSON * User count: 10004

"GET /index.html Regex Response code: 200
HTTP/1.0" 200 2808” seXp * Size: 28083

* Version: Apache 2.2.15 (Unix)

truct text R
SIRIUET e * cESP DNS lookup threads: 10
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M ! I Innodb_buffer_pool_read ahead_evicted

Mass processing of metrics

Handler_update 0

Handler_write 414

Innodb_buffer_pool_dump_status Dumping of buffer pool not started
Innodb_buffer_pool load status Buffer pool(s) load completed at 170531 18:45:37
Innodb_buffer pool_resize status

Innodb_buffer pool_pages_data 513

Innodb_buffer_pool_bytes_data 8404992

Innodb_buffer_pool_pages_dirty %]

Innodb_buffer_pool_bytes_dirty 0

Innodb_buffer_pool_pages_flushed 37

Innodb_buffer_pool_pages_free 7676

Innodb_buffer_pool_pages_misc 2

Innodb_buffer_pool_pages_total 8191

Innodb_buffer_pool_read_ahead_rnd .
Innodb_buffer_pool_read ahead

Innodb_buffer_pool_read requests Zabbix server
Innodb_buffer_pool_reads
Innodb_buffer_pool_wait_free
Innodb_buffer_pool_write_requests
Innodb_data_fsyncs
Innodb_data_pending_fsyncs
Innodb_data_pending_reads
Innodb_data_pending_writes
Innodb_data_read
Innodb_data_reads
Innodb_data_writes

Innodb_data written
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Mass p

My

mysql[status]

Item

rocessing of metrics

i MySQL with Dependentitems  Applications 1 Items 4

Mame | MySQL 51
Type | Dependent item v
Key | mysql[Uptime]

Master item  MySQL Status: mysqgl.status.master

Type of information | Mumeric (unsigned) ¥
Units | uptime

History storage period | 90d

Preprocessing

Name Parameters

Preprocessing steps
Regular expression v

Triggers

Uptime\t([0-9]+)

| Clone | | Delete | | Cance |

Graphs

Screens

Discovery rules  Web scer
Select
Zabbix server
Action

Remove
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3.

Top user requests
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TOP 4 Remote command execution by proxies

ZBXNEXT-936 Zabbix Proxy does not proxy remote commands Unassigned Jordi Clariana 121 1 | DONE

Type | Custom script :l

Execute on EEldr@l=ia8 Zabbix server (proxy) || Zabbix server

. — e E\ e Service Restarted!

Zabbix Server Zabbix Proxy
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TOP 10 Configurable end-point for JMX requests

NMR ZBXNEXT-1274 Configurable JMX Endpoint Viktors michael 81 +  READY TO DEVELOP
Monitoring  Inventory Reports  Configuration  Administration G Hshae 7?7 £ &
Hosts  Mai
Items
Alltemplates / Template JMX Generic  Applications 8 ltems 55 Triggers 26 Graphs 11 Screens  Discovery rules  Web scenarios

ltem  Preprocessing

MName | cl Loaded Class Count
Type | JMX agent ¥
Key | jmx[java.lang:type=ClassLoading".LoadedClassCount] Select
IMX endpoint | service:jmcrmi/jndirmi/{HOST.CONN}:{HOST.PORT}fjmxrmi
User name
Password
Type of information | Numeric (unsigned)

Units

Update interval | 1m i\ =1=1D.¢




JMXLLD

Jmx
Jmx

Jmx

Jmx

.discovery # Retrieve all JMX MBean attributes
.discovery[beans] # Retrieve all JMX Mbeans

.discoverylattributes,"*:type=GarbageCollector, name=*"]
# Retrieve all attributes of all garbage collectors

.discovery[beans, "*:type=GarbageCollector, name=*"]
# Retrieve all garbage collectors

ZABBIX



TOP 8 Notifications on problem acknowledgement

ZBXNEXT-18 Send an alert after trigger being acknowledged  Sergejs Sol Arioto 90 T  IN SPECIFICATION
Paskevics

P4 N21=2ip4q onitoring  Inventory Reports  Configuration  Administration

Hostgroups  Templates Hosts  Maintenance  Actions  Event comelation  Discovery — Services
Actions

Action  Operations  Recovery operations  Acknowledgement operations

Default subject | Acknowledged: {TRIGGER.NAME}

Default message | {USER.FULLNAME} acknowledged problem at {ACK.DATE} {ACK_TIME} with the
following message:
{ACK.MESSAGE}

Current problem status is {EVENT.STATUS}

Operations
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4.

Performance and

scalability
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Server side performance
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Parallel processing of alerts

F4i\212{p 4 Monitoring Inventory Reports Configuration  Administration
Concurrency

General Proxies  Authentication Usergroups Users Mediatypes  Scripts  Queue

Alert manager process Media types

Media type  Options

Concurrent sessions Cne Lnlimited 2

Time between attempts Attempts 3

Number of attempts

Attempt interval | 10s

StartAlerters = 1-100 [Cioe | [ Delete | [ cance
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0.

Out of the box

templates
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Standardized templates for network devices

Huawel
QTech

Netgear p-Link

Foundry pg; -
Intell Alcatelsmgégonk
Cisco .. HP

C Extreme
Ubiquiti jyniper

Mellanox

TP-LINK

BBBBBB



6.

Major improvements
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PCRE regular expressions

No more inconsistency between Zabbix Frontend and Zabbix Server!

Get advantage of all capabilities of PCRE

ZABBIX




URL-encoding support in web monitoring

MName | Zabbix.com admin page

URL | hitps:iwww.zabbix.com/ Parse
Query fields Name alue
act = | admin Remave
token = | $00p3r_s33cA3T_%&/ R

Add
Post type Raw data
Post fields Name falue
submit = | Login
Add
Variables MName falue
name = | value Remove
fdd
Headers Name falue
Content-Type = | application/x-www-form-urlencoded; ch
Is-Admin = | yes,please

ZABBIX
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Management of time periods using macros

a4 \\21=1p4 Monitoring Inventory Reporis  Configuration  Administration O, Hshae ? & O

General Proxies Authentication Usergroups Users Mediatypes  Scripts Queue

Macros Macros v
{SEVERY_MORNING} = | hl0 Remave
{3SNMP_COMMUNITY} = | public Remove
{3WORKING_TIME} = | 1-5,9:00-18:00 Remave
fdd
Update
Zabbix 3.4.0. © 20012017, Zabbix SIA
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Management of time periods usmg macros

p4:\2{=1p4d Monitoring Inventory Reports  Configuration  Administration

Item prototypes

Alltemplates / Template Workstation Health ~ Discovery list / Mounted filesystem discovery  Item prototypes 5 Trigger prototypes 2 Graph prof

Item prototype  Preprocessing

Name | Free disk space on $1
Type | Zabbix agent A
Key | vis.fs.size[{#FSNAME} free] Select
Type of information | Numeric (unsigned) v
Units | B
Update interval | {SDELAY:"(#FSNAME}}

Custom intervals  Type Tterva Per

Scheduling || 1m {SWORKING_TIME}

Fexivle |EERLLg) | (SEVERY_MORNING)

History storage period | 1w

Trend storage period | 365d

ZABBIX




Management of time periods using macros

a2z b4d onitoring  Inventory Reporis  Configuration  Administration Q,

roups Templates Hosts Maintenance  Actions  Event correlation

Actions

Action  Operations  Recovery operations  Acknowledgement operations

Name | Report problems to Zabbix administrators

Conditions  |abe Name Actior
A Time period in {SWORKING_TIME}

New condition - -
Trigger name v || like v
Acd
Enabled |v

| Clone | | Delete | | Cancel |
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1.

Minor improvements
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Minor improvements

Host macro support in event tags

{HOST
{HOST

{HOST

.HOST<1-9>}, {HOST.NAME<1-9>},
.CONN<1-9>}, {HOST.DNS<1-9>},
{HOST.

TP<1-9>}, HOST.PORT<1-9>1},

.ID<1-9>)
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Minor improvements

Host macro support in event tags
{HOST.HOST<1-9>}, {HOST.NAME<1-9>},
{HOST.CONN<1-9>}, {HOST.DNS<1-9>},
{HOST.IP<1-9>}, HOST.PORT<1-9>},
{HOST.ID<1-9>}

No support for [ES and IE10 anymore

ZABBIX




Minor improvements

Host macro support in event tags
{HOST.HOST<1-9>}, {HOST.NAME<1-9>},
{HOST.CONN<1-9>}, {HOST.DNS<1-9>},
{HOST.IP<1-9>}, HOST.PORT<1-9>},
{HOST.ID<1-9>}

No support for [ES and IE10 anymore

Increased field size

SNMP OID: 255 -> 512

Flexible interval period: 255 -> 1024
Media type, when active: 100 = EEL




Minor improvements

Added support for
AtomicBoolean, Atomiclnteger, and AtomicLong
types to Java gateway

ZABBIX




Minor improvements

Added support for

AtomicBoolean, Atomiclnteger, and AtomicLong
types to Java gateway

IPMI polling: only one connection to BMC controllers
New IPMI manager process

ZABBIX




Low level discovery

Added support of LLD macros in function parameters of
v Trigger prototype expression

v When using function with ITEM.VALUE, ITEM.LASTVALUE in
trigger prototype name, description and tags

v Graph prototype name simple macros like {host:key[].func()}

ZABBIX



Return code check for scripts and commands

Monitoring  Inventory Reports  Configuration  Administration Q Hswe 7 2 O

Audit  Action log

User params  Action log

wifv] Ype Recipient

Re l I l Ote 2017-08-16 Report problems to Zabbix AlertScript  john.doe (John Doe) Subject: Failed ﬂ
1328:12 administrators john.doe@ny.datacenter.com OK: Version of zabbix_a

Com ma nds Message:

Trigger: Version of zabby  ~

Trigger status; OK SyntaxError: invalid syntax
Trigger severity: Informa.....

Trigger URL:

system.run(]

Item values:

1. Version of zabbix_agent(d) running (Zabbix
server:agent.version): 3.4.0

2. *UNKNOWN* ("UNKNOWN**UNKMNOWN®): *"UNKNOWN*
3. "UNKNOWN* ("UNKNOWN**UNKMNOWN®): *"UNKNOWN*

Original event 1D: 256
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Reduced default retention period for internal items

p4:\=121p 4 Monitoring Inventory Reports Configuration  Administration O Hshae 7 2 O

General Proxies  Authentication Usergroups Users Mediatypes Scripts Queue

Housekeeping Housekeeping v

Events and alerts

Enable internal housekeeping |+
Trigger data storage period | 365d
Internal data storage period | 1d
Metwork discovery data storage period | 1d

Auto-registration data storage period | 1d

Services

Enable internal housekeeping |+

Data storage period | 365d

ZABBIX




Upgrading
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Just follow standard procedure

Download from www.zabbix.com/download
Upgrade Zabbix Server and Proxies

Update Zabbix frontend files

Database is upgraded automatically: should take a few minutes

ZABBIX
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