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Using Zabbix in Cloud Analytcs 
Hostng
Zabbix at SAS Solutons OnDemand
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Overview
• What is SAS Solutons OnDemand
• Meetng Enterprise Business Needs
• Large Scale User Support
• Integratng with SSOD’s Systems
• Extending Zabbix
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What is SAS Solutons OnDemand
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What is SAS Solutons 
OnDemand

SAS Solutons OnDemand is the division of the 
SAS Insttute that is responsible for delivering 
and supportng the SAS Cloud Analytcs 
oferings.

• Results as a Service
• Sofware as a Service
• Remote Managed Sofware & Services
• Hosted Managed Services
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What is SAS Solutons 
OnDemand

What does this mean for Zabbix?
• 4000+ Monitored Hosts
• 900+ Host Groups
• 500000+ Monitored Items
• 270000+ Enabled Event Triggers
• 1100+ Users
• 30+ Zabbix Proxies
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Meetng Enterprise Business Needs
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Meetng Enterprise Business 
Needs

Enterprise Business Requirements
• High Availability
• High Data Volume
• High User Count
• Robust Multtenancy Support
• Multple Datacenters
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Meetng Enterprise Business 
Needs

Enterprise Architecture

Zabbix 
Server

Zabbix Web 
UI

Zabbix 
Database

Zabbix 
Proxy

• Dedicated Server for each role
• Warm backup servers for all key systems
• Run web UI on nginx
• Use Postgres as enterprise DB
• Of load all direct monitoring to Proxies
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Meetng Enterprise Business 
Needs

Web UI Specifcs
• Utlize nginx on a midter virtual machine
• 16 Cores
• 256 GB Memory

• Run all trafc via a load balancer so capacity can 
be expanded as needed

• Run additonal Zabbix Web UI on the Zabbix 
Server
• No external access
• No load balanced web trafc
• Used for automaton and admin access during 

midter outages
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Meetng Enterprise Business 
Needs

Enterprise Database
• Utlize Postgres on a dedicated virtual machine
• 16 Cores
• 256 GB Memory
• 2 TB of data space

• Live data feed to backup database server
• All read only data interactons by external systems 

pointed at backup database where possible
• Migratng to Oracle for improved performance 

and support
• Hosted on Exadata appliance dedicated to leveraged 

services such as Zabbix
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Meetng Enterprise Business 
Needs

Zabbix Servers
• Dedicated virtual machine
• 4 Cores
• 8 GB Memory

Zabbix Proxies
• Dedicated virtual machine
• 4 Cores
• 8 GB Memory
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Meetng Enterprise Business 
Needs

Distributed Data Center Support
• SAS Data Centers
• Co-located Data Centers
• Customer Data Centers
Zabbix Soluton
• NAT IP to Zabbix Server
• Firewall only requires 10051 one directon
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Large Scale User Support
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Large Scale User Support Requirements for Users
• All SSOD Employees must be able to see the 

informaton for all producton systems
• Self Service must be available for basic 

monitoring changes
• SAS Applicaton Administraton and Database 

Administraton teams must be able to accomplish 
tasks without assistance

• Existng controls and processes must be used to 
grant all access

• Customer users must only be able to see 
informaton for their own environments

• Users must be authentcated by the SSOD LDAP
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Large Scale User Support Design for Users
• Use natve Zabbix LDAP support for 

authentcaton
• Synchronize membership in selected AD user 

groups to Zabbix via the Zabbix API
• Global groups are explicitly identied
• Project speciic groups are named in a ixed patern
• Users’ user type must be updated to match highest 

privilege
• Users and their media are created to match LDAP

• Grant appropriate user group access to all new 
host groups via API automaton

• Modify ‘IT Services’ monitoring page as well as 
Macro API Code to ilter content



Copy right  ©  SA S  In st tute  In c .  A l l  r ights  re ser ved .

Large Scale User Support State at a Glance for Internal Users Only
• Synthetc Transacton system built to test all 

customer facing endpoints and display their state
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Integraton with SSOD’s Systems
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Integraton with SSOD’s 
Systems

Key Integraton Points
• Alertng (JIRA, PERC)
• IT Host Auto Deploy
• Agent Modules for SAS Internal Metrics
• Amazon Web Services
• Batch Monitoring
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Integraton with SSOD’s 
Systems

Alertng
• External alert scripts utlized
• Tokenized parameters added to the start of the 

message body to pass additonal needed ields
• Alert scripts coded with default values to use in ields 

were missing/incorrect
• Zabbix Log monitoring of the alert script logs to notfy 

Zabbix Admins of any issues
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Integraton with SSOD’s 
Systems

IT Host Auto Deploy
• API Script Inputs: Hostname, Project, Category, 

OS, and Label (optonal)
• Creates Host, with label if given
• Applies the appropriate OS template
• Adds host to the host group “Project (Category)”
• Creates the host group ”Project (Category)” if needed

- Grants global user groups the appropriate permissions

- Grants project speciic user groups appropriate permissions

- Creates project speciic user groups if needed
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Integraton with SSOD’s 
Systems

Agent Modules for SAS Internal Metrics
• Loadable agent modules for accessing SAS 

internal metrics such as queue length and user 
counts

• User parameters for simple system commands
• Overloaded for SAS License CheckName Interval Type

SAS Setnit Raw Output (SAS D
eployment)

86400 Zabbix agent

Days untl end of nearest SAS L
icense grace period (SAS Deploy
ment)

 Zabbix trapper

Days untl nearest SAS Drop De
ad Date (SAS Deployment)

 Zabbix trapper

Overall State of SAS Product Li
censes (SAS Deployment)

 Zabbix trapper

Days untl end of nearest SAS L
icense valid period (SAS Deploy
ment)

 Zabbix trapper

https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=317300&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=317300&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=844188&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=844188&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=844188&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=317299&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=317299&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=317298&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=317298&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=844187&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=844187&sid=fdd61059d2a6cca9
https://status.ondemand.sas.com/zabbix/items.php?form=update&hostid=13436&itemid=844187&sid=fdd61059d2a6cca9
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Integraton with SSOD’s 
Systems

Amazon Web Services
• Use Cloud watch to pull metrics
• Pull metrics from AWS and add to Zabbix using low 

level discovery on the AWS host
• Sender based LLD key allows external script to 

determine what is present in AWS and send in the 
metrics at the same tme

• Lambda functons to handle auto scaling
•  Create hosts in Zabbix for Redshif and other 

AWS serverless components
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Integraton with SSOD’s 
Systems

Batch Monitoring
• Simple wrapper scripts is used at the start and 

stop of batch
• Can be used for an entre schedule with one start and 

stop, or a start and stop of each step.

• Low Level Discovery allows multple work streams 
to have their batch tracked separately

• Allows Zabbix to alert for the various stages of 
batch

• Batch running state can be used as a dependent 
trigger or an event to start other types of 
monitoring
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Extending Zabbix
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Extending Zabbix Extensions to Zabbix in SSOD
• Visual Analytcs Service Level Agreement 

Dashboard
• Customer Data Feeds
• Analytcal Systems
• SAS Synthetc Transactons Monitoring System



Copy right  ©  SA S  In st tute  In c .  A l l  r ights  re ser ved .

Extending Zabbix Visual Analytcs Service Level Agreement Dashboard

• Extracts data from Zabbix daily
• Deines each Service Level Agreement based on 

the Zabbix IT Service deiniton
• Pulls key metrics from Zabbix history tables to 

present to customers
• Merges IT Service downtme with Maintenance 

deinitons to diferentate outages form 
maintenance

• Allows override of observed state in a SAS Stored 
Procedure for correctons, but records the 
correcton and displays to all users
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Extending Zabbix Visual Analytcs Service Level Agreement Dashboard
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Questons?
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Reference Material SAS Setnit Output
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Reference Material Batch Monitoring Low Level Discovery Items
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Reference Material Zabbix IT Service Defniton

VA SLA Dashboard

https://monitor.ondemand.sas.com/SASVisualAnalyticsViewer/VisualAnalyticsViewer.jsp?saspfs_request_backurl_list=https://monitor.ondemand.sas.com/SASVisualAnalyticsHub&saspfs_request_backlabel_list=Home&saspfs_request_path_url=SBIP://METASERVER/ZBX/Project+Data/Reports/ZBX+Performance+Report(Report)&saspfs_request_entitykey=A5GKO247.AY000K45/Transformation
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