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Zabbix in the subway
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Zabbix in the subway
rams - Everyone knows them _

: i sl _
. “Strassenbahn” in Munich, Germany
. .. Picture provided by the MVG.
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Zabbix in the subway

Trams - Nearly everyone uses them o

. “Strassenbahn” in Munich, Germany

. .. Picture provided by the MVG.
=-.
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Zabbix in the subway

There is more ... in the underground
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Zabbix in the subway
Subways — Even faster -

. “U-Bahn Model A2” in Munich, Germany
. .. Picture provided by the MVG.
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Zabbix in the subway
Subways — The new ones -

e —

. “U-Bahn Model C2” in Munich, Germany

. .. Picture provided by the MVG.
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Zabbix in the subway

Great — But what about Zabbix?
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Zabbix in the subway
Next station Zabbix —

Well ...
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Zabbix in the subway

Subways in a Zabbix map =

p4:\:]=1hqd Monitoring Inventory Reporis  Configuration  Administration 0 Hshare

Maps Minimum severity Not classified (default) j

Allmaps | #0bersichtU-Bahn ~ Upper level maps: #UbsrsichtGesamisystems Fahrzeuge

#Ubersicht/U-Bahn
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301 302 303 304 305 307 308 310 512 313 314 315 316
Down (0) Up (1) Up (1) Up (1) Up i1} 306 Up (1) Up (1) Down (0) iRt Up (1) Up (1) Up i1} Down (0} Up (1)
oK oK oK oK ok Down (0} oK oK ok Down (0} oK oK oK ok oK
1Problem 1Problem
317 318 3519 320 321 322 323 324 326 527 328 329 330 331
Up i1} Down (0} Up (1) Down (0] Up i1} Up (1) Up (1) Up (1) 325 Up (1] Up (1) Up (1) Down (0} Up (1) Up (1)
3 oK oK oK ok oK oK oK Down (0) oK oK oK oK oK oK
1Problem
332 333 334 335 337 338 339 240 341 343 344 345
Up i1} Up (1) Up (1) Up (1) 336 Down (0} Up (1) Up (1) Up i1} Up (1] 32 Up (1) Up i1} Down (0} 346
3 oK oK oK Down (0) oK oK oK ok oK Down (0] oK oK ok Down (0}
1Problem 1Problem 1Problem
347 348 351 353 354 355 356 359 360 361 364 365 366 367
Up i1} Up (1) Down (0} Up (1) Up i1} Up (1) Up (1) Down (0} Down (0) Up (1] Down (0] Up (1) Up i1} Up (1) Up (1)
oK oK oK oK oK oK oK oK oK oK oK oK oK oK oK
@ @ 701 702 : 707 709 710 72 713 714
368 370 371 Down (0} Up i1} 705 Down (0} 708 Up (1) Down (0} Down (0] Down (0} Up i1}
up (1) Down (0} Up (1) oK oK Down (0} oK Down (0] oK oK oK oK oK
oK oK oK 1Problem 1Problem

. . . Screenshot provided by the MVG.
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Zabbix in the subway

Trams in a Zabbix map n

Fs\3121p4d Monitoring Inventory Reports  Configuration  Administration o, Hshare

Maps Minimum severity | Not classified (default) j

= m =

All maps | #UbersichtTram  Upper level maps: #Ubersicht/Gesamtsysteme Fahrzeuge

EEEEE

#Ubersicht/Tram

ED
ED
ED
ED
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1Problem
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oK Up (1) oK oK oK oK oK oK oK oK oK oK oK oK oK
1Problem
2161 2162 2163 2164 2165 2167 2168 2169 2170
Up (1) Up (1) Up (1) Up (1) Up (1) 2166 Up (1) Up (1) Up (1) Up (1)
oK oK oK 3 oK Down (0] oK '3 oK 3
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. . . Screenshot provided by the MVG.
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Zabbix in the subway

Stations in a Zabbix map =

ZABBlX Monitoring Inventory Reports Configuration ~ Administration o Hs

Screens screens  +|

All screens | Ubersicht/Haltestellen

#UbersichtfHaltestellen

(BAL)

(CAP) (ESC) (ESS)

(FLU)

(FUE)

(ABP) (ABS) (AMM) (BOT)

AgnesBernauer-Platz AgresBernauer-Strale Ammerseestrafie Berg am Laim Botanischer Garten Candidplatz Englschalkinger Strafie Einsteinstrafe Flurstrafie Fiirstenrieder Strafe
oK oK oK oK oK oK oK oK oK

(GRI} (GRO) (GW Bl (GwD) (Gwl (Gwp) (GWR) (HAI (HBN) (HOB)

Grillparzeraralie Grohesssloher Briicke GW_Bavariafilmplatz GW_Derbolfinger Platz GW_LudwigThoma-Stralie GW_Parkplatz GW_Robert-Koch-Strafie Haidenauplatz Hauptbahnhof Nord Holzkirchner Bahnhof
OK oK oK OK oK oK oK oK 0K oK

(LAU) (LoH) (MaU) (MUL) (MWP) (MXM)

(KAN) (kas)
Karlsplatz (Mord) Karlsplatz (Stachus) Lautensackstralle Lohensteingtrale Mauerkirchersralle Millerstrafie Max-Weber-Platz Maxmonument
oK oK oK oK OK oK oK OK

(PAS)

(RBU)

(REG)

(OFB)

(NAM] (OBF) (ROT) (RPA) (RUSH

Nationalmuseurm/Haus der Kunst Osthahnhef Cffenbachstrake Pasing Marienplatz (PEF) Riedenburger Strafie Regerplatz Rotkrewzplatz Rathaus Pasing Regina-Ulmann-Strafe
oK oK oK Pasing Bf. oK oK oK OK oK

1Problem

. . . Screenshot provided by the MVG.
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Zabbix in the subway

Monitoring trams and subways
in the heart of Munich

with Zabbix
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Zabbix in the subway
A new tram / subway

When a new tram / subway goes into service, some equipment

needs to be added. Examples:

* Videocameras

MRCU — Mobile Radio Control Unit (Subways)
NVR — Network Video Recorder

PLC-Modem — Connection between vehicles
LTE-Router — LTE G4 Connectivity (Trams)
NAS — Network attached Storage for NVR
Switch
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Zabbix in the subway
A new tram / subway -

(304) NAS

(304) Kamera-2 (304) Karnera-4 -

oK oK
(304) MRCU
oK
(304) PLC-Modem Nord " (304) Switch105
0K oK
(304) Kamera-1 (304) Kamera-3 (304) NVR
oK oK oK
. . . Screenshot provided by the MVG.
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Zabbix in the subway
Next station Zabbix —

Implementation
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Zabbix in the subway

Monitoring setup for trams / subways _=

Each device inside a tram / subway is treated as a host and is
monitored for availability.

Each tram / subway is managed as a hostgroup.

Hostgroups are nested and organized by the tram / subway
lines (using the Zabbix 3 hostgroup nesting feature).

All devices depend on the connectivity of the MRCU or LTE-
Router.

* Maps are automatically created for each tram / subway (using
the Zabbix API).

- * Maps use submaps to link to a specific tram / subway view.
]
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Zabbix in the subway
Subways in a Zabbix map l

Zabbix maps shows each subway as a hostgroup with its state

P21 ]B4 Monitoring Inventory Reports Configuration  Administration Q Hlshare

Maps Minimum severity Not classified (default) j

Allmaps | #UbersichtU-Bahn ~ Upper level maps: #Ubersicht/Gesamisysteme Fahrzeuge

#Ubersicht/u-Bahn
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. . . Screenshot provided by the MVG.
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Zabbix in the subway

Support for the service staff

Detailed Zabbix maps per tram / subway show components and their state

P4 N2121).4 Monitoring Inventory Reports Configuration  Administration

Dashboard  Problems

Web  Latestdata

Triggers

Maps Discovery

IT services

Maps

Allmaps / U-Bahn/304  Upperlevel maps: #Ubersicht/U-Bahn

Werbindung
( ) Antwortzeit:

Up (1)
8.3ms

U-Bahn/304

Minimum severity | Not classified (def:

U-Bahn A-Fahrzeug

‘\\‘\r\%\\*

(3041 MRCU
oK

(304) PLC-Modem Nord
oK

s

(304) Kamera-2
L OK

(304) Kamera-1
0K

§

-

-

. (304) Kamera<4 .
e 0K

.-

(304) Kamera-3
oK

" (304) Switch105
0K

(304) NAS
oK

&

@

(304) NVR
oK

1304] Kamera-7
. oK

@

(304) Switch108
O :

(304) Kamera-8
oK

-

Tl

£

(304) Kamera-5
oK

s

(304) Kamera-6
oK

>

(304) PLC-Modern Sued
oK

Screenshot provided by the MVG.
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Zabbix in the subway
Next station Zabbix —

Notification

||
ZABBIX © Copyright 2017 IntelliTrend GmbH e Otto-Brenner-StraBe 119 » 33607 Bielefeld o Germany e Tel: +49 521 557716-0 » www.intellitrend.de *=IntelliTrend-
[T 1]
TRAINING PARTNER IT-Servicesll M




Zabbix in the subway
Notification setup for trams / subways =

* Trigger based actions are used in the
notification process for the service staff and
integrate in their workflow.

* Service staff uses event acknowledgements.
(Zabbix escalations are configured to
consider acknowledgements).
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Zabbix in the subway
Problem View — Subways =

L-Bahn
5 Problems
Host group issues Group: U-Bahn
Host lssue Last change Age Info  Ack Actions
(311) MRCU 2017-09-04 07:33:00 1d 5h 32m Mo Done 3
(342) MRCU 2017-09-02 06:49:06 3d 6h 16m Mo Done 3
(306) MRCU 2017-08-12 11:2148 24d 1h 43m Mo Done 3
(705) MRCU 2017-08-08 16:16:58 27d 20h 48m Yes 1 Done 3
(325) MRCU 2017-08-08 16:16:54 27d 20h 48m Mo events
5 of 153 issues are shown Updated: 130547
. . . Screenshot provided by the MVG.
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Zabbix in the subway
Problem View — Trams L

Tram
2 Problems
Host group issues Group: Tram
Host Issue v Last change Age Info  Ack Actions
(2147) NVR, (2147) LTE Router 2017-08-20 16:14:19 15d 20h 51m ¥es2 Done3
(2119} LTE Router 2017-08-31 08:02:23 5d 3h 3m Mo Done 3

2 of 4 issues are shown Updated: 13:05:47

. . . Screenshot provided by the MVG.
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Zabbix in the subway
Next station Zabbix —

Support the Service
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Zabbix in the subway
Support for the service staff -

Operations executed by context menus from the map — installation point

werbindung: Up (1)
( ) Antwortzeit: 8.3ms

(304) NAS

Tm (-"‘ = QK T

{ . P [ ]

%\\\&% b SCRIPTS b

- ) |

\,IJ/ (304) Karny  AllgemeEIn Y e (304) Kamera-7

> OK Automatische_Templates 3 ’ SOk

(3042)ERCU Einbauort anzeigen

Kamera Livebild

Website aufrufen
GO TO

Host inventory
(304 PLC-Modem Nord o 1304) Switch105 (304) Switch106
oK Latestdata n oK OK E
Triggers ). '
= i Graphs - e
4 Host screens
(304) Kamera-1 1304) Kamera-3 (304) NVR (304) Kamera-8
[o].4 Ok Ok oK

. . . Screenshot provided by the MVG.
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Zabbix in the subway

Support for the service staff =

Show installation point of device in tram / subway directly from the Zabbix map

kamera 2jpg (JPEG Image, 3648 x 2736 pixels) - Scaled (19%) - Mozilla Firefox - LR ]

Werbindung: Up (1)
( ) Antwortzeit: 8.3ms

_ |~
L e
‘\'l}‘ . ...-.{..304] lgi'znera-:z
(304) MRCU
oK

v

(304) Kamera-1
QK

. . . Screenshot provided by the MVG.
=-.
ZABBIX © Copyright 2017 IntelliTrend GmbH e Otto-Brenner-Strae 119 o 33607 Bielefeld ® Germany e Tel: +49 521 557716-0  www.intellitrend.de “"IntelliTrend.
TRAINING PARTNER IT-Services Ml



Zabbix in the subway
Support for the service staff -

Operations executed by context menus from the map — vehicle location

Tram R2.2 Fahrzeug

hYd
(2139) Switch106 (2139) Switch107
QK QK.
.................................. hand
W scrieTs
(2139 L Allgemein 3
: Automatische_Templates 3
;_ﬁ Einbauort anzeigen
g Fahrzeug Standort
(2139) Karnera Website aufrufen
OK
GOTO
Host inventory
: Latest data
(’-T_‘ (--""‘ Triggers
b ! Graphs
(2139) Kamera-5 (21391 Host screens
QK
. A J
. . . Screenshot provided by the MVG.
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Zabbix in the subway
Support for the service staff

Show tram location directly from the Zabbix map

JS

aps / Tram/2138  Upperlevel maps: #Ubersicht/Tram

Verbindung: Up (1)
Antwortzeit: 205.8ms

(2138) Kamera-1

(2138) Kamera-2
oK

Zabbix OSM Map - Mozilla Firefox - 0 0

B,

i @ 3§
R B 5
3 e e g U
E = ¥ Qgg .
5 poral ] &
EHalbainstiag, g
ag Ty _____&-3158--
£ 1 A
s 3
" 1ol
{ | " ey
b 7
4 =il z
J ziﬂ'memme EE
-

R
Prin zrgge:nl;qn platz. 5,
[ e

~

Steinhausen

ER T

RS SISy

g )
Haidhausen o
I///mNord? ol

Screenshot provided by the MVG.
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Zabbix in the subway
Next station Zabbix —

Challenges
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Zabbix in the subway
Connectivity C

* Atram has hard to predict connection
losses due to LTE G4 availability
constrains and longer stops in areas
without a signal.

* All triggers that fire notifications to the
service staff need to depend on the
availability of connectivity (MRCU /
LTE-Router).

Example trigger definition with explicit recovery condition

Expression

Problem: {({ Endgerat [icmpping.max(#10)}=0)and ({ Router cmpping.sum{#10)}==8))
FRecovery: {{ Endgerat -icmpping.sum{#10})}=5)
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Zabbix in the subway
- L]
Next station Zabbix
Thank You!

... and again thanks to:
Munchner Verkehrsgesellschaft mbH (MVG), Mr. Sandro Gehlhaar
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