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/Zabbix i1s a universal Open Source
enterprise level monitoring solution
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We have found a good balance
between giving away free software
and having a sustainapble growtn
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/abbix

Real-time
problem
detection

Alerting &

Remediation Visualization

Data collection

Zabbix Cluster Detected problems Storage IOPs UTC time
Host group a Disaster High  Average Warning nformation Not classified
Cloud/AWS 1 1
‘,mm:, Cloud End user services 8 5
Zabbix Proxy Zabbix Proxy Internal infrastructure - 43 41 -
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04:26 06:24 08:21
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Zabbix server
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04:55 06:44 07:38 08:33 09:28
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20% 217.8 vps 380.6 vps
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Where we are currently”

Release name

Zabbix 4.0 LTS

Zabbix 3.0 LTS

Zabbix 2.2 LTS

3.0 LTS

Release date

1 October, 2018
16 February, 2016

12 November, 2013

3.2 3.4 40 LIS

End of Full Support
(3 years)*

31 October, 2021

28 February, 2019

31 August, 2017

11

End of Limited Support**
(5 years)

31 October, 2023

28 February, 2021

31 August, 2019

ZABBIX 2019
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Data preprocessing

“host":

{

"name": "Linux #2356",
"vms " ;

[{
“name”: “vm0@34”,
“network":
{
"read": “Oxfa6/73”,
"write": “0Ox45b30”
}
'
{
“name”: “vm0@7/6”,
“network" :
{
“write": “Oxff3a”
!
']

13
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"write": "0Ox45b30~

;
;s
{

“name”: “vm0O767,
“network" :

{
RN I TS -} Ox76ab

“write": "Oxff3a”

} ] JSON Path: .host.vms[1].network.read

14
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* Ox/6ab

JSON Path: .host.vms[1].network.read

15
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=) o0x76ab -} 76ab

Regexp: Ox(.*

16
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=) ox76ab =P 76ab WP 330379

Hex to Decimal

17
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=) ox76ab WP 76ab wWp 330379 =P 338308096

KB -> bytes

18
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ZABBlX Monitoring Inventory Reports Configuration Administration Q. () Support [E4Share

Host groups Templates Hosts Maintenance Actions Event correlation Discovery  Services

ltems

All hosts / KVM 012 Enabled Applications Items Triggers Graphs Discoveryrules Web scenarios

ltem  Preprocessing

Preprocessing steps ~ Name Parameters Action
JSON Path v | | $.host.vms[1].network.read Remove
Regular expression A 0x(.¥) \1 Remove
Hexadecimal to decimal 4 Remove
Custom multiplier A 11024 Remove
Add

Cancel

19
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Handler_update 0

Handler_write 414

Innodb_buffer_pool_dump_status Dumping of buffer pool not started
Innodb_buffer_pool_load_status Buffer pool(s) load completed at 170531 10:45:37
Innodb_buffer_pool_resize_status

Innodb_buffer_pool_pages_data 513

Innodb_buffer_pool_bytes_data 8404992

Innodb_buffer_pool_pages_dirty 0

Innodb_buffer_pool_bytes_dirty 0

Innodb_buffer_pool_pages_flushed 37

Innodb_buffer_pool_pages_free 7676

Innodb_buffer_pool_pages_misc 2

Innodb_buffer_pool_pages_total 8191

Innodb_buffer_pool_read_ahead_rnd

Innodb_buffer_pool_read_ahead

Innodb_buffer_pool_read_ahead_evicted

Innodb_buffer_pool_read_requests

Innodb_buffer_pool_reads

Innodb_buffer_pool _wait_free

Innodb_buffer_pool write_requests .
Innodb_data_fsyncs Zabb|x server
Innodb_data_pending_fsyncs

Innodb_data_pending_reads

Innodb_data_pending_writes

Innodb_data_read 7918080

Innodb_data_reads 505
Innodb_data_writes 54
Innodb_data_written 641024

mysqgl[status]

20
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Master 1tem

ltems
All hosts / MySQL serve Enabled Applications Items3 Triggers Graphs Discoveryrules Web scenarios
Wizard Name v Triggers Key Interval History Trends Type
MySQL status mysql[status] 30s 90d Zabbix agent
MySQL status: MySQL read operations per second mysql[reads] 90d 365d Dependent item
MySQL status: MySQL queries per second mysql[questions] 90d 365d Dependent item

21
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ltems
All hosts / MySQL server Enabled Applications Items3 Triggers Graphs Discoveryrules Web scenarios
Wizard Name v Triggers Key Interval History Trends Type
MySQL status mysql[status] 30s 90d Zabbix agent
MySQL status: MySQL read operations per second mysql[reads] 90d 365d Dependent item
MySQL status: MySQL queries per second mysql[questions] 90d 365d Dependent item

Dependent 1tems

22
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ltem  Preprocessing

*Name | MySQL queries per second

Type | Dependent item 4

* Key | mysqgl[questions]

R CIEICHII MySQL server: MySQL status %

Type of information | Numeric (unsigned) 4%

Units | gps

(I
MysoL: mysql{questions] Al _ee
tom  Preprocessing m

*Name @ MySQL read operations per second Zabbix server

mysqgl[status]

Type Dependent item =

*Key | mysql[reads]

* Master item |QAASTOIRETTYE R WSO I 1 (TERD

Type of information | Numeric (unsigned) %

Units

mysqgl[reads]

23
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ltem  Preprocessing

Preprocessing steps ~ Name Parameters

Regular expression v | -"Questions.*([0-9]+)

Change per second

Clone Clear history and trends Delete Cancel m
mysql[guestions] m
ltem  Preprocessing m

m yS q | [ Stat U S ] Preprocessing steps ~ Name Parameters Zabbix server

Regular expression v+ | .“Innodb_data read.*([0-9]+) \1

= A

Change per second

Update Clone Clear history and trends Delete Cancel

mysqgl[reads]
Performance, less user parameters, all logic in templates

24
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4.0 LTS 4.2

Not flexible enough for all use cases

Relies on user parameters NOt ar‘]ymOre!

No support of preprocessing for LLD

25
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Zabbix 4.7

ETA; March, 2019

20
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4.2 4.4 5.0 LTS

No limits for data processing | Versioning for templates @ Self-contained templates
Host and template tags Official guidelines

Official templates

27
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v Regular expression
Trim
Right trim
Left trim

XML XPath ‘n range

JSONPath

Matches regular expression
Sinple cherge Does not match regular expression
Check for error in JSSON

Octal to decimal

Hexadecimal to decimal C h e C K ":O r e r ro r i n X M L

In range

Matches regular expression C h K -‘: ' ‘

Does not match regular expression e C O r e r ro r u S I n g re g u ar
Check for error in JSON

Check for error in XML ex p re S S i O n

Check for error using regular expression

Discard unchanged
Discard unchanged with heartbeat

29
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Preprocessing

em Preprocessing Discard value

Set value to

Set error to

30
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Name Parameters Custom on fail Action

1: | Matches regular expression v | M0-9]+ C$ v Remove

Custom on fall Set value to Set error to

N/A (dropped!)
2 Il oo

33C  ———p (1] _ee
32 C Il oo

30 C .
123 F Zabbix

31
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Name Parameters Custom on fail Action

1: | Inrange v O 100 v Remove

Custom on fail Set value to Set error to

N/A (dropped!)
33 — m 33—
999 NIl oo (dropped!)
32 | 32

30 /Zabbix 30

32
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Name Parameters Custom on fail Action

1: ' Matches regular expression v | MOK|NOT OK)$ v Remove

Custom on fail | Discard value Set value to Set error to NOT OK

OK OK
ERR? A_=2] 0T OK(defautt)
OK  ——p I o] oK —m

OK OK
ERR4 | NOT OK(default!)
NOT OK ZabDbix NOT OK

33
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Name Parameters

1: ' Inrange v 0

...........

34
. NIl e
30 m— [[TEKX)
30 I

999 .
Zabbix

34

BENELUX

Custom on fail Action

100 v Remove

34
33
32 W —
30
NOT SUPPORTED

Error:sensor hardware failure,
out of range temperature.
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Name Parameters
1: | Check for error in JSON v | S.err
2: XML XPath v | S.status

{ “status”: “on”}
(status”: “of?)  —p (I1_®°
{ “err”’: “Node no m

longer exists”} S abb
abbix

35
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Custom on fail Action

on
off

off ——
NOT SUPPORTED

Error: Node no longer exists



ZABBIX 9019

Conference

2 I'hrottling



ZABBIX 9019

Process on value change Conference

BENELUX

Name Parameters Custom on fail Action

<«
Py
D
3
@)
<
@

1: | Discard unchanged

0 0

0 m (dropped)

1 — (I e} i
1 1ll_ee]  (dropped)

1 | (dropped)

0 /Zabbix 0

0 (dropped)

37



Subsampling

Name Parameters
1: | Discard unchanged with heartbeat v | bs
Os O

15 1

pe g Il oo
3s 0 — (DUII:,|
45 O (ﬂﬂll:,

53 0 |
6s O /Zabbix
7s 0
8s 0O
9s 0

38

Os O
1s 1

2S 0
(dropped)

(dropped)
(dropped)

(dropped)
/s 0O
(dropped)

(dropped)

ZABBIX 9019

Conference

BENELUX

Custom on fail Action

—
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0 0 0 0
0 0 0 (dropped)
1 e B Il_ee] - 1
1 (NI B Il o] 1 (dropped)
0 Agent O Proxy 0 0
0 0 0 Server (dropped)

39
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# HELP cpu usage system Telegraf collected metric

# TYPE cpu usage system gauge

cpu usage system{cpu="cpu-total"”,host="hostl"} 1.1940298507220641
cpu usage system{cpu="cpul",host="hostl"} 1.1940298507220641

cpu usage system{cpu="cpul”,host="hostl"} 1.1340298507220641

41
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Prometheus PromQL

cpu usage system{cpu=“cpu-total"}

# HELP cpu usage system Telegraf collected metric

/; L) L ) 4 (] & Sl UallQce

cpu usage system{cpu="cpu-total"”,host="hostl"} 1.1940298507220641
pu_ug_y S pu= pu y NIOST= I110S e 1. 94UZLY0DOU J 0 4

cpu usage system{cpu="cpul",host="hostl"} 1.1340298507220641

1.1940298507220641

42
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Prometheus PromQL

wml logical disk free bytes{volume
— { 4 [A_C] :ll}

# HELP wmi logical disk free bytes Free space in bytes {
(LogicalDisk.PercentFreeSpace) "name": "wmil logical disk free bytes",
# TYPE wmli logical disk free bytes gauge "help": "Free space 1n bytes
wml Iogical disk free bytes{volume="D: . C 450e+079 "type": "gauge",
wml logical disk free bytes{volume="HarddiskVolume4"} 4.598e+08 "labels": {
"volume": "C:"
b
"value": "3.5180249088e+11",

"line raw'":
"wmi logical disk free bytes{volume=\"C:\"}
3.5180249088e+11"
J

43
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UKD UKD
n_ee] wp [ _ee
dn_ee) o N _ee
HT TP check XL Pre-processing

Prometheus

A AR

History

Multiple metrics

HT TP data processing

44
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Converting Cto F return (input - 32 ) * 5 / 9;

46
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L

return (1nput.match (new RegExp (
praram, 'g')) || []).length;

Word count

47
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var data = JSON.parse (1nput) ;
var count = 0;

function i1terate (obj)

{

for (var key 1in obj)

{
if (typeof (objlkey]) == 'object')

{
1terate (objlkey]);

JSON filtering  continue;

if (key == 'i1d' && objlkey] == param)
count++;

J

lterate (data) ;

return count;

48
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Apache Server Status for localhost (via ::1)

Server Version: Apache/2.4.23 (Unix)
Server MPM: prefork
Server Built: Aug 8 2016 16:31:34

Current Time: Wednesday, 15-Feb-2017 13:53:30 EST
Restart Time: Wednesday, 15-Feb-2017 13:39:55 EST
Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 13 minutes 35 seconds

Server load: 1.82 1.80 1.77

Total accesses: 33 - Total Traffic: 25 kB

CPU Usage: u0 s.02 cu0 ¢s0 - .00245% CPU load
0405 requests/sec - 31 B/second - 775 B/request

1 requests currently being processed, 1 idle workers

Scoreboard Key:

" " Waiting for Connection, "s" Starting up, "R" Reading Request,
"w" Sending Reply, "k" Keepalive (read), "p" DNS Lookup,

"¢" Closing connection, "L" Logging, "6¢" Gracefully finishing,
"1" Idle cleanup of worker, "." Open slot with no current process

Srv PID Acc M CPU SS Req Conn Child Slot Client Protocol VHost Request
0-0 156220/17/17_ 001 4 1 00 0.01 0.01 localhost http/1.1 local:80 GET /server-status?auto HTTP/1.1
1-0 156290/16/16 W0.01 0 0 00 001 0.01:1 http/1.1 local:80 GET /server-status HTTP/1.1
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Monitoring Inventory Reporis Configuration  Administration : 4 Support g4 Share (-

Hostgroups Templates Hosts Maintenance Actions Event correlation  Discovery  Services ZBXNEXT-4944

JavaScript

All hosts al ser
var stats = {};
lem  Freprocessing var lines = value.split("\n");

~
Lorassr ~AnC O
 oud -

Freprocess

var reVersicn = new RegExp("Server Version: ([*§]+)"):

var reUptime = new Regixp("Server uptime: ([0-2]-+) days? ([0-3]+) hours? ([0-2]1+) minutes? ([0-92]+) s=esconds? Remove
var relLocad = new RegExp("Serwver load: ([~ 1+) ([~ 1+) ([~ 1+)7"):

var reHits = new RegExp("Tctal accesses: ([~ ]+) \- Total Traffic: ([~ ]+) ([~ 1+)"):

€2

var re

pu = new RegExp("CPU Usage: u([~ ]+) s([~ 1+)")
var lines _num = lines.length;

~

0; 1 < lines _num; i++)

h
0
s
®
I

var match = lines[i].match(reVersion):;

if (match)

3
b

U

ol

t3.version = matchl[l];
k:

4
10
o

50
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No user parameters, no shell scripts, thus easy maintenance

Super efficient, less impact on monitored devices due to bulk requests

All complex logic is part of the template

Templates becomes self-contained
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MySQL
PostgreSQL
Oracle

DB2
ElasticSearch

53
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MySQL
PostgreSQL

Oracle . . .
DB2
SIS
SIS

Partitioning
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DOWNLOAD

ZABBIX

Zabbix Roadmap

V 5.0 LTS

Zabbix 4.2

ETA: March, 2019

Infrastructure

e Migration to Git

1 Finally we can talk same language to devs around.
e Community and partners to review proposals
Design documents for all dev work will be shared with Zabbix users and
[ community. Everyone will have a chance to review it and come up with

useful suggestions.

Better workflow

e Guidelines for template creators

e Official builds for new platforms

ZBXNEXT-4013, 2473, 3047,1348, 2378 Official builds for Docker,

SuUSE, Mac OS/X, Windows (with encryption support, MSI), Raspbian and

other as well as images for cloud platforms will be provided.

Data collection

e ZBXNEXT-4724 Validation and throttling rules for

preprocessing
Zabbix will be able to validate incoming data to avoid processing of
iIncorrect or out-of-range values. Throttling will enable to skip repetitive

values without sacrificina real-time problem detection.

56

A comprehensive guide having recommendations and best practices for
template creators will be created and supported by Zabbix. Let's make all

templates high quality and consistent!

Versioning for templates
That is probably most important functionality planned in Zabbix 4.2. It will
enable clear workflow for template management, it will also simplify daily

maintenance of Zabbix systems very much.

Extreme flexibility
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Zabbix Cloud - coming soon! Documentation English ~ Customer Login &

ZA B B I X PRODU§T SOLUTIONS SERVICES TRAINING PARTNERS COMMUNITY ABOUT US DOWNLOAD

ZABBIX 4.0 LTS

Retain total visibility

of your IT infrastructure
and services

Explore What’s New

20 years 100% 300 000 +

of experience true Open Source installations worldwide
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Link Source Compatibility Type, Created Rating
Technology Updated

Template Server HP iLO SNMPv2 share.zabbix.com 3.4 Template 2018-09-28
Official template for HP servers with iLO controller. Please see template D9 3d
description and follow the documentation link for more info. Depends on:
https://share.zabbix.com/official-templates/template-modules-pack Please
download and import them first, unless you already have it in your Zabbix instal

v Low Level Discovery (LLD) ¢ SNMP Agent

share.zabbix.com/template-server-hp-ilo-snmpv2
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VictorOps

¥ VictorOps

Avallable solutions

Link Source Compatibility Type, Created Rating
Technology Updated

Zabbix Integration Guide. VictorOps’ Zabbix plugin is a set of scripts that victorops.com

queue up trigger notifications and forward them to VictorOps servers for
processing.

help.victorops.com/knowledge-base/victorops-zabbix-integration/
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ANSIBLE Ansible

Ansible is an open source software that automates software provisioning, configuration management,
and application deployment. Ansible connects via SSH, remote PowerShell or via other remote APIs.

Avallable solutions

Link Source Compatibility Type, Created Rating
Technology Updated

Core Ansible module for Zabbix
Python

docs.ansible.com/ansible/latest/modules/list_of monitoring _modules.html#zabbix

Installing and maintaining zabbix-agent for RedHat/Debian/Ubuntu. GitHub 2014-11-01 :
w 167 Python 7 d

github.com/dj-wasabi/ansible-zabbix-agent
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't IS a moderated list of all known
solutions from community,
vendors and partners!
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https://share.zabbix.com

Nttps://www.zabbix.com/integrations
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