Visualize it! Getting the most out
of Zabbix Ul
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Meet Bender!
He loves blackjack,

good people and
Zabbix ©
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Unit conversion




Raw values P |

drwxr-xr-x 1 root root 4096 $525940231 var

1K-blocks Used Available Use%
239927292 91949052 147978240 nt/c

=
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—-4"
drwxr-xr-x 1 root root 409¢1523949737
home 341

drwxr-xr-x 1 root root 4098 X5KR5 940 0 n?'
1K- bIock UgiE Available Us % Mounted on

399D /A') 9194w D4039% /mnt/c
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*Name

Type

* Key

* Host interface
Type of information

Units

$1 was modified

Zabbix agent |
vfs file.time[/etc/zabbix/zabbix_agentd.conf,modify]
127.0.0.1 : 10050

Numeric (unsigned) |

unixtime

<

unixtime

Select
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Name a Last check Last value

File monitoring (1 Item)

/etc/zabbix/zabbix_agentd.conf was modified 2018-09-23 15:04:06 2018-09-19 10:33:52
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Underground rocks?

Some units are unlikely to be converted, i.e. RPM or %

Some of the units require specific conversion, i.e unixtime, B or Bps

Want something custom?
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1024 = 1KB 1000 = 1Kb
1024 = 1KBps 1000 = 1Kbps
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90000 = 1d 1h 90000 = 1 day, 01:00:00
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| will create my own . P .
custom Units! ‘.. Sl

) o

o
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Free form string in Units field

Clones count

Zabbix trapper

handar rlnnac

Name a Last check Last value
Bender (1 Iltem)

Clones count 2018-09-28 13:15:44 1 KClones




Name

Bend

Clone

" Key
Type of information

Units

Place ! before custom units

Clones count

Zabbix trapper

' bender.clones

Numeric (unsigned) v

IClones

ZABBIX
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st value

100 Clones

13
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From meaningless
numbpers to meaningful

2 words
®

Show values




SUMMIT

Those awkward numbers...

HOST-RESOURCES-MIB::hrDiskStorageAccess.393232 = INTEGER: readWrite(1)
HOST-RESOURCES-MIB::hrDiskStorageAccess.393280 = INTEGER: readWrite(1)
HOST-RESOURCES-MIB::hrDiskStorageAccess.393296 = INTEGER: readWrite(1)




Without Value mapping

393232 Access

393280 Access

393296 Access

Is 393232 removable status

Is 393280 removable siatus

Is 393296 removable status

2018-09-27 14:11:35

2018-09-27 14:11:35

2018-09-27 14:11:35

2018-09-27 14:11:35

2018-09-27 14:11:35

2018-09-27 14:11:35
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ZABBIX Monitoring Inventory Reports Configuration Administration Q  (3Support [EdShare 7

Host groups  Templates Hosts Maintenance  Actions Event correlation Discovery  Services

@ Item prototype updated

ftem prototypes

All hosts / serv02.johndoe.inc  Enabled m Discovery list / DiskStorage Info  Item prototypes 2 Trigger prototypes  Graph prototypes  Host prototypes
Name a Key Interval History Trends Type Application: Create enabled
Is (#SNMPINDEX} removable status hrDiskStorageRemovable[{#SNMPINDEX}] 30s 90d 365d SNMPv2 agent DiskStore Yes

{#SNMPINDEX} Access hrDiskStorageAccess[{#SNMPINDEX}] 30s 90d 365d SNMPv2 agent DiskStore Yes

Zabbix 4.0.( 2001-2018, Zabbix SIA



Name a

DiskStore (6 Items)

393232 Access

393280 Access

393296 Access

Last check

2018-10-05 05:52:54

2018-10-05 05:52:54

2018-10-05 05:52:54
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Last value

readOnly (1)
readOnly (1)

readOnly (1)




ot of predefined sets

ICS-CHASSIS-MIB:icsChassisPowerSupplyOperStatus

ICS-CHASSIS-MIB:icsChassisSensorSlotOperStatus

ASSIS-MIB:icsChassisTemperatureStatus

IF-MIB:iifOperStatus

1 = unknown
2 = disabled

3 = failed

4 = warning

5 = standby

6 = engaged

7 = redundant
8 = notPresent

1 = invalid
2 = bad

3 = warning
4 = good

5 = disabled

1 = normal

2 = high

3 = excessivelyHigh
4 = low

5 = excessivelyLow
6 = noSensor

7 = unknown

1=up

2 = down

3 = testing

4 = unknown

5 = dormant

6 = notPresent

7 = lowerLayerDown

Comes with 58 predefined sets, but not limited to that

ZABBIX§
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redesigned the way how you
will use graphs! The world of

graphs will never be the same
again!
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Brand New Graph Widget
100 %“‘A g i 5 3 E e > Z ¢ - 3 - f - - - < ‘ E ----------------- 5 ---------------------- i ----------

80.2% | ......................... ......................... EPR—— S—— ........................ ....................... ......................... ......................... .................... L) 1L [ A— AS——" -

60.4 % 1 : 1 SR S e

406% PR o ; i ! Ao 1 SO— . WR— f . . ¥ 1 N Wi .

208% }--ceeennc. . REEE O J8 B 1 .. vy %@ : . ey G e o, W BN B B R | el

B CentOS 7.5 Application Server VM: CPU 0 utilization: 48.63 %
B Ubuntu 16.04 VM: CPU 0 utilization: 26.19 %
M Ubuntu 16.04 VIM: CPU 1 utilization: 25.02 %

04:30 04:40 04:49 04:58 05:07 05:16 05:26 05:35 05:44 05:53 06:02 06:12 06:21 06:30
== CentOS 7.5 Application Server VM: CPU 0 utilization ™= Ubuntu 16.04 VM: CPU 0 utilization == Ubuntu 16.04 VM: CPU 1 utilization



Administr.

ZABB'X Monitoring  In

Reports

Dashboard Problems Overview Web Latest data Graphs Screens Maps Discovery Services

Graph widget dash +—]’ -

All dashboards

Add a new widget



dit widget
Type [ Grapn "] ZABBIX§
Name | defaul SUMMIT
Refresh interval ’Default(1 minute) v‘
340.83 Mbps §
272.71 Mbps
X
204.53 Mbps
i v
136.36 Mbps Je.nc
68.18 Mbps IS
4.53 Kbps ed
15:05 15:10 15:15 15:20 15:25 15:30 15:35 15:40 15:45 15:50 15:55 16:00
== wap3.johndoe.inc: Total traffic in bps == wap2 johndoe.inc: Total traffic in bps == wap1_johndoe.inc: Total traffic in bps
| )led
Dataset Display options  Time period Axes Legend Problems  Overrides
[ | w1 onndoe inc, wap2 jonndoe inc, | Select | | Total traffic in bps | select | 4 @ Cancel
wap3.johndoe.inc e T

Base color Missing data | None | Connected
Draw Points | Staircase ‘ Y-axis lail Right ‘
Width —e@ (1] Timeshin

Point size - 3

Transparency ® E
Fill ® E

+ Add new data set

o
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problem view is so cool
that | don’t mind to have
problems!!!!




Problem

Someone is heavily using the wap1.johndoe.inc Access Point

Someone is heavily using the wap2.johndoe.inc Access Point

Someone is heavily using the wap3.johndoe.inc Access Point

Version of zabbix_agent(d) was changed on Zabbix server

The used disk space is 18.77 %

The used disk space is 3.19 GB

PostgreSQL service not running on ubnt-rix-pgsgl.johndoe.inc

The wap2.johndoe.inc availability = Down (0)

Too much Benders has been created!

2018-09-17 22:40:00 | | _

2018-09-04 13:27:48 | | |\Waming

Monitoring - Problems

PROBLEM

PROBLEM

Duration

2m 45s

2m 49s

2m 57s

9m 36s

10m 44s

10m 44s

27m 8s

9d 21h 57m

23d 7h 9m

Ack Actions

No

No

No

No

No

No

No

No

No
wap2.johndoe.inc

Tracking the Bender

ZABBIX
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Tags

Location: Riga
Location: Riga
Datacenter: HQ
Datacenter: HQ | Type: Wireless Access. ..

Al: Bender




Time

2018-09-27 20:27:00

05:31:03

05:26:02

2018-09-17 22:40:00

05:28:42

05:28:11

05:27:11

05:26:15

00:24:03

2018-09-28 08:52:29

2018-09-28 08:52:17

2018-09-27 20:34:55

2018-09-04 13:27:48

05:28:59

056:28:33

05:17:26

2018-09-27 20:27:00

N G G I o G O N Y O RO
N < w s s w s w - T o+ o A

|

[#2]

™

Problem

The used disk space is 3.19 GB

The snmpd daemon is down

The snmpd daemon is down

The wap2.johndoe.inc availability = Down (0)

CPU 1 is utilized for 35.7 %

CPU 0 is utilized for 25.67 %

CPU 0 is utilized for 29.42 %

CPU 0 is utilized for 268.54 %

Tomcat Java is not reachable

Someone is heavily using the wap1.johndoe.inc Access Point

Someone is heavily using the wap3_johndoe.inc Access Point

Someone is heavily using the wap2_.johndoe.inc Access Point

Too much Benders has been created!

CentOS 7.5 Application Server VMM has just been restarted

Zabbix server has just been restarted

Ubuntu 16.04 VM has just been restarted

The used disk space is 18.77 %

Duration

6d 9h 4m

41s

5m 42s

16d 6h 51m

im

1m 30s

30s

5m 29s

5h 7m 41s

5d 20h 39m

5d 20h 39m

6d 8h 56m

29d 16h 3m

2m 45s

3m 11s

14m 18s

6d 9h 4m

Ack Actions Tags

No
No
No
No

No CPU: 1| Device: ubnt-rix-16._joh. ..

No CPU: 0 ]| Device: ubnt-nix-16._joh...

No CPU: 0 | Device: ubnt-rix-16.joh. ..

No Device: cos-rix-07 joh...

No

No

No

No

No

No

No

No l}

No

Displaying 17 of 17 found
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Show Recent problems Problems ’ History ‘ Host inventory lType v H ‘Remove

Add

Host groups ‘type here to search H Select ’
Hosts ‘type here to search H Select ’ Tags m‘
- ‘ tag I Equals | | value ’ Remove
Application I ” Select ’
Add
Triggers ‘ type here to search H Select l
Show tags ‘ None 3 Tag name ST Shortened ‘ None ‘
Problem ‘ l
Tag display priority ‘ comma-separated list ‘
Minimum severity | Not classified ¥ o =
= Show suppressed problems | | Show unacknowledged only | |
Age lessthan | | 14 days .
Compact view |v| Show timeline
Show details Highlight whole row |v|
Time |:| Severity v Recovery time Status Info Host Problem Duration Ack Actions Tags
B Location: Riga
. Host CentOS 7.... | Location: Riga | Software: SNMPD
. Datacenter: HQ | Type: Wireless ...
05:28:42 | | Average 05:29:42 RESOLVED Ubuntu 16.04 VM CPU 1 is utilized for 35.7 % 1m No CPU: 1
052811 [ | Average 05:29:41 RESOLVED Ubuntu 16.04 VM CPU Qi utilized for 25.67 % 1m 30s No
05:27:11 | | Average 05:27:41 RESOLVED Ubuntu 16.04 VM CPU 0'is utilized for 29.42 % 30s No CPU: 0

CPU: 0 | Device: cos-rix-0...

Location: Riga
Location: Riga
Location: Riga

, Al: Bender

Location: Riga

Displaying 16 of 16 found

e



serv01johndoeinc

Ubuntu 16.04 VM

Info Host

Problem

The used disk space is 3.19 GB

The snmpd daemon is down

Problem

Duration

6d 9h 4m

10s

Duration

Ack

Ack Actions

No

No

Actions

ZABBIX§
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Tags
Host: Ubuntu 16.04 VM Software: SNMPD

Tags

Location: Riga

Host: Ubuntu 16... | Location: Riga | Software: SNMPD
Host: CentOS 7.... | Location: Riga | Software: SNMPD
Datacenter: HQ | Type: Wireless .

Time |:| Severity v Recovery time Status Info Host
2018-09-27 20:27:00 |:| PROBLEM
05:31:03 [ | PROBLEM
Time || Severityw Recovery time Status
L]
L)
&
i
05:28:42 \:l Average 05:29:42 RESOLVED
052811 | | Average 05:29:41 RESOLVED

EEEEEEEEER

2018-09-27 20:27:00 |:| PROBLEM

CPU 1 is utilized for 35.7 %

CPU 0 is utilized for 25.67 %

The used disk space is 18.77 %

m
1m 30s

No
No

6d 9h 4m

No

GPU1
GRU0

CPU: 0| Device: cos-rix-0...

Location: Riga
Location: Riga

Location: Riga

Location: Riga

Displaying 16 of 16 found

Location: Riga

Displaying 17 of 17 found
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Host inventory Remove

Tags | And/Or n
Location Equals HRiga Remove
[[Type Equals HWireless

Show tags ‘ None 1 J 2 Tag name gt Shortened

Tag display priority ‘ comma-separated list |

|

Show suppressed problems |v Show unacknowledged only \:l
Compact view v Show timeline

Show details Highlight whole row EI
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Custom maps

Place hosts, host groups, triggers or any image on map
Create linkage between them to represent the connectivity state
Custom labels to show meaningful information

Set the icons automatically based on the Inventory




PostgreSQL service not runming an ubnt-rix-pgsal. jobndoe. inc

Ubunty 16.05.4 Virtual Machine

Apachs2 service status
oK

PostgreSCL service state
PustgreSQL servace not running on ubnt-rix-psql. johndoe.inc
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To share or not to share, that is the question!

Map  Sharing

Type Public |

List of user group shares  User groups Permissions Action
Add

List of user shares  Users Permissions
Add

Update Full clone Delete Cancel
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| will create my own
custom maps with QUG
blackjack and hosts!




ZABB'X Monitoring Inventory Reports Configuration = Administration Q QSupport EShare ? 2 O

General Proxies Authentication Usergroups Users Mediatypes Scripts Queue

Dashboarc CT-

All dashboards / Dashboard

Problems Problem hosts
Time v Recovery time Status Info Host Problem - Severity Duration Host group a Without problems With problems Total
05:51:12 o 05:51:42 Ubuntu 16.04 VM CPU 1 is utilized  30s Al E § 1
for27.02. %
Bender 1 1
05:51:11 » 05:52:11 Ubuntu 16.04 VM CPU 0 is utilized im
for 32.12 % Database servers 3 3
05:49:12 05:50:12 RESOLVED Ubuntu 16.04 VM CPU 1is utilized  1m DClJava 1 1
........................ dummy 1
05:49:11 » 05:50:11 RESOLVED Ubuntu 16.04 VM  CPU 0 is utilized m y
File Servers 1 1
for 30.89 %
05:31:03 o PROBLEM Ubuntu 16.04 VM 21m 19s
Frontend time System information
05:26:15 o 05:52:15 Centos 7.5 CPU Qs utiized ~ 26m Parameter Value Details
Application Server for 268.54 %
VM Zabbix server is running Yes localhost:10051
acoc oo Do o s Sesioo = o ______________ P Number of hosts (enabled/disabled/templates) 102 18/0/84
Number of items (enabled/disabled/not 372 280/0/92
Problems by severity supported)
Host group a Disaster High  Average Warning Information Not classified Number of triggers (enabled/disabled 145 145/0[10/
[problem/ok]) 135]
Al 1 .
Server time
Number of users (online) 3 1

Bender
Required server performance, new values per  5.03

Waitina far 107 1AR 5
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Dashboards
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Get Dashboarded!

Custom widgets - place the information you really care
Filtering based on Severity or Tags and much more
Create their own custom dashboards

Sharing and access control
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Yeah, you know why I'm
here! Mooooore custom

dashboards with . .‘

blackjack, graphs and g
problems!!!







SUMMIT

Now applause to me,

because I've done all the
presentation, not Alex!







