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Solid foundation

ltem pre-processing
Dependent items
3.0LTS 3.2 34

Event tags

Maps and dashboards
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ltem pre-processing

Dependent items



“host":

{

"name" : "Linux #2356",
"vims " :

[{
“name”: “vm034”,
“network" :
{
"read": “Oxfa6/37",
"write": “Ox45b30”
]
!
{
“name”: “vm0/767,
“network" :
{
"read": “0Ox/6ab”,
“write": “Oxff3a”
]
;]
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“name”: “vm0O347”,
“network" :
{
"read": “Oxfa6/37,
"write": “0Ox45b30”
)
',
{
“name”: “vm0O7/67,
“network" :
{
"read": “0Ox/6ab”,
“wWrite": “0Oxff3a”
)
;] JSON Path

=) ox76ab

- .host.vms|1].network.read
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* Ox/6ab

JSON Path: .host.vms[1].network.read
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=) o0x76ab -} 76ab

Regexp: Ox(.*
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=) ox76ab =P 76ab WP 330379

Hex to Decimal
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=) ox76ab WP 76ab wWp 330379 =P 338308096

KB -> bytes
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p4\\2123). 4§ Monitoring Inventory Reports Configuration Administration QO support [FAShare

Host groups Templates Hosts Maintenance  Actions Event correlation  Discovery  Services

ltems

All hosts / KVM 012 Enabled Applications Items  Triggers Graphs Discoveryrules Web scenarios

ltem  Preprocessing

Preprocessing steps ~ N@ame Parameters Action
JSON Path 4 | $.host.vms[1].network.read Remove
Regular expression v | 0x(.*) \1 Remove
Hexadecimal to decimal — Remove

1024 Remove

Custom multiplier

<4

Cancel

12
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Mass processing of metrics

Handler_update 0

Handler_write 414

Innodb_buffer_pool_dump_status Dumping of buffer pool not started
Innodb_buffer_pool_load_status Buffer pool(s) load completed at 170531 10:45:37
Innodb_buffer_pool_resize_status

Innodb_buffer_pool_pages_data 513

Innodb_buffer_pool_bytes_data 8404992

Innodb_buffer_pool_pages_dirty 0

Innodb_buffer_pool_bytes_dirty 0
Innodb_buffer_pool_pages_flushed 37
Innodb_buffer_pool_pages_free 7676
Innodb_buffer_pool_pages_misc 2
Innodb_buffer_pool_pages_total 8191
Innodb_buffer_pool_read_ahead_rnd
Innodb_buffer_pool_read_ahead
Innodb_buffer_pool_read_ahead_evicted
Innodb_buffer_pool_read_requests
Innodb_buffer_pool_reads

Innodb_buffer_pool wait_free .
Innodb_buffer_pool write_requests zzilt)t)l)( server
Innodb_data_fsyncs

Innodb_data_pending_fsyncs

Innodb_data_pending_reads

Innodb_data_pending_writes

Innodb_data_read 7918080

Innodb_data_reads 505

Innodb_data_writes 54

Innodb_data_written 641024

mysqgl[status]

13
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Master 1tem

ltems
All hosts / MySQL serve Enabled Applications Items3 Triggers Graphs Discovery rules Web scenarios
Wizard Name v Triggers Key Interval History Trends Type
soe MySQL status mysql[status] 30s 90d Zabbix agent
coe MySQL status: MySQL read operations per second mysql[reads] 90d 365d Dependent item
coe MySQL status: MySQL queries per second mysql[questions] 90d 365d Dependent item

14



ZABBIX ‘/X

SUMMIT

ltems
All hosts / MySQL server Enabled Applications Items3 Triggers Graphs Discovery rules Web scenarios
Wizard Name v Triggers Key Interval History Trends Type
soe MySQL status mysql[status] 30s 90d Zabbix agent
coe MySQL status: MySQL read operations per second mysql[reads] 90d 365d Dependent item
coe MySQL status: MySQL queries per second mysql[questions] 90d 365d Dependent item

Dependent 1tems

15



ZABBIX ‘/X

L SUMMIT
Performance, less user parameters, all logic in templates

ltem  Preprocessing

*Name | MySQL queries per second
Type | Dependent item
*Key | mysql[questions]

* Master item | \ASI®]RETETVET oV \VSTO IS 1L (TE R 4

Type of information | Numeric (unsigned) 4%

Units | qps

| mysallquestions
MHS&@ ysqllo ] )

Item  Preprocessing

*Name | MySQL read operations per second Zabbix server
mysal[status]

Type Dependent item

*Key | mysqgl[reads]

il YESICIEICT I MySQL server: MySQL status %

Type of information | Numeric (unsigned) %

Units

mysql[reads]

16



Performance, less user parameters, all logic in templates

AN

MySaL:

mysal[status]

ltem  Preprocessing

Preprocessing steps ~ Name

Regular expression

Change per second

Parameters

4 | *Questions.*([0-9]+)

Update Clone

ltem  Preprocessing

Preprocessing steps ~ Name

Regular expression

Change per second

Clear history and trends

Delete

Cancel

Parameters

v+ | .*Innodb_data_read.*([0-9]+)

\1

mysqgl[questions]

Update Clone

Clear history and trends

Delete

Cancel

17
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Zabbix 4.0
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/abbix Server & Proxy
are 10-20% taster

Due to more efficient locking
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Faster processing of problems

X
Triggers Problems
Host {HOST.NAME} has just been restarted *No problem name”

Time v Info  Host Problem « Severity *

Duration Ack Actions Tags

2018-10-01 12:25:11 » AWS N34 _ 2d 23h 10m Yes B 2 Datacenter: FR2 | Env: Staging
2018-10-01 12:25:11 AWS N90 _ 2d 23h 10m Yes B 1 Datacenter: FR2 | Env: Staging

22
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Faster processing of problems

4.0

Triggers Problems
Host {HOST.NAME} has just been restarted Host AWS M34 has just been restarted

Time v Info  Host Problem * Severity Duration Ack  Actions Tags
2018-10-01 12:25:11 o AWS N34 2d 23h 10m Yes B 2 Datacenter: FR2 | Env: Staging

2018-10-01 12:25:11 AWS N90 _ 2d 23h 10m Yes B 1 Datacenter: FR2 | Env: Staging

Fast and preserves historical event names!

23
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Faster and more secure
distriouted monitoring
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Compression for server-

Droxy communication

Administration -> Proxies

Name a Mode Encryption Compression Last seen (age) Host count
Datacenter FR1 Active L 432
Datacenter FR2 Active 1s 329
Datacenter JP1 Active 2S 1904
Datacenter MSK1 Active 1s 1205
Datacenter NY1 Active 1s 401
Datacenter NY2 Active os 2004

25
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Improved data transfer speed

OX ‘eSS ﬂetWOrK baﬂ dWldth No impact on CPU and memory usage

Network traffic on Zabbix server

700 Kbps 30 Kbps
560 Kbps 24 Kbps
420 Kbps 18 Kbps
280 Kbps 12 Kbps
O bps
15:29 15:30 15:31 15:32 15:33 15:34 15:36 15:37 15:38 15:39 15:40

= Zabbix server: Incoming network traffic on ethO == Zabbix server: Outgoing network traffic on ethO

20
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\Viore secure Proxies SUMMIT

Active Proxies

Proxy  Encryption

* Proxy name A Moscow

Proxy mode Passive

Proxy address | 192.168.1.0/24, moscow-proxy.example.com

> B

Proxy Server

27
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\Viore secure Proxies SUMMIT

Active Proxies Passive Proxies

# Mandatory parameter

Proxy  Encryption

Server=192.168.1.55, zabbix.example.com

* Proxy name A Moscow

Proxy mode Passive

Proxy address | 192.168.1.0/24, moscow-proxy.example.com

(KD (KD
| > = | ¢
(KD (KD
Proxy Server Proxy Server

28
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3 Better integration
options
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/abbix storage backends

MySQL
PostgreSQL

Oracle
DB2

30
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FlasticSearch

MySQL
PostgreSQL
/ Oracle
I _ee. 0B2

1l _ee
Ul _eo) History Numeric (int) X
Zabbix p Numeric (float) X
m» cl|asticsearch String X
Text X
LogQ X

31
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FlasticSearch

MySQL
PostgreSQL
/ Oracle
I _ee. 0B2

1l _ee
Ul _eo) History Numeric (int)
Zabbix p Numeric (float)
m» cl|asticsearch String X
Text X
LogQ X

32
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. ¥
FlasticSearch

v Analytics

History | ::'_'_'_' ------ » Big Data
<+— = e[gsticsearch

History

..
..
|

* Integrations

A Visualization

33



Better alternative”

34

MySQL
PostgreSQL

Oracle
DB2
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Real-time export of collected data
MySQL
PostgreSQL
Oracl
W) e

History

11 _ee
m . History file

Zapbbix . Trands fi
: renas Tie
ExportDir=/data H-I StOry

ExportFileSize=1G .
. Events file

35
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MySQL
PostgreSQL
Oracle
DB2 f
3 i@'hadaap
- & Hisory fiie = elasticsearch

/abbix

B Trends file »
xportoir=/data . uson VERTICA
kafka.

A distributed streaming platform

36



History Sprrradly

{"host":"Server 10","groups”:["'Linux servers'],"applications”:["Filesystems’], itemid":
27363,"name":"Free disk space on /*,"clock":1529673363,'ns":655832239,"value":
32372809728}

37
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{"*host":"Zabbix Server 017 ,"groups”:["Zabbix servers'],"applications":["Zabbix

server'],"itemid":23760,'"name":"Zabbix value cache, % free’,"clock":
1529672400,"count™:44,"min":95.953665,"avg":96.337948,"max":99.013570}

38
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{“clock™1529673721,'ns":690523076,"value":1,"eventid":44364,"name":"Service
s not available”,"hosts":["Linux009"|,"groups™:["Zabbix servers™|,'tags":

[{"tag":"Service’,"value":"Jira"},{"tag":"Env","value":"Production"},
{"tag":"Datacenter’,"value":"NY2"}]}

39
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Control unit conversion

ltem  Preprocessing

2000 tps -> 2 Ktps

*Name | Oracle: transactions per second 2000 !t PS - > 2000 t PS
Type | Zabbix trapper = 61 !s -> 61 s
61 s -> 1Im 1s

* Key | oracle.tps

Type of information | Numeric (unsigned) % ©® !u P time -> 0 U P t1me
O uptime -> 00:00:00

Units | !tps
Current unit black list still works but deprecated: !ms, !rpm, !RPM, !%

41
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Multiple emalls In one user media™

Different recipients Same recipient
Type  Email ¢ Type = Email 4
"Send o 5ex@example.com “Send 1o | 5ex@example.com
dev@example.com alex@gmail.com
Add Add
* When active | 1-7,00:00-24:00 * When active | 1-7,00:00-24:00

If multiple e-mail addresses are specified this way, one e-mail will be sent to all the specified recipients!

O ® I

v A [=]

To: alex@example.com~ dev@example.com~

BCcC:

Subject: Service HTTP load balancer is uanavailable

42
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More tlexible auto registration

HostMetadata=Apache/MySQL

Templates: T Apache, T MySQL
Host groups: WEB Servers, DB Servers

Web Server

43
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More tlexible auto registration

Same host (IP, hosthname) m

Different role
HostMetadata=JB0OSS

Templates: T JBOSS
Host groups: Java apps

Application server

44
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‘Check now” for items

Configuration -> Items/Discovery

Enabled

[ Clone |‘ Clear history and trends | ‘ Delete ] [ Cancel | "[em Or d|SCOvery rule

45



JZABBDK78>

SUMMIT

‘Check now” for items

Configuration -> Items/Discovery

Enabled v

{ Clone l[ Clear history and trends ‘ ‘ Delete ‘ I Cancel ‘ "[em Or diSCOvery ru|e

Wizard Name a Triggers
MySQL status: MySQL queries per second
MySQL status: MySQL read operations per second

V'  eee MySQL status

Key

mysql[questions]

mysq|

mysql

reads]

status]

1 selected ‘ Enable | ‘ Disable ] [ Check now ] [ Clear history I ‘ Copy ] [ Mass update | ‘ Delete |

46

List of items or discovery rules
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Location
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iInventory macros support in

event tags

Configuration -> Hosts Configuration -> Triggers
Location @ NY2 Tags
Env Production
Service Jira

Datacenter {INVENTORY.LOCATION}

48



ZABBIX ‘/X

Configuration -> Hosts Configuration -> Triggers SUMMIT
Location |[NY2 Tags
Env Production
Service Jira
Datacenter {INVENTORY.LOCATION}
Monitoring -> Problems
Time | Severity v Recovery time Status Info Host Problem Duration Ack Actions Tags
07:12:02PM | | 'Warning PROBLEM Linux004 Processor load is too high on Linux004  13s No
07:12:02 PM Warning PROBLEM Linux009 Processor load is too high on Linux009  13s No
07:11:58 PM Warning PROBLEM Linux902 Processor load is too high on Linux902 17s No

Displaying 3 of 3 found

49
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X Acknowledgements

Monitoring -> Problems -> Ack
Event acknowledgements

* Message | | am working in this problem, ETA: 10 min.

Message Is mandatory
No way to put message only
History  Time User Message User action NO Way jUSt to C‘Ose prOb‘em

Acknowledge

® ) Only selected problem

Selected and all other unacknowledged problems of related triggers 52 events

Close problem

Acknowledge Cancel

Time Severity Recovery time Status Info Host Problem a Duration Ack Actions Tags
05:37:25 AM Warning  05:39:25 AM RESOLVED Linux001  Processor load is too highon ~ 2m Yes 1 Datacenter: NY2

Linux001 Env: Production
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4 ()  Advanced problem work flow

Monitoring -> Problems -> Update
Update problem

Message

Message Is optional

Operations are optional:

06/22/2018 03:20:53 PM Admin (Zabbix Administrator) ﬂ XY Looks like a critical problem, increasing severity to High.

06/22/2018 03:20:07 PM Admin (Zabbix Administrator) ﬂ | will have another look soon. - AC K

09/07/2016 09:03:07 AM Admin (Zabbix Administrator) «/ ﬂ It looks like a random spike of activity. _ C |q an g e Seveﬂty ( I )
Scope o) Only selected problem _ C Ose p rO b ‘ e m

Selected and all other problems of related triggers 1 event

Change severity v Not classified Information = Warning = Average High -

Acknowledge

Close problem

* At least one update operation or message must exist.

=

51



Monitoring -> Problems

Time L
09/16/2016 05:21:47 AM | |
09/14/2016 09:11:06 AM | |
09/16/2016 04:51:55 AM | |
09/14/2016 10:59:31 AM | |
09/13/2016 09:47:04 PM | |
09/07/2016 08:58:08 AM | |
09/14/2016 11:26:18 AM | |

09/07/2016 04:09:38 PM | |

Severity v

Recovery time Status

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

Info

Host

Linux002

Problem

Service *UNKNOWN?* stopped

Service *UNKNOWN* stopped

Too many transactions per second

Too many queries per second

Too many queries per second

Too many transactions per second

Slow query execution time

Low CPU utilization on host machines

52

Duration
1y 9m 9d
1y 9m 11d
1y 9m 9d
1y 9m 11d
1y 9m 11d
1y 9m 18d
1y 9m 11d

1y 9m 17d

Ack

Yes

Yes

No

Yes

No

Yes

No

Yes

Actions
i 2
IR

o

N

| 3 I
PN

_LIAR

Tags

Datacenter: FR2 | Env: Staging
Datacenter: FR2 | Env: Staging
Datacenter: FR2 | Env: Staging

/ZABBIX}

SUMMIT

Datacenter: NY1 | Env: Production | Service: HTTP balancer
Datacenter: NY1 | Env: Production | Service: HTTP balancer

Datacenter: FR2

Datacenter: NY1 | Env: Production | Service: AWS Dynam...

Datacenter: FR2 | Service: Kubernetes

Displaying 8 of 8 found



Monitoring -> Problems

Time

09/16/2016 05:21:47 AM

09/14/2016 09:11:06 AM

09/16/2016 04:51:55 AM

09/14/2016 10:59:31 AM

09/13/2016 09:47:04 PM

09/07/2016 08:58:08 AM

09/14/2016 11:26:18 AM

09/07/2016 04:09:38 PM

Severity v

Average
Average

Average

Recovery time Status

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

Info

/ZABBIXK

SUMMIT

Host Problem Duration Ack Actions Tags

Linux002  Service "UNKNOWN" stopped lyomod  Yes [ 2

Linux005  Service *UNKNOWN" stopped lyom11d  Yes [N 1

Linuxg02  Too many transactions per second lyomod  No 1,

Linux900  Too many queries per second lyom11d  Yes [N 2

Linux009 Too many queries per second 1y 9m 11d No ,

x|

Time User/Recipient Action Message/Command Status Info

r

© 06/22/2018 03:20:53 PM Admin (Zabbix Administrator) ’ T, Looks like a critical problem, increasing severity to High.
06/22/2018 03:20:07 PM Admin (Zabbix Administrator) ﬂ | will have another look soon.
09/07/2016 09:03:07 AM Admin (Zabbix Administrator) +/ ’ It looks like a random spike of activity.
09/07/2016 08:58:09 AM Admin (Zabbix Administrator) %< Failed n
09/07/2016 08:58:08 AM ]

53
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Automatic action - Remote command

Problem closed manually

Comment added

Number of comments added. Used in Monitoring -> Problems list

Problem severity increased

Problem severity decreased

Problem severity changed, but returned to the original level. Used in Monitoring -> Problems list only.
Automatic action - remote message sending

Problem acknowledged

Problem generated

Problem recovery

Number of actions. Used in Monitoring -> Problems list

Number of actions (with some action in progress state). Used in Monitoring -> Problems list

Number of actions (with some failed action). Used in Monitoring -> Problems list

54
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lag based permissions

Administration - User groups

Usergroup Permissions  Tag filter

Permissions  Host group Tags Action
End user services Service: Jira Remove
Region/USA Env: Production Remove
type here to search Select tag value

Include subgroups

Delete Cancel

55



Affects displaying of
proplems and actions

Monitoring — Problems,

Problems

Time

04/22/2018 07:36:58 AM
04/18/2018 01:03:25 AM
04/18/2018 12:56:25 AM
04/18/2018 12:37:25 AM
04/14/2018 12:38:25 AM
04/14/2018 12:30:25 AM
04/13/2018 11:33:25 AM
04/13/2018 10:54:31 AM

04/12/2018 09:50:25 AM

Severity
Warning
Warning
Warning
Warning
Warning
Warning
Warning
Warning

Warning

Recovery time

04/22/2018 07:37:25 AM
04/18/2018 01:04:25 AM
04/18/2018 12:57:25 AM
04/18/2018 12:38:25 AM
04/14/2018 12:42:25 AM
04/14/2018 12:33:25 AM
04/13/2018 11:35:25 AM
04/13/2018 10:56:25 AM

04/12/2018 09:51:25 AM

Dashboard, Overview,

Status

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

Info Host

Linux001

Screens,
Problem a Duration
Processor load is too high on Linux001 27s
Processor load is too high on Linux001 m
Processor load is too high on Linux001 m
Processor load is too high on Linux001 m
Processor load is too high on Linux001 4m
Processor load is too high on Linux001 3m
Processor load is too high on Linux001 2m
Processor load is too high on Linux001 1m 54s
Processor load is too high on Linux001 m

56

Maps

Ack Actions Tags

No

No

No

No

No

No

No

No

No

Env:
Env:
Env:
Env:
Env:
Env:
Env:
Env:
Env:

Production

Production

Production

Production

Production

Production

Production

Production

ZABBIXE

SUMMIT

Export to CSV H

Production




SUMMIT

Use cases
o Different problem views for different

groups of users

Tag fl H:e rS » Alerting based on tag filters

57
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* Monitoring content of WEB application

New item type
* Monitoring of APIls, which are based on

JSON/XML/Prometheus

HTTP ag e nt  Access to HTTP header tields

» Server: Apache/2.4.1 (Unix)

59
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* Monitoring of APIls, which are based on
JSON/XML/Prometheus

A1 1P agent

60
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Typical HI' TP processing

JSONPath

HTML
R
HTTP check " Pre-processing

History

HT TP data processing

61
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Typical HI' TP processing

HTML
HTTP check <%  Pre-processing

A AR

History

Multiple metrics

HT TP data processing

62



ltem

Preprocessing

* Name
Type

* Key

* URL

Query fields

Request type

Timeout

A1 TP item type

Application performance datal

HTTP agent -~

app.status

http://example.com/status

Name

63
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Parse

Remove

13



Request body type

Request body

Headers

Required status codes

Follow redirects

Retrieve mode

Convert to JSON

A1 TP Iitem type

JSON data XML data

Name

narme

Headers

v

Body and headers

Value

= | value

oz

Remove

ZABBIX

SUMMIT
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HTTP proxy

HTTP authentication
SSL verify peer

SSL verify host

SSL certificate file
SSL key file

SSL key password

A1 TP Iitem type

None

<4

65
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Normal view

Zabbix Global View

All dashboards / Zabbix Global View

Zabbix Cluster

1
Amazon Cloud

Zabbix Proxy
CPU load: 0.13 IN: 4.83 Kbps
PROBLEM OUT: 49.47 Kbps

IN: 13.62 Kbps
OUT: 192.63 Kbps

Zabbix server
127.0.0.1
PROBLEM

Zabbix Proxy
CPU load: 0.14 IN: 13.5 Kbps
PROBLEM OUT: 218.87 Kbps

X
Zabbix Proxy
CPU load: 0.14
PROBLEM
Azure Cloud

CPU usage
100 %

80 %

60 %

40 %

KIOsk mode tor Dashboard

Zabbix Proxy
CPU load: 0.13
PROBLEM

IN: 4.83 Kbps
OUT: 49.53 Kbps

i IN: 8.1 Kbps :
| OUT: 49.47 Kbps

N

Zabbix Proxy
IN: 4.83 Kbps CPU load: 0.13
OUT: 49.36 Kbps 2 Problems

Zabbix Proxy
CPU load: 0.13
PROBLEM

Detected problems
Host group a
Cloud/AWS
Cloud/Azure

End user services
HPC Cluster

Internal infrastructure
R&D Lab1

R&D Lab2
Region/Australia
Region/Brazil
Region/China
Region/Europe
Region/Japan
Region/USA

SAP HANA Infra

Zabbix infrastructure

Collected values/s

e g N e e TR

271.2 vps

253.4 vps

235.6 vps

Disaster

High  Average

| !d |

| !d |

T

Warning

Information

Not classified

Storage IOPs

04:26 06:24
API calls/s

8 .
6.4
-l
szl
ol

o

04:55

Value cache misses

1.52 Kvps

1.14 Kvps

761.2 vps

£ Zoom out
08:21
-
05:49 06:44

ZABBIXE

SUMMIT

Edit dashboard E ﬂ

PN 2018-10-02 04:18:55 — 2018-10-02 09:30:22 (©

UTC time
- - -
07:38 08:33 09:28



FUll screen

Zabbix Global View

All dashboards / Zabbix Global View

Zabbix Cluster

L,

)
Amazon Cloud

Zabbix Proxy
CPU load: 0.13 IN: 4.83 Kbps
PROBLEM OUT: 49.47 Kbps

IN: 13.62 Kbps
OUT: 192.63 Kbps

Zabbix Proxy
CPU load: 0.14 IN: 13.5 Kbps
PROBLEM OUT: 218.87 Kbps

.

Azure Cloud

A

Zabbix Proxy
CPU load: 0.14
PROBLEM

CPU usage
100 %

60 %
40 %

20 %

IN: 4.83 Kbps
OUT: 49.53 Kbps

Zabbix server
127.0.0.1
PROBLEM

IN: 4.83 Kbps
OUT: 49.36 Kbps

Zabbix Proxy
CPU load: 0.13
PROBLEM

Zabbix Proxy
CPU load: 0.13
Z Problems

Zabbix Proxy
CPU load: 0.13
PROBLEM

08:50

Detected problems
Host group a
Cloud/AWS
Cloud/Azure

End user services
HPC Cluster

Internal infrastructure
R&D Lab1

R&D Lab2
Region/Australia
Region/Brazil
Region/China
Region/Europe
Region/Japan
Region/USA

SAP HANA Infra

Zabbix infrastructure

Collected values/s

271.2 vps

253.4 vps

235.6 vps

217.8 vps

200 vps
04:46

Disaster

High

05:47

Average

Warning

Information

07:49

Not classified

08:50

Storage IOPs

<

Zoom out

04:26 06:24
API calls/s
8 oy
o

04:55

Value cache misses

1.52 Kvps

1.14 Kvps

761.2 vps

380.6 vps

08:21
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L
L
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L
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\/

Edit dashboard E E

é

2018-10-02 04:18:55 — 2018-10-02 09:30:22 (®
UTC time
\ I /
- ”
=
” -
/ \
I
- . w - - -
07:38 08:33 09:28

0 vps
04:46

05:47

06:48

07:49 08:50



Ki1osk mode

Zabbix Cluster

Zabbix Proxy
CPU load: 0.1
PROBLEM

/*X

IN: 12.47 Kbps
OUT: 198.14 Kbps

IN: 12.51 Kbps
OUT: 170.65 Kbps

Zabbix Proxy
CPU load: 0.12

PROBLEM

Zabbix Proxy

CPU load: 0.12

PROBLEM

CPU usage
100 %

60 %

40 %

20 %

e

IN: 10.94 Kbps
OUT: 146.44 Kbps

Ve

\

Amazon Cloud

Zabbix server
127.0.0.1
PROBLEM

IN: 12.47 Kbps
OUT: 198.09 Kbps

\%

IN: 13.24 Kbps
OUT: 200.4 Kbps

™,

Azure Cloud

07:53

Zabbix Proxy
CPU load: 0.1
PROBLEM

Zabbix Proxy
CPU load: 0.1
Z Problems

Zabbix Proxy
CPU load: 0.1
PROBLEM

08:50

Detected problems
Host group a
Cloud/AWS
Cloud/Azure

End user services
HPC Cluster

Internal infrastructure
R&D Lab1

R&D Lab2
Region/Australia
Region/Brazil
Region/China
Region/Europe
Region/Japan
Region/USA

SAP HANA Infra

Zabbix infrastructure

Collected values/s

Disaster

High

Average

Warning

HE

Do

Information

Not classified

o S N T

271.2 vps

253.4 vps

235.6 vps

217.8 vps

200 vps
04:46

05:47

06:48

07:49

08:50

Storage IOPs

04:26

API calls/s
8

6.4

48

3.2

16

04:55

Value cache misses

08:21

UTC time
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Compact view for problems

Monitoring->Problems

Show Recent problems History Host inventory = Type = Remove
A
Host groups | type here to search Select Add
Hosts | type here to search Select Tags m .
Datacenter Equal | NY2 Remove
Application Select
Env Equal Production Remove
Triggers | ‘ é
igg ype here to search Select Add
Problem
Showtags = None 1 2 n
Minimum severity = Not classified + . :
Show hosts in maintenance v Show unacknowledged only

Age less than days . L
Compact view v Show timeline
Show details Highlight whole row |v

=3

70



Time

Severity v

Recovery time

Status

Info

Host

Problem

Duration

Ack

Actions Tags

Datacenter: FR2 | Env: Staging | Service: Redis
Datacenter: FR2 | Env: Staging | Service: Redis

Service: Zabbix ...

Datacenter: FR2 | Env: Staging | Service: Oracle
Datacenter: NY1 | Env: Production | Service: HTTP b...
Datacenter: NY1 | Env: Production | Service: HTTP b...

06/20/2018 10:11:1...  Warning PROBLEM Free disk space is less than 20% on vol... 2d 9h 17m No
06/20/2018 10:11:0... = Warning PROBLEM Free disk space is less than 20% on vol... 2d Sh 17m No
06/20/2018 10:11:0...  Warning PROBLEM Free disk space is less than 20% on vol... 2d 9h 17m No
06/20/2018 10:11:0... ~ Warning PROBLEM Free disk space is less than 20% on vol... 2d 9h 17m No
06/20/2018 10:10:... |:| Warning PROBLEM Free disk space is less than 20% on vol... 2d Sh 17m No
06/20/2018 10:10:... ~ Warning PROBLEM Free disk space is less than 20% on vol... 2d S9h 17m No
06/20/2018 10:10:....  Warning PROBLEM Free disk space is less than 20% on vol... 2d 9h 17m No
06/20/2018 10:10:... |:| Warning PROBLEM Free disk space is less than 20% on vol... 2d S9h 17m No
06/20/2018 10:10:... I:I Warning PROBLEM Free disk space is less than 20% on vol... 2d Sh 18m No
06/20/2018 10:10:...  Warning PROBLEM Free disk space is less than 20% on vol... 2d 9h 18m No
06/20/2018 10:10:....  Warning PROBLEM Free disk space is less than 20% on vol... 2d 9h 18m No
06/20/2018 10:10:...  Warning PROBLEM Free disk space is less than 20% on vol... 2d Sh 18m No
06/20/2018 10:10:... PROBLEM Free disk space is less than 20% on vol... 2d 9h 18m No
—

ANIANINNAN AN AN

MMM ras

P e 2l e e __ AAN __ .1

MNAd AL AN
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Compact view for problems

Monitoring->Problems

Compact view

At least 50 problems displayed
One problem per line

Optimized for NOC
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New time selector

Olo

Filter a
Zoom: 5m 15m 30m 1h 2h 3h 6h 12h 1d 3d 7d 14d 1m 3m All 2018-04-23 04:37:26 - 2018-04-23 05:37:26 (now!)
4 4> >
«« 1m 7d 1d 12h 1h 5m | 5m 1h 12h 1d 7d 1m »» 1h fixed

/2



New

From

now/w

To

now/w

Olo

Apply

Last 2 days
Last 7 days
Last 30 days
Last 3 months
Last 6 months
Last 1 year

Last 2 years

Filter a

/3

Yesterday

Day before yesterday
This day last week
Previous week
Previous month

Previous year

{  Zoom out

Today

Today so far

This week so far

This month
This month so far
This year

This year so far

ZABBIX ‘/X

SUMMIT

This week (©

Last 5 minutes
Last 15 minutes
Last 30 minutes
Last 1 hour
Last 3 hours
Last 6 hours
Last 12 hours

Last 1 day



Super flexible
graph widget

API calls/s
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Collected values/s 5 O

Values processed per second X

88.8 -

66.6

222 -
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Accessipllity Improvements

Several 1mprovements have been made to
/abbix frontend 1n order to make 1t usable
With assistive technologies and generally
more friendly for visually-1impaired
people.

Screen reader friendly!

/0


https://en.wikipedia.org/wiki/Assistive_technology

New themes

High-contrast light

ZABB]X Monitoring Inventory Reports Configuration Administration

ZABBIXE

SUMMIT

Q | €3 Support

Edshare ? 20

Dashboard Problems Overview Web |Latestdata Graphs Screens Maps Discovery Services Central NOC
Zabbix Global View Editdashboard =N,
All dashboards /| Zabbix Global View £ Zoom out > 2018-10-02 04:18:55 — 2018-10-02 09:30:22 (®
Zabbix Cluster Detected problems *** | | Storage IOPs UTC time

Host group a Disaster  High Average Warning Information Not classified l
\ /
Cloud/AWS ! 1 ! 1
~ -
Cloud/Azure 1 > B m 1
maw’, Cloud End user services 18 D K - -
HPC Cluster 120 (1027 Lill1
Zabbix Proxy Zabbix Proxy Internal infrastructure ﬂ 2 1" 43 141 o 2 ’ -
CPU load: 0.0075 odﬁzfégzsz:; od'j:fégligb'f; CPU load: 0.0075 T el ¢ BB T
PR EM " . pPs " . ps ¢ £
ROBLEM PROBLEM R&D Lab1 f} ' \
04:26 06:24 08:21
R&D Lab2 ! 1 ! 1
IN: 3.91 Kbps IN: 6.22 Kbps - [
Zabbix server Py
/ liggf;l \ Region/Brazil ? 32 BFeceeennn . ...... ? ....................... ..E.....E.NE E,....E ........... asssqesss P p——— v. ...................... iy~ -
Zabbix Proxy ——— —— Zabbix Proxy : : I S R SR ol : : :
CPU load: 0.0075 LI ps LI ps CPU load: 0.0075 i i : : R | - c 31 13 {1 E:31%:: Lo : : 4
:,:;3_5',. OUT: 89.34 Kbps OUT: 105.34 Kbps 2 :’aoblerrs ? ReglonlChlna ﬂ 1 ! _1 ! 1 6.4 kececedes ........ E ......................... E "'f":":""'f ............ E....E....p....;..; ...... b 5..;..;..:....; ........... E'"E"""'E ...... . .......... 'E'
Region/Europe {1 - N {: |3 -
L et PR E R S U8 . S R Rt SRS SEOT s BTN - 0 P CF O CEDR 5 SUEt O SR CROSRREE AT
Region/Japan 1V 5 Pl JERERSESRE RIS ERE: :
, P T I O P e - B R W R E W R - A PR RCUSC SRRC O M =
Region/USA v 3 rod S ERRRE A EEEE :
Zabbix Proxy Zabbix Proxy SAP HANA Infra ! 1 1 1 m 1 1.6 pevenedes , ...... .§. ....................... .é....f....s,.é..f ........... .é. ....... . ............... -.HE.........E ............. sssgEpssesaNpusannunnns CL
CPU load: 0.0075 CPU load: 0.0075 : : si: St : 5 : :
PROBLEM PROBLEM o 3 . ¥ B X - . : - :
Azure Cloud Zabbix infrastructure ! 1 5 i : EEE : = :
o — - .. . | S— — L I | — — —
04:55 05:49 06:44 07:38 08:33 09:28
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New themes

High-contrast dark

ZABBIX Monitoring Inventory Reports Configuration Administration . o

Dashboard Problems Overview Web Latestdata Graphs Screens Maps Discovery  Services Central NOC

Zabbix Global View =f."

All dashboards / Zabbix Global View

Zabbix Cluster Detected problems Storage IOPs

Host group a Disaster High Average Warning Information Not classified

Cloud/AWS

L= Y H= Y
—_

Cloud/Azure

End user services

Q0

HPC Cluster

N = N II
LA TR B4 ‘
"ll"l,"v"l" T | JI‘I | | L'l " Ll,k.'lﬂh\ll‘I

Y v -.j*A v '] u'.l |4

Zabbix Proxy Intemnal infrastructure

IN: 11.18 Kbps CPU load: 0.33
OUT: 149.25 Kbps

N

R&D Lab1

04:26
R&D Lab2

IN: 12.59 Kbps
OUT: 174.76 Kbps AR Sy 3 Region/Australia

Zabbix server
127.0.0.1

! b

API calls/s
8

Region/Brazil

IN: 7.57 Kbps IN: 11.18 Kbps . 0.
OUT: 118.59 Kbps OUT: 149.17 Kbps Region/China

6.4
Region/Europe
Region/Japan
Region/USA

SAP HANA Infra

48

N

K V.

)

! b

VENAEL

CPU load: 0.18
Zabbix infrastructure

TAB and keyboard navigation works everywhere

/8
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Ul getting simpler

p4:\\2121). 4 Monitoring Inventory Reports Configuration Administration Q Hshare ? 2 O

Dashboard Problems Overview Web Latestdata Graphs Screens Maps Discovery Services

No Monitoring->Triggers anymore, use Monitoring->Problems

79
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Mandatory fields markeo

Item  Preprocessing

*Name ||

Type = Zabbix agent :
e Select
* Host interface | 127.0.0.1 : 10050 A
Type of information = Numeric (unsigned) ¢
Units

* Update interval @ 30s

80
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Filtering by tags SUMMIT

Monitoring->Problems,Dashboard

Tags

Datacenter Contains m NY2 Remove A N D/ O R Se ‘ eCt I O n

Env Contains m Production Remove E q U a‘ . Case Sens Itlve
Service m Equals @ PostgreSQL Remove C O N tal f S C aS e | N S 6 N S ItIVG
Add
Showtags @ None 1 2 n Tag name PRl  Shortened None N u m ber Of 't ag S
Tag display priority = Location,Service
Show suppressed problems Show unacknowledged only
Compact view v Show timeline
Show details Highlight whole row v

81
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Discovered item filtering

Configuration->Hosts->Items

Host group | type here o search Select Type @ all = Type of information | all = State | all —
2Iell Linux001 % Select Update interval History Status = all —
Application Select Trends Triggers | all =
Name Template = all
all
Key Discovery y Discovered items ﬂ

Regular items

TEMPLATE Apply | Reset |

Not Templated items 14 Templated items 71

WITH TRIGGERS
Without triggers 33 With triggers 52

DISCOVERY

HISTORY
7d77 3ms8

82



Configuration->Hosts

Hosts

Name

Monitored by = Any Server

Proxy

type here to search

Host filtering

Filter a

Reset

83

DNS

IP

Port

Group @ all

A
v

ZABBIX ‘/X

SUMMIT

Create host



Hosts

Host

Templates

IPMI Macros Hostinventory  Encryption

Host name | Zabbix_server 1
Visible name | Zabbix server

Groups In groups

Discovered hosts

No twin box controls!

ZABBIXE

SUMMIT

Select

Hosts
Host Templates IPMI Macros Hostinventory  Encryption
* Hostname | Zabbix_server 1
Visible name | Zabbix server
Other groups
grotp type here to search
AliServers Discovered hosts
Hypervisors
Linux servers Templates/Modules
« | Templates Agentinterfaces  Templates/Network Devices

Templates/Applications
Templates/Databases
Templates/Modules
Templates/Network Devices
Templates/Operating Systems
Templates/Servers Hardware

Faster and less confusing!

84

Templates/Servers Hardware

Templates/Databases
AIC/D
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8 More flexible
malintenance



Maintenance

lag level maintenance

Periods  Hosts and groups

* At least one host group or host must be selected.

2oL de[(o]I oS3 Region/Europe X

type here to search

Hosts | type here to search

Tags
And/Or gl

Env

Service

Contains m Production

Contains m ERP

Clone

Delete

Cancel

86

Select

Select

ZABBIX

SUMMIT
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lag level maintenance

p4:\2121D.4 Monitoring Inventory Reports Configuration Administration O (O Suppot FAShare 2?2 * ()

Hostgroups Templates Hosts Maintenance  Actions  Event correlation  Discovery — Services

Actions

Action Operations Recovery operations  Acknowledgement operations

*Name

Conditions | ghe Name Action

New condition .
Problem is suppressed v | No v

Application
Host

Enabled

Tag value

Template ery operation or acknowledge operation must exist.

Time period
Trigger

Trigger name
Trigger severity

~

)
S
=)
3
L)
|
'

I
‘_
—
[
D

I



Problems

Time v

10:18:34

09:15:25

08:39:18

07:28:09

2018-06-04 17:48:57

June

2018-05-28 19:52:00

2018-05-28 19:50:33

May ©

2018-03-21 17:39:13

2018-03-08 14:35:31

Recovery time

09:44:38

08:31:14

Status

PROBLEM

RESOLVED

PROBLEM

RESOLVED

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

lag level maintenance

Info Host Problem « Severity Duration
®
B ® Host 201 # Problem 29m 13s

Suppressed till: 2018-06-04 20:00:00 1h 45m 26s

Maintenance: Database migration 1h 3m 5s

1d 17h 52m

Host 505 Problem 8d 15h 50m

Ack

NO

NO

NoO

No

No

NO

Yes 1

Actions

Failures «

ZABBIX

SUMMIT

10 of 10 problems are shown Updated: 10:24:44

88
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9 Single sign-on
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Additional auth options

Administration -> Authentication

ZABBIX

Authentication  HTTP settings  LDAP settings

Username

Enable HTTP authentication v : &%

Default login form | Zabbix login form § Password

Remove domain name

v Remember me for 30 days

Case sensitive login v

Update

or sign in as guest

Sign in with HTTP

90
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—I O A few minor
enhancements
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Database down message

oo
d

Zabbix Server Database

[MySQL |PostgreSQL|Oracle|IBM DB2] database <DB Name> [on <DB Host>:<DB Port>]
1s not available: <error message depending on the type of DBMS (database)>
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ltem Improvements

vfs.dir.count: recursively count entities in a given directory
vim.memory.size: support of parameter ‘slab’

net.if.in/out/total: overruns, frame, compressed, multicast, carrier,
collisions

logrt, logrt.count: support of new mode ‘copytruncate’

Search by a full name for IPMI items

93
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And more!

Read “Release Notes” for complete list of improvements

94
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Upgrade!

Just install new server binaries and front-end files

95
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Upgrade!

Important notes

/abbix agents older that 1.4 are no longer supported
Deprecated macros $1-39 in item names

Read Upgrade Notes for more details!
https://www.zabbix.com/documentation/4.0/manual/installation/upgrade_notes_400
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\Viore to come!

Today

12:45 Kaspars Mednis Zabbix Tips and Tricks
13:55 Aleksey Petrov Visualize IT. Getting the most out of Zabbix Ul
5:30 Sergey Sorokin New ways to become Zabbix Expert!

-4

Tomorrow

10:20 Alexel Vladishev Zabbix, what’s next?
1400 Vjacheslav Bogdanov Zabbix Cloud
15:40 Oleg lvanivskiy Zabbix Internals
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Some of the used icons made by Freepik from www.flaticon.com
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