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Abstract
Main idea: SSL certificate can expire and shut the multi-million users 
web-service platform. Sounds silly? But it does happen in reality.



The few simple issues that may cause the service 
outage:
- Expiring the date of domain registration

- Expiring the SSL certificate

- Running out of balance in the hosting account



While all of them should be going smoothly:
- The expiration date is well known in advance

- There is always a person or a team responsible for payment

- Providers never shut down without a notice, they send reminders prior 
the event.



What does go wrong then:
- Email reminder has been missed in the mailboxes

- Invoice’s been lost inside the accounting department

- New SSL certificate was purchased but has not been rolled out to the 
servers



Solution
We make Zabbix check all these little things and notify us if the issue is 
possible.

And what really matters, we will know when the issue is resolved.



Solution
Just use custom bash scripts with UserParameter or ExternalCheck:

- check domain registration expire date with "whois"

- check ssl expire date with "openssl". On all servers!

- check your hoster balance via API or just "curl"

- be calm and happy
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Thank you! Questions?
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