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Location

== Haarlem, Netherlands (EU)

nl01.lethernet.com:8080/TCP (proxy)

#= Helsinki, Finland (EU)
95.216.160.70:8888/TCP (proxy)

s ?eské Bud?jovice, Czechia (EU)
monitor.intensecoin.com:20006/TCP (proxy)

Speed (Down/Up)MB/s

2.00 Mbps / 2.00 Mbps

1bps /1 bps

5 bps /5 bps
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WHAT TO MONITOR

THE NETWORK

 TIMESTAMP — VARIATION AGAINST SYSTEM TIME
e BLOCK HEIGHT — TOO FAT, TOO FAST, STUCK, REVERSED

e DIFFICULTY — TOO FAST A CHANGE

DILBERT!

* TRANSACTION POOL — FILLED TO THE BRIM ..BUT I'M FEELING BETTER.

e SYNC OF DATA ON SEED NODES — POSSIBLE BLOCKCHAIN FORK



BLOCKCHAIN ATTACKS - 517% ATTACK

DIFFICULTY: 4 OF 5

IMPACT: 4 OF 5

WE NEED TO MONITOR UNUSUAL BLOCKCHAIN HEIGHT CHANGES AND DIFFICULTY CHANGES

TRIGGERS: NO CHANGE IN HEIGHT, REVERSED HEIGHT, TOO FAST, BLOCKS TOO FAT
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BLOCKCHAIN ATTACKS — TIME-BASED

DIFFICULTY: S OF 5

IMPACT: 4 OF 5

WE NEED TO MONITOR TIMESTAMP BEING TRICKED IN LAST BLOCKS

TRIGGERS: TIMESTAMP BEING TRICKED
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Calculate:

Zabbix monitors and alerts Lethean operational feam
Sync of data
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GET Timestamp, Block height ,
==l Difficulty, Transaction poal, ...
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Blockchain distributed over daemon



Improvement request
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GUEST PERMISSIONS

* LOCATION ~
(N/$) | N/INDEX.PHP | A/SCREENS.PHP | A/SRV_STATUS.PHP | A/ZABBIX.PHP\ 2 ACTION\=(MAP | PROBLEM) | A/SCREE
NS.PHP | A/CHARTS.PHP | A/SYSMAPS.PHP | A/LATEST.PHP | A/OVERVIEW.PHP { RETURN 301
"/1ABBIX.PHP2 ACTION=DASHBOARD.VIEW&DASHBOARDID=2&FULLSCREEN=1 &PERIOD=25920000"



Improvement request

KIOSK MODE AND NICE URLS
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def json_daemon_call(burl, method):

i (method 1=): CRYPTONOTE-ZABBIX

d ={
(@ sivax{ e
"method": method, OPEN SOURCE HOF[’F[J/AHU\/ ONITORING
‘Isonrpc’™: "2.0" HTTPS:_/FH YBEC@ NMLEINM@S ENAGRYRIGN@NEZZABBRX
}

url = burl + "/json_rpc”
logging.warning("Calling RPC " + url)
r = requests.post(url, data=json.dumps(d), headers={"Conieni-Type": "application/json’})
AN
logging.warning("Calling RPC " + burl)
r = requests.post(burl, data=", headers={"Content-Type": "application/json"})
if (r.status_code == 200):
return(r.text)
elses
logging.error('RPC error %s!" % (r.status_code))
return(None)

def zsend(key, value, timestamp):
global cfg
ine = "%s" "%s" "%s" "%s" % (cfg.zhost, key, round(timestamp), value)
logging.debug('Sending data to zabbix: " + line)
print(line)
svs.stdout.flushi)



https://github.com/limosek/cryptonote-zabbix
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BLOCKCHAIN ATTACKS - LINKS

e 51%: GROUP OF MINERS OWNS MORE THAN 50% OF HASH POWER
e SYBIL ATTACK: A NODE ACQUIRES MULTIPLE IDENTITIES

e DDOS ATTACK: LARGE NUMBER OF SIMILAR REQUESTS SENT TO A DAEMON

e HTTPS://RESOURCES.INFOSECINSTITUTE.COM/BLOCKCHAIN-NETWORKS-POSSIBLE-ATTACKS-WAYS-
PROTECTION/# GREF

* TIMESTAMP ATTACKS: DECEIVE DAEMON INTO ACCEPTING ALTERNATE BLOCKCHAIN AND
ENABLE DOUBLE SPENDING

e HTTP://CULUBAS.BLOGSPOT.COM/2011/05/TIMEJACKING-BITCOIN 802.HTMLZM=]



https://resources.infosecinstitute.com/blockchain-networks-possible-attacks-ways-protection/#gref
http://culubas.blogspot.com/2011/05/timejacking-bitcoin_802.html?m=1

