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2018-09-27 15:18:51.243 [P2P6]  INFO    global  src/cryptonote_core/blockchain.cpp:1461 ESC[1;32m###### REORGANIZE on height:
280084 of 280084 with cum_difficulty 103117521301376
alternative blockchain size: 2 with cum_difficulty 103117730551521ESC[0m
2018-09-27 15:18:51.289 [P2P6]  INFO    global  src/cryptonote_core/blockchain.cpp:1472 ESC[1;34m----- BLOCK ADDED AS ALTERNA
TIVE ON HEIGHT 280084
id:     <7095d05e3ec815d9ef15c17dafc4091f4a392857e8ec4e0804f5a96982619213>
PoW:    <0b4e4e90a6486c2e7d16db0882ce3703e22c2b73492ff2b7edb8373707000000>
difficulty:     221350345ESC[0m
2018-09-27 15:18:51.311 [P2P6]  WARN    blockchain.db.lmdb src/blockchain_db/lmdb/db_lmdb.cpp:2681 WARNING: batch transa
ction mode already enabled, but asked to enable batch mode
2018-09-27 15:18:51.333 [P2P6]  INFO    global  src/cryptonote_core/blockchain.cpp:885  ESC[1;32mREORGANIZE SUCCESS! on heigh
t: 280084, new blockchain size: 280086ESC[0m
2018-09-27 15:18:51.536 [P2P6]  INFO    global  src/cryptonote_protocol/cryptonote_protocol_handler.inl:1154    ESC[1;33m[93.
254.244.232:49576 INC]  Synced 280086/280086ESC[0m
2018-09-27 15:18:51.536 [P2P6]  INFO    global  src/cryptonote_protocol/cryptonote_protocol_handler.inl:1521    ESC[1;32mSYNC
HRONIZED OKESC[0m
2018-09-27 19:04:37.294 [P2P1]  INFO    stacktrace src/common/stack_trace.cpp:120  Exception: cryptonote::BLOCK_DNE
2018-09-27 19:04:37.316 [P2P1]  INFO    stacktrace src/common/stack_trace.cpp:121  Unwound call stack:
2018-09-27 19:04:37.320 [P2P1]  INFO    stacktrace src/common/stack_trace.cpp:159      [1] intensecoind:__wrap___cxa_thr
ow+0x102 [0x896a62]
2018-09-27 19:04:37.320 [P2P1]  INFO    stacktrace src/common/stack_trace.cpp:159      [2] intensecoind() [0x7cde64]
2018-09-27 19:04:37.320 [P2P1]  INFO    stacktrace src/common/stack_trace.cpp:159      [3] intensecoind:cryptonote::Bloc
kchainLMDB::get_block_height(crypto::hash const&) const+0x471 [0x7dac11]
2018-09-27 19:04:37.320 [P2P1]  INFO    stacktrace src/common/stack_trace.cpp:159      [4] intensecoind:cryptonote::Bloc
kchainLMDB::get_block_blob[abi:cxx11](crypto::hash const&) const+0x12b [0x7ceb0b]
2018-09-27 19:04:37.320 [P2P1]  INFO    stacktrace src/common/stack_trace.cpp:159      [5] intensecoind:bool cryptonote:
:Blockchain::get_blocks<std::__cxx11::list<crypto::hash, std::allocator<crypto::hash> >, std::__cxx11::list<std::pair<std::__
cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, cryptonote::block>, std::allocator<std::pair<std::_
_cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, cryptonote::block> > >, std::__cxx11::list<crypto:
:hash, std::allocator<crypto::hash> > >(std::__cxx11::list<crypto::hash, std::allocator<crypto::hash> > const&, std::__cxx11:
:list<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, cryptonote::block>, std::all
ocator<std::pair<std::__cxx11::basic_string<char, std::char_traits<char>, std::allocator<char> >, cryptonote::block> > >&, st
d::__cxx11::list<crypto::hash, std::allocator<crypto::hash> >&) const+0x206 [0x830e06]
2018-09-27 19:04:37.320 [P2P1]  INFO    stacktrace src/common/stack_trace.cpp:159      [6] intensecoind:cryptonote::Bloc
kchain::handle_get_objects(cryptonote::NOTIFY_REQUEST_GET_OBJECTS::request&, cryptonote::NOTIFY_RESPONSE_GET_OBJECTS::request
&)+0x1b2 [0x8159d2]
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Blockchain distributed over daemon

Zabbix monitors and alerts Lethean operational team

GET Timestamp, Block height , 

Difficulty, Transaction pool, …

Calculate: 

Sync of data 
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def json_daemon_call(burl, method):

if (method != ""):

d = {

"id": "0",

"method": method,

"jsonrpc": "2.0"

}

url = burl + "/json_rpc"

logging.warning("Calling RPC " + url)

r = requests.post(url, data=json.dumps(d), headers={"Content-Type": "application/json"})

else:

logging.warning("Calling RPC " + burl)

r = requests.post(burl, data="", headers={"Content-Type": "application/json"})

if (r.status_code == 200):

return(r.text)

else:

logging.error("RPC error %s!" % (r.status_code))

return(None)

def zsend(key, value, timestamp):

global cfg

line = '"%s" "%s" "%s" "%s"' % (cfg.zhost, key, round(timestamp), value)

logging.debug("Sending data to zabbix: " + line)

print(line)

sys.stdout.flush()

CRYPTONOTE-ZABBIX

OPEN SOURCE BLOCKCHAIN MONITORING

HTTPS://GITHUB.COM/LIMOSEK/CRYPTONOTE-ZABBIX

https://github.com/limosek/cryptonote-zabbix
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• HTTPS://RESOURCES.INFOSECINSTITUTE.COM/BLOCKCHAIN-NETWORKS-POSSIBLE-ATTACKS-WAYS-
PROTECTION/#GREF

•

• HTTP://CULUBAS.BLOGSPOT.COM/2011/05/TIMEJACKING-BITCOIN_802.HTML?M=1

https://resources.infosecinstitute.com/blockchain-networks-possible-attacks-ways-protection/#gref
http://culubas.blogspot.com/2011/05/timejacking-bitcoin_802.html?m=1

