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« Zabbix Certified Professional

« Official translator of ZABBIX manual

« Official translator of EXIN Devops handbook
* DevOps Master, ITIL, MCSE, RHCE, VCP,
CCNA, JNCS

8+ years experience in Consulting and Banking
industry
5+ years experience with ZABBIX
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PART 01
the challenges
‘ K in VUCA



We didn’t do anything wrong but somehow we’ve Iost'

--Stephen Elop (Nokia CEO)



Volatility Uncertainty

Complexity Ambiguity
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VUCA:
IT is changing, DevOps is coming!

~5 years ago Now




e Huawel
e DELL
e HP

More Layers

A

It is COMPLEX...

 Windows

e Linux
e AIX
o ESXI

4

Micigsoft*

$BL Server

 MySQL * Infrastructure

* OA

o SOQL Server
» Redis
e PostgreSQL

* Micro-Service
* Mobile App

Application

@ More Platforms More Skills
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the GOAL of
v Full-stack Monit.oﬁng




The SCALE of monitoring v
A JMX\Kafka\Zookeeper

Tomcat\lIS\MySqI\MSSQL\Redis

\

PN

Windows\AIX\Linux

J

VCenter\HyperV

A



The DEPTH of monitoring v

stomization
/ice
Port
Link

demand KPI
: rformance

Avai

5S Monitoring

Event log




v
\: The GOAL of Monitoring

Universal Monitoring EFFORTLESS Deployment

- All-in-one - Large-scale
- High efficiency and accuracy - Customization
- Flexible
- Qpen Source
Inventory Management API
- Collect inventory data - ITIL / Workflow
- Provide data to CMDB - DevQOps
- Automatic / Semi-automatic - Continuous Integration

\/
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WHY
ZABBIX?




CHOICES : SCALE x DEPTH

DEPTH o 00

Microsoft®

Systemeenter T|V0|i J

Product Solutions Services Training Partners Download Community  About Us
- ®
Next Webinars
5 Oct - Spanish hay de nuevo en Z
6 Oct - German eu in Zabbi
A——

19 Oct - Portugu bix Proxy, tornando o monitoram...

The Ultimate Enterprise-class Monitoring Platform

Zabbix is the ultimate enterprise-level software designed for real-time monitoring of millions of metrics collected
from tens of thousands of servers, virtual machines and network devices.

Zabbix is Open Source and comes at no cost.

solarwinds

ManageEngine)

IPSWITCH n Powering IT ahead

WhatsUpGold
Network ManFa)gement Software s c A L E

BEE Pycoxwit

Customer Login >}
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Showcases:
K Best Practice in Fintech




A ; Best Practice in Fintech

@ Distributed Monitoring

@ Two-Dimension (Platform/Service-line)

Alerting & Notifications '
@ Dashboard/Screen

@ Out-of-Band Automation

@ Continuous Integration / Continuous Delivery l




ZONEO1

ZONEO2

ZABBIX Database Cluster

Distributed Monitoring

OneProxy
R e rre—
MHA

ZBXDBO1 ZBXDB0O2
Primary Secondary

s

ZBXPRXZONEO1 zsxpn NMPO1
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ZBXWEBO1
BiHWEB

e ngTg E

NOCKR&E 1z

ZBXPRXDMZ02
ZONEDMZ02{XFE

'ngTg.
Hosts

NETAPP

S L.

Hosts.

&«
:

ZBXPRXNETWORKO1
NETWORK{XIE

*
ﬁ HER

ZBXPRXHWMO1 (Hardware)
BIEER A

Database improvement:
MHA + One-Proxy ; MySQL Partition

Distributed structure:
1-2 proxies per area

DDD Web access:
Admins / he

Ipdesks operate via Web

-

Security:

Just open limited ports on Firewall




Two-Dimension (Platform/Service-line) v

Platform

« P-DB-SQL
 P-App-Tomcat
e P-OS-Windows

e P-HW-NetApp

Service-line

e S-DevOps-APP1
e S-Infra-APP2

e S-HelpDesk-APP1
e S-Data-App4

Two views:
System + Business

Every host has to belong
at least one P group and one S group

P group -> Host Template
S group -> User group |

Reduce monitoring noise
Keep monitoring accuracy |




Two-Dimension (Platform/Service-line) v

Templates

N\

Define Rules



Two-Dimension (Platform/Service-line)

SCAN
192.168.0.0/16
123.1.0.0/24

|

N 4

RHEL CentOS
Template Template

Tomcat

MSSQL MySQL
Template

Template Template

Windows
Template

Midware Windows
Team Team




Alerting & Notifications

Trigger severity:
. Disaster, Warning, Info
%U%K%%}E

01 Free disk space is less than 20% on volume C:

Escalation:
1 oe m1s Freespace<s06 on || G Wa rn i n g ->Ad m i ns

3 Free disk space is less than 20% on volume D: on >
-

102 Free disk space is less than 20% on volume O: on

Trigger Status DDD Ll
[ZBX] *PROBLEM*—Free disk space is .
less than 20% on volume C: on sansiamin Trigger Name | Sound’ SMS’ Emall, Screen...

S———— . ) Host Name/IP )
Current value: 17.98 %. Please call Cai Value Q Detailed alert contents:

Xianghua (18501 5l immediately. PoC | Hostname, value, poc...

Phone




Dashboard/Screen

o 00

% Show in Business view
I

@@ Show the issues directly

DDD Customized Dashboard
l

Q Different notification methods




Q9 == Zabbix Server

Server uptime Free space on / (%) Processor load Traffic In/Out

5 week 30% 0.04

Zabbix server

Zabbix server performance Sessions srvi/srv2

Zabbix processes MySQL operations

Values processed by Zabbix server per second

- Zabbix queue over 10m

MySQL begin operabons per second
MySQL commit operabons per second

MySQL delete operations per second

| PN . MySQL insert operations per second
MySQL roliback operations per second

4 \ _J,V Ay od —~\,~—I\-» e\t LA MySQL select operations per second

|
L A Al as e

MySQL updale operations per s¢




Out-of-Band Automation

20 HP-4BIC1 D91 608 - ILOONTT 4501 WO - M9 Entegrated Lights-Out 2 - Microselt Iabernet Dxplorer

INTEGRATED DELL REMO' Enterprise

ACCESS CONTROLLER 7
@ |English v

W% iBmc

Services 7] User Name
ko2 | Options | m Password
) Secure Shell (S8M) Access: & Enabled © Disabled
~ Secure Shell (S5H) Port:

Tolnet Access:

2288H V Domain Local iBMC v

Host Name: huawe
Remote Console/Telnet Port:

Waob Server Non-§S1L Port:
Web Server SSL Port:

ot Terminal Services Passthrough: © Erabled & Duatied © Autos
Torminal Services Port: B

Virtual Modia Port:

Shared Remote Console Port:
Console Roplay Port:
Raw Serial Doata Port:

2 Huawel




Out-of-Band Automation

o 00
_ 1. The remote
DELL Server control/management ports of all
_ < devices connected to OOB
I o @ network.
= = OOB DHCP
Huawei Server
s < 2. DHCP provides the IP address
g iLo .
S for all devices.
OOB Proxy

HP Server

3. Use network discovery to add

Management Port @ these devices as HOSTSs.
OOB Tool-Server

OTHER

/
!

/4

4. Use IPMI template to collect
hardware data for CMDB.

Out Of Band (OOB) Network




A Cont % ous Integratlon / Continuous Delivery

Configure }
puppet
AN S IBLE

Notification

Microsoft* < "
SQL Server

AN

MySsQL:
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