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Dockeric2DWT

Cgroup(d> kA—=ILTIL—7)

Container 7O X T IL—TFDCPU. XFE
), 2y =90V —RER

Root fs IRREDFESE - FlEHH AIEEHT H— =
Cgroup Storate Driver | JLODBEBE

Docker Engine

ZabbixicBH 59, aA>TFV

.==E. Y —REERIICgroupEF T v Y
Docker Host v 95




Dockeric2DWT

Storage Driver

Container » Docker T3 4% 4 % StorageDriver#%
EIRT 3 EDATEE,

- devicemapper

Cerou Rocte - aufs
sroup Storate Driver

- btrfs

Docker Engine - zfs
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DockerHost& 10> 7—ZabbixAgent

1) ¥p38H—/)\ADocker& ZabbixServer/ZabbixAgentf > X k—=JL

2) A>T \ZabbixAgent1 > X —JL

3) RV U—EEH L. CPUBTICE3T 5T DIBERR
am0: @I avFroE

a5@: W) Dockerhz b T

openssITOCPUETRFT X k

# openssl speed -multi " grep processor /proc/cpuinfo|wc -1’
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il’%kAgentE"#ﬂ’éiﬁﬁ LTHBL

docker-server ﬁﬁ@ ﬁﬁ@

mpyrr—————yp oo
B L Linux>> 7LV —BEHRZMIFLTWS A, ZabbixAgentZ
BWcA A P=ILLT-ERIIEEL H F D SRHEE 2

dA>TFHAAgentz AhDocker RX DY —REREZTB b,
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Storage Driverc ¥ 57— 4 {52

DeviceMapperld1 DD T4 XA X =T 74V TNNA R T—)Le L. B
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[root@developl ~]# Il /dev/mapper/

Irwxrwxrwx 1 rootroot 7118 916:08 docker-253:3-919183-
4b8d9cc5¢75ab3573b87461cca7a529959621975966592d7466febe451ad4950 ->../dm-2
Irwxrwxrwx 1rootroot 711H 1409:06 docker-253:3-919183-

82d78a836376c05705908ef0e5badbb510bdb41e81a45e1cf59870caa96d9054 ->../dm-1
Irwxrwxrwx 1 rootroot 711AH 1505:14 docker-253:3-919183-
8a894448c8d5a593b46c5bb8d50fb9989eabbcf088c6dd1c51b3004495e6bc5e ->../dm-3
Irwxrwxrwx 1rootroot 711H 915:17 docker-253:3-919183-pool ->../dm-0
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devicemapper® 1> 5 HEASMERICIE
dm%z < > k9 Bhdockerexece CHIEH S BE%
R T A2MNEBEN DD (BEBEDH LAV

[root@developl ~]# docker exec ubuntu-test2 df --output="used" /

Used
286396

[root@developl ~]# mount /dev/mapper/docker-253\:3-919183-

4b8d9¢cc5¢75ab3573b87461cca7a529959621975966592d7466febe451ad4950 /mnt/
[root@developl ~]# df --output="used" /mnt/

fEF8
286396
[root@developl ~]# umount /mnt




Storage DriverC & 57—~ {EE SR

aufs/btrfs/zfsICDWTIEX. Docker7 7 T ILS AT L7 LI UL BEA
SR TI3FENHKDS

root@developl:/# df --output="used"
[var/lib/docker/aufs/mnt/dc7620897bf522016e01c062d7d66342472a4¢cd73793202d95e6¢

ec964e2bel?
Used
1863008
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o> T FAgent1 > X b—ILEDRIRE

- Docker ki X FEEfRAIMZabbixAgentd > 7+ ZHAE L THRLAY
AVTTBIABLEIFICEDEEINBIP
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BEtRZ 1T 5 DHibetter.
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s NEBADT—RFERFBTHELL
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« AT FHAERAAgentZ I X M=ILLEWV
* Docker "X R TAYTFHHEBFINIEE
HEITEMRTFICEDNS
c SAT7HALVIHEVDT
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Zabbix_senderz £ L TOHEIE & * X158

Docker Host

CPU/MEMEY{F

NW I/OH=S

Docker Host=E g %E(&

1. zabbix_senderAAE
2.LLDA. JSONFIUEERAI VT FBE
3.cron¥F, 3 7EERY—-IT

A7) T RT

AT FEF(LLD) e AT FERT—2XE
[zabbix_sender] >




Zabbix_senderz £ L TOHEIE & * X158

Docker Host

Zabbix ServerAo Zai#lE
1. Docker&fRr->7TL—bZ17R—F
2. Docker RRX FATFYTL— FDEIY

ToTL—FrDOHRE
* Trapper TIFH5®RITBLLD
* LLDORFERRRAI =2

CPU/MEMEY{F

NW I/OH=S

AT FEF(LLD) e AT FERT—2XE
[zabbix_sender]




Zabbix_senderz £ L TOHEIE & * X158

Docker Host

OHY{5

Doker HostEli§ 57— 43 %
zabbix_sender|c Tix{E

docker R T—2 X7« L2 FUHS
AT H—EZzlE
Default: /var/lib/docker/containers

RELTEVWT—2%ZINE

[sys/fs/cgroup/[memory,cpu,cpuacct]/docker-{3d>7F}ID}.scope

jsonfeXL TT— X DIXMS

AT FHFER(LLD) AV TFHFERT—X1%(E
[zabbix_sender/TCP] g




a7 FEFILOVER

#!/bin/env python
# -*- coding: utf-8 -*-

import time,o0s,json,commands

serverip ='127.0.0.1'

hostname ="'develop1'

keyname ='vfs.container.discovery'
docker_data_path ="'/var/lib/docker/'

def get_container_list():

container_list ={}

container_id_list = os.listdir('%scontainers/' % docker_data_path)

for container_id in container_id_list:
dict={}
file = open(('%scontainers/%s/config.json'% (docker_data_path,container_id)), 'r')
container_data = json.load(file)
container_name = container_data.get('"Name').lstrip('/')
container_hostname = container_data.get('Config')['Hostname']




& TIERTY &

O
. 115.0 Mbyt
docker.container[( e

110.0 Mbyt
[ubuntu-test]cpuac i

develop1: [dd-agent]memory.usage_in_bytes { 1h)

105.0 Mbyt
[ubuniu-testIjcpuad i

100.0 Mbyt
[ubuntu-testZcpuad i

- 95,0 Mbyt
[sharp_varahamihir i

[dd-agentjcpuacet.y IS

docker.container

11415 05:50

[ubuntu-testimemor

M [dd-agent]memory usage_in_bytes

v

[ubuntu-testimemory TER_0Sage_Im_oyies
[ubuntu-testimemory.limit_in_bytes
[ubuntu-test3)memory.usage_in_byles
[ubuntu-test3)memory. max_usage_in_bytes
[ubuntu-test3)memory. limit_in_bytes
[ubuntu-test#)memory.usage_in_bytes
[ubuntu-test2)memory. max_usage_in_bytes
[ubuntu-testZ)memony limit_in_bytes
[sharp_warahamihirajmemory.usage_in_bytes
[sharp_varahamihirajmemory. max_usage_in_bytes
[sharp_varahamihirajmemory.imit_in_bytes
[dd-agentimemory.usage_in_byies
[dd-agentimemony.mex_usage_in_byvtes

[dd-agentjmemony limit_in_bytes

BFE B g Bk §
[4/AT] 981 Mbyte 97.98Mbyte 10377 Mbyte 10541 Mbyte
AUISIITIS UL I5. 31 MOVIE - T=r
2015/11/15 06:54:01 9.22 Ebyte - 53
2015/11/15 06:54:01 3.89 Mbyte - 737
2015/11/15 06:54:01 123.26 Miyte - 33
2015/11/15 06:54:01 9.22 Ebyte - 7353
2015/11/15 06:54:01 3.35 Mbyte - 53
2015/11/15 06:54:01 11079 Miryte - 737
2015/11/15 06:54:01 9.22 Ebyte - 33
2015/11/15 06:54:01 1.99 Mbyte - 7353
2015/11/15 06:54:01 742 Mbyte - 53
2015/11/15 06:54:01 9.22 Ebyte - 737
2015/11/15 06:54:01 97.99 Mbyte - 33
2015/11/15 06:54:01 120.68 Mbyte - 7353
2015/11/15 06:54:01 9.22 Ebyte - 53
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A& Zabbix Share Cdockere AALTHB L

i) Home - Mozilla Firefox I
’)’ Home x "lkrf;:i -
L & @ hips:/ /sharezabbixcom v | | |Q W w B8 ¥+ @& » =

Clredmine | {i3My Page (@) Overview *eActivitiesv @Flssues WENew Issue | INews ® |Documents & 'Wikiv | _[Files ZRepo

P4 Share™ . - ‘

Zabhix templates, modules & mare

l docker |\ |

. Docker/LXC containers monitoring

Applications Directory: Recently Added Listings
Cooling (A/C)

Databases
Chef cookbook for zabbix LI

Chef cookbook for zabbix server and agents. Supports items/triggers/graphs/.. creation, template
import and many other things. Read maore on github README.
Network Appliances Category: Others

Libraries
Monitoring Equipment
Metwork Devices Type Integration Viendor Others Min Zabbik version 2.0.%

Official Templates

Operating Systems ) ) .
Zabbixapi WD

st L IEL Y

https://share.zabbix.com/




Zabbix Share - Docker/LXC containers maonitoring - Mozilla Firefox

f Zabbix Share - Docker/LXCc.. % 'l\ffaﬂ i
IL (' ) @ | https:/ /sharezabbix.com/ virtualization/doel » | |Q o ﬁ B ¥+ H » =
p

Clredmine | {itMyPage @) Overview *eActivitiesv @Elssues WENew Issue _INews B |Documents &'Wikiv | Files ZRepo

Applications - : :
| | Docker/LXC containers monitoring

Cooling (A/C)

Databases T — — (] L e Sy o ]y vm— AT R 0 s——

Monitoring Equipment ATIvTEGEEE RO AR R e e

Metwork Appliances

Metwork Devices Monitoring of Docker containers (LXCisystemd Docker supported) - Zahhix template and Zabhix C module.
Available CPU, mem, blkio container metrics and some containers config details e.g. IF, name, ... Zabbix Docker
module has native support for Docker containers (Systemd included) and should support also a few other container

Operating Systems type (e.g. LXC) outof the box,

Official Templates

Power (LUPS)

Printers
T er 2votes Rating

— 4 el =

Server Hardware o .
Listing Details

Storage Devices

Type Template b
Telephony

Wendor Others
Virtualization

Min Zabxx version 2.2%

KO A







AN Branch: master~  Zabbix-Docker-Monitoring / +

—— = Pull reque 0
a jangaraj Update README.md Latest commit 3096db7 14 days ago
Pulse
doc em graph up
dockerfiles workdir ai d - fix #2 2 Graphs
lles/zabbix_module docker Fix memory leakages
HTTPS clone URL

template Cleaning months ag pa—

emi ining - https://github.ci B
=) LICENSE Initial commit

a year ag!

You can clone with HTTPS or

“BilFT3d .

Zabbix Docker Monitoring

E2 README.md

If you like or use this project, please provide feedback to author - Star it %.

Monitoring of Docker container by using Zabbix. Available CPU, mem, blkio container metrics and
some containers config details e.g. IP, name, ... Zabbix Docker module has native support for Docker
containers (Systemd included) and should support also a few other container type (e.g. LXC) out of the

box. Please feel free to test and provide feedback/open issue. Module is focused on the performance,
see section Module vs. UserParameter script.
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RERNS
1. Zabbix—/\ ATemplateD &%

https://github.com/monitoringartist/Zabbix-Docker-Monitoring/tree/master/template

UTF. 22%42>0O—F L. ZabbixServerr-WEBD&KED 51 7 R— bk
Zabbix-Template-App-Docker-active.xm| (Passive check)
Zabbix-Template-App-Docker.xml (Active check)

{wfi— T EI7AIl 7P NERE | Zabbix-Tem...ocker.xml

Je—=ik BEoREs L& SRS FEL DB cHib
=7 rd

Rk

T Fle—F L
T Fle—kRS =2 L
T Fle—k@ )l
TA)r—iaz
FTATL
FARAAYI— I

by A —

o U . U A, . YR YR YR

U U Y

57
A=

Tud

A A=z



https://github.com/monitoringartist/Zabbix-Docker-Monitoring/tree/master/template

RERE

2. Docker7= X I (ZabbixAgent)ICES a2 —ILERE « BRE

zabbix$ mkdir -p /usr/lib/zabbix/modules

Zabbix$ wget https://drone.io/github.com/jangaraj/Zabbix-Docker-
Monitoring/files/zabbix24/src/modules/zabbix_module_docker/zabbix_module_docker.
so -P /usr/lib/zabbix/modules

zabbixS$ vi [etc/zabbix/zabbix_agentd.conf

LoadModulePath=/usr/lib/zabbix/modules
LoadModule=zabbix_module_docker.so

$ sudo service zabbix-agent restart




RERT

3. Docker Oy F+mirs EiF

$ docker run '\

--volume=/:/rootfs:ro \
--volume=/var/run:/var/run:rw \
--volume=/sys:/sys:ro \
--volume=/var/lib/docker/:/var/lib/docker:ro \
--publish=8080:8080 \

--detach=true

--name=cadyvisor \

google/cadvisor:latest

$ docker ps | grep cadvisor
4b10f17¢8600 google/cadvisor:latest "/usr/bin/cadvisor" 7 hours ago Up7
hours 0.0.0.0:8080->8080/tcp cadvisor
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4. Bz 3R RIA
EZ#RIEZabbixDLLDIC TEHENICERBIRIND

develop1: CPU system time 4b10f17c8600 (3h)

_ £

120%

100% !

B0% I . " 1

| I | I
_ q 1 ! it ” || Ul | J |4 Bl I’I|' | | [ 11 Il ‘
60% 113 | Il:l.—'l || 13 | || |“ I | -l. II IR "I I ! | I| ||r 1] | '|_-‘.| I7 1
/ | I*1 | || | ||”| 1y |I I [ ‘I |I'— |'| i '\, iy J Il |I I/ 111t Y (| ”I r'||| i/ ||'| f || e B | |l |-'|'| i | \ || A A
8-~ il I| I .1 .. || I| H- I| | & ||r |.' { VLAY | 4 I | i | | | \ |I 1/ S AT S Pl L0 SO . Y Ay -y

ML, n“L | | “| J . L || “""J' '1"I"i,|- AT M |||l"-‘ p | e

40% o “ 1 li 1 | A l || I. | ¥y b i | LA FPR L PR L LT T

.". i i . | I ¥ Ev ey iy
i | ) I \J
v |

20%
i i (=] ur (=] (s (=] e ] Ty} [} Tl o} T} o] [Ty} ] 'y o i (=] i o} i o u i} Tyl o Ty o ['a] =] un ]} "
-— ™ ™ Y Ll =t =+ ['a} (g} = {w] — = m~ ™ L) M = = i ul [w] i S L ™ ™ i) Ll ot =t 0 w =] (=] = —
o FHEILE I N L = R A - = R i B e B - 2 B R 7
i - L - = = — - e = - - = - = = = = — 3 e = L - = = - - = - = o = —
L ey

EaE B 43 Ci

B cPU system time 4b10f17c8600  [HXT] 4652% 29.83% 5114 % 106.6 %




REARE (HF17)
AT TFATHAINIAPOY OB A ZEDH

BlZIE. d>TFHe L cEFINIenginkd AT ZN&E L e WS
0. A7 FuUbLElF

# docker run --name nginx -d -p 50080:80 nginx

LIFEI M) —L%ZEHL. OJZ2H1TES

# docker exec nginx In -sf /dev/stdout /var/log/nginx/access.log

# docker exec nginx In -sf /dev/stderr /var/log/nginx/error.log

2. NEBH Sweb T — NAEEETO>THDIE + - -
# curl -s http://[DockerHost IP]:50080/unknownpage | head




RERT (BZX(F)

3. AVFFABHATNEDS . jsonfER THHI NS

# cat /var/lib/docker/containers/[3 > 77 ID]/[3> 7T 7FID]-json.log | tail -2 | jq .
{

"log":"2015/11/18 11:18:26 [error] 5#5: *20
open() \"/usr/share/nginx/html/unknownpage\" failed (2: No such file or directory),
client: 153.127.194.144, server: localhost, request: \"GET /unknownpage HTTP/1.1\",
host: \''zarya.space:50080\'"\n",

"stream'': "stderr",

"time": "2015-11-18T11:18:26.667531624Z"

}

{
"log'":"153.127.194.144 - - [18/Nov/2015:11:18:26 +0000] \"GET /unknownpage

HTTP/1.1\" 404 168 \"-\" \"curl/7.29.0\" \"-\"\n",
"stream": "stdout",
"time": "2015-11-18T11:18:26.668702535Z2"

}




RERT (BXIT)
4. ZabbixServerdDockergfR AR X M IZ T, logiN&ET 1 7 L% BN

XOJ 70 L2 NUIEa> T FdOFull ID7b\/ \E (64byte)
F7c. zabbixhlogZz EfRFHOA T E 2 W DERES D NE

&Rl | container stdlog nginx
247 | ZabbixT - WFIF4T) Y
F— | log[fvarflin'docker/containers/3ec7blefd3e 44180 1c91faBi7ed33a400%a | B|iR
_,f—*éﬁ o4 v
T ERRERE) 5
b2 FEFEE(E) a0
R miFE O
FAY b — DR

Frr—iay |Héls
Cocker

| log[/var/lib/docker/containers/d>7 7 7 JLID(3ec7b0Oefd3e...)/
A>T 71 7I)LID(3ecTb0efd3e...)-json.log,"\"log\":\" (*)\",\"stream",,,skip,\1]
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5. > T7FoOghNESTNET

2015/11419 11:33:43

201511419 11:33:43

2015/11419 11:33:43

201511419 11:33:43

2015/11419 11:30:18

2015/11419 11:30:18

2015/11419 11:29:53

2015/11419 11:29:53

2015/11419 11:27:13

2015/11419 11:27-08

201511419 11:19:53

201511419 11:19:53

201511419 11:19:53

201511419 11:19:23

2015/11419 11:19:23

2015/11419 11:18:03

2015/11419 11:18:03

2015/11419 11:05:13

2015/11419 11:05:13

113.42.5.178 - - [19/Nov/2015:02-33:40 +0000] V"GET /test HTTP/1.1\" 404 570 V" V'Moazilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/45.0.2454.101 Chromef45.0.2454.101 Safari/537.36\" "127.0.0.11"n
2015/11019 02:33:40 [error] 5#5: *32 openl() usrishareingimohtmiitesty” failed (2: Mo suwch file or directory]), client: 113.42.5.178, server: localhost, request: V'GET ftest HTTP/L.1V, host: "zanya. space:500800"n

113.42.5.178 - - [19/Nov/2015:02-33:39 +0000] V'GET /test HTTP/L.1\" 404 570 \\" 'Moazilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/45.0.2454.101 Chromef45.0.2454.101 Safari/537.361" "127.0.0.11"n
2015/11019 02:33:39 [error] 5#5: *32 openl() \"usrishareingimohtmiitesty” failed (2: Mo such file or directory]), client: 113.42.5.178, server: localhost, request: V'GET ftest HTTP/L.1V, host: "zanya. space:500800"n

113.42.5.178 - - [19/Now2015:02:30:16 +0000] \"GET ftest HTTR/1.1\" 404 570 \"\" V'Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/'537.36 (KHTML, like Gecko) Ubuntu Chromium/45.0.2454.101 Chrome/45.0.2454.101 Safari/537.36\" "127.0.0.11"n
2015/11/19 02:30:16 [error] 5#5: *31 open() usrisharedngineehitmitesty” failed (2: Mo such file or directory]), client: 113.42 5,178, server: localhost, request: V'GET ftest HTTP/L1V, host: Vzarya. space:500800n

113.425.178 - - [19/Now2015:02:29:52 +0000] \"GET / HTTR/L.11" 304 0 \"\" \"Mozilla/5.0 (X11; Linux xB6_64) AppleWebKit/537.36 (KHTML, ke Gecko) Ubuntu Chromium/45.0.2454.101 Chrome/45.0.2454.101 Safari/537.361" \"127.0.0.1"n

113.42.5.178 - - [19/Nov2015:02:29:50 +0000] V'GET / HTTP/1.1V" 304 0 \"\" \"Mozilla/5.0 (X11; Linux xB6_64) AppleWebKit/b37.36 (KHTML, like Gecko) Ubuntu Chromium/45.0.2454.101 Chrome!45.0.2454.101 Safari’537.3617 "127.0.0.1%"n

113.425.178 - - [19/Now2015:02:27:08 +0000] \"GET / HTTR/L.11" 304 0 \"\" \"Mozilla/5.0 (X11; Linux xB6_64) AppleWebKit/537.36 (KHTML, ke Gecko) Ubuntu Chromium/45.0.2454.101 Chrome/45.0.2454.101 Safari/537.361" \"127.0.0.1"n

113.42.5.178 - - [19/Nov/2015:02-27:07 +0000] V'GET / HTTP/1.1Y" 304 0 \"\" \"Mozilla/5.0 (X11; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/45.0.2454.101 Chrome/45.0.2454.101 Safari/537.3617 "127.0.0.11"n

113.42.5.178 - - [19/Nov2015:02:19:51 +0000] V"GET / HTTP/L.1V" 304 0 \"\" \"Moazilla/5.0 (X11; Linux xB5_64) AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/45.0.2454.101 Chrome/45.0.2454.101 Safari’537.3617 "127.0.0.11"\n

113.42.5.178 - - [19/Nov/2015:02-:19:51 +0000] V'GET / HTTP/1.1Y" 304 0 \"\" \"Mozilla/5.0 (X11; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/45.0.2454.101 Chrome/45.0.2454.101 Safari/537.361° "127.0.0.1%"n

113.42.5.178 - - [19/Nov/2015:02:19:50 +0000] V'"GET / HTTP/L.1V" 304 0 \"\" \"Moailla/5.0 (X11; Linux xB5_64) AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/45.0.2454.101 Chrome/45.0.2454.101 Safari’537.361" "127.0.0.11"\n

113.42.5.178 - - [19/Nov/2015:02:19:21 +0000] \"GET /hogehogehope! HTTPFL 1V 404 5T0 V" VMozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/45.0.2454.101 Chrome/45.0.2454.101 Safarif537.360 V'127.0.0.1"n
2015/11019 02:19:21 [error] 5#5: *29 Vusishare/nginhtmlPhogehogehogelindex. htmi' is not found (2: Mo such file or directory), client: 113.42 5178, server: localhost, request VGET Mhogehogehoge! HTTP/L1Y, host: V'zarya space: 500800

113.42.5.178 - - [19/Now2015:02-18:00 +0000] \"GET /hogehogehoge/ HTTRIL. 1V 404 570 V" V"Mozilla/5.0 (¥11; Linux x86_64) AppleWebKit!'537.36 (KHTML, like Geckao) Ubuntu Chromium/45.0.2454.101 Chrome/45.0.2454.101 Safarif537.36\" V'127.0.0.1"n
2015/11/1% 02:18:00 [error] 5#5: *28 Vusishare/nginhtmlhogehogehogeindex. htmi' is not found (2: Mo such file or directory), client: 113.42 5178, server: localhost, request VGET hogehogehoge! HTTP/L1Y, host: V'zarya space: 500800

113.42.5.178 - - [19/Now2015:02:05:12 +0000] \"GET /hogehogehoge/ HTTRIL 1V 404 570 7\ V"Mozilla/5.0 (¥11; Linux x86_64) AppleWebKit!'537.36 (KHTML, like Geckao) Ubuntu Chromium/45.0.2454.101 Chrome/45.0.2454.101 Safarif537.36\" V'127.0.0.1"n

2015/11/1% 02:06:12 [error] 5#5: *27 Vusishare/nginhtmlPhogehogehogeindex. htmi' is not found (2: Mo such file or directory), client: 113.42 5178, server: localhost, request VGET hogehogehoge! HTTP/L1Y, host: V'zarya space: 500800
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