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« AllowKey=<pattern>
 DenyKey=<pattern>

/etc/zabbix/zabbix_agentd.conf

AllowKey=vfs.file.*[/var/log/*]
AllowKey=system.localtime[ *]
DenyKey=*

© 2020 SRA OSS, Inc. Japan

10



@ SRA0SS,INC.

NJH—RBRTOIFFILLR
ZARTXFEFIRL O

= (equal). <> (not equal) EEFTHHEIC

{Zabbix server:zabbix[version].last()}=5.0.0
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D Webhook

774N MTERESN TS Webhook hyiEhl

« Discord « Pushover
 Jira « Redmine

* Jira ServiceDesk  ServiceNow
« Jira with CustomFields « SIGNL4
 Mattermost « Slack

« MS Teams « Telegram

« Opsgenie « Zammad

« PagerDuty « Zendesk
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L{server:vm.memory.size[available].trenddelta(lh,now/h)}>1M }
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{server:system.cpu.load[all,avgl].trendavg(1M,now/M) }>=
1.1*{server:system.cpu.load[all,avgl].trendavg(1M,now/M-1M)}
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- EATE3Y/0(& {ITEM.VALUE}. {ITEM.LASTVALUE}. st&8~¥/0
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. format (CIETE I DAL strftime DITA—YYNIHRED
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/CPU load increased by N
{{?100*{{HOST.HOST }:system.cpu.load.trendavg(1M,now/M) }/
{{HOST.HOST }:system.cpu.load.trendavg(1M,now/M-1M)} }
fmtnum(0) }%
in {{TIME}.fmttime(%B,-1M)}

\_comparing to {{TIME}.fmttime(%B,-2M)} -/

@

[ CPU load increased by 24% in July comparing to June }
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KV Secrets Engine - Version 2
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Vault D12 AM=)
e LIFORTINYTA N2 =EB (LA AMN=)ITB

« https://www.vaultproject.io/docs/install
o J\Wo—= AINAIBEHI\AFY, V-2 I\1{ILh$d
« SOIDREBITEIZINAIViFEH/I\AFUZEE

# wget https://releases.hashicorp.com/vault/1.6.0/vault_1.6.0_linux_amdé4.zip
# unzip vault_1.6.0_linux_amd64.zip
# mv vault /usr/local/sbin/

# vault
Usage: vault <command> [args]
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Vault OSEI7 A IVERY

« ANL—2EUT Filesystem (/var/lib/vault/data) %z{EH
« JORIUZ http £93 (TF1UT1Z2EEITB5 https DA HEW)

# vi /etc/vault.hcl
storage “file” {

path = “/var/lib/vault/data"
b

listener "tcp" {
address = "127.0.0.1:8200"
tls disable = 1

h

api_addr = "http://127.0.0.1:8200"
ui = true
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Vault OicE)

# mkdir -p /var/lib/vault/data

# vault server —config=/etc/vault.hcl
==> Vault server configuration:

Api Address: http://127.0.0.1:8200
Cgo: disabled
Cluster Address: https://127.0.0.1:8201
Go Version: gol.15.4

==> Vault server started! Log data will stream in below:
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Vault O#IRA{E
« MJEAMEEF(CH /18N 3 Unseal Key & Root Token (IXELTHK

# export VAULT_ADDR=http://127.0.0.1:8200

# vault operator init

Unseal Key 1: 43Ybl2CBIv6SpkKj6H0s9iD32k5RfGkLzlosrrg/JgOm
Unseal Key 2: BO5G1DRtfYckFV5BbdBvXgOwkK5HFgB9g2jcDmMNFTQIS
Unseal Key 3: ArigON9rNSezkTRo7qTB7gsIZDaonOcc53EH083F5chA
Unseal Key 4: 0cZEOC/gEk3YHaKjIWxhyyfsS8REhgkRW/CSXTnmTilv+
Unseal Key 5: fYhZ0OseRgzxmJCmIqUdXEm9C3jB5Q27Ao0wERSW4FC2Ck

Initial Root Token: s.KkNJYWF5g0pomcCLEMDdOVCW
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Vault ORERERR

o EEENEZ(IMRBIREEDILH. unseal key TIRZEZAZIFIT D
 fREEIRREICE vault (X T BFRAHES(E TSRV
« 5 DM unseal key DA, £33 3 DD key Z{FSETHRFRTSES
. Sealed M false ([CRNITAFBRIRRE

# vault operator unseal
Unseal Key (will be hidden): <unseal key Z# A 71>

Key

Seal Type shamir
Initialized true

Sealed false <= {REEMPRIARE
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Vault A® Root Token T®D:33
« Root Token #{E&->T Vault AOJ1(>93

# vault login s.KkNJYWF5g0pomcCLEmDdOVCW

Success! You are now authenticated. The token information displayed below
is already stored in the token helper. You do NOT need to run "vault login”
again. Future Vault requests will automatically use this token.

token s.KKNJYWF5g0pomcCLEmMDdOVCW
token_accessor  3VdcC5p7aRj4VWIuL35HhAKzZ
token_duration 00

token_renewable false

token_policies ["root"]

identity_policies []

policies ["root"]
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—-JLYybI>S DB

KV Secrets Engine - Version 2 (kv-v2) ZB3{t93
o JNAFRATHELWN Zabbix OATCRFIAD MIREST secret/ £93
« CNTHEEERE Vault (URTFEI D ERIITT

# vault secrets enable -path=secret/ kv-v2

Success! Enabled the kv-v2 secrets engine at: secret/
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NAN

Vault AO1-YVYI0RBOHERIBOE R
 Vault (C1-YY/0THALR WEERETERI S

# vault kv put secret/zabbix snmp_community=hoge

# vault kv get secret/zabbix

Snmp_community hoge
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NI ODEGE

N7

/

DiE% <Vault DIRFEHT/ R : F+—> DR TERRL

SO ROYW TRYWOIRXT [Vault D> —2TLw N ZEIRT B

« Y2701 Vault (CEERSNTXT T D value DIETERAEIND

~220
[$SNMP_COMMUNITY)

=]

secret/zabbix:snmp_community o~ \
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Vault A® Zabbix DB OZBig&aihDZiF
. Vault ([C Zabbix DB O1—H&B LU/ AT — REBE3T 3

# vault kv put secret/zabbix/database username=zabbix password=</{XJ—Rk>

# vault kv get secret/zabbix/database

password </{XJ—R>
username zabbix




@ SRA0SS,INC.

Zabbix H—/\ - 2 O0FSDESE

» BEXTE T 7 A ILD Vault* NS A—FCFHET D
« ER(CE b= > (3 read-only DEDZFIEAR UTZ(EDH KLY

# vi /etc/zabbix/zabbix_[server|proxy].conf
VaultToken=s.KkNJYWF5g0pomcCLEMDdOVCW

VaultURL=http://127.0.0.1:8200
VaultDBPath=secret/zabbix/database

» Zabbix ' O4/(J1EHz Vault (C(IHeE 9.
Zabbix H—/)\Uh\EF> TL\ I EZRBEIRN SRR LU TS 9 B
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0> ML FODEETE
« JO>RIY ROy M PYIBEC Vault DB RZERTEI S
WIEMEEEE | TL—>FERU

Vault@®APIIZ> iR >+ b~ | hitp://127.0.0.1:8200

VaulttD = —2 L-w ~J\A | secret/zabbix/database

VaultDEELE —2> | s KkNJYWF5g0pomcCLE

. /etc/zabbix/web/zabbix.conf.php N"5HE%E O] &E

# vi /etc/zabbix/web/zabbix.conf.php
$DB['VAULT_URL'] 'http://127.0.0.1:8200';

$DB['VAULT_DB_PATH’] 'secret/zabbix/database’;
$DB['VAULT _TOKEN’] ‘s.KkNJYWF5g0pomcCLEmMDdOVCW';
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HashiCorp Vault O¥illi5Ek

 https://www.vaultproject.io/docs

 https://learn.hashicorp.com/vault
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