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/ 10th Anniversary °
Zabbix Japan!
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May you continue the journey
of success with pride!
Wishing you happiness, and
many more years of success!
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All-in-one B8R 75 v 74+ —L

Everything included
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Free and Open
Source

Commercial
services,
reliable vendor
and partners

Fixed price
support
agreements
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Access to No limits, no
Zabbix licence fees, no
professionals per-device fees

all information
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TECHNICAL SUPPORT

Get technical advice

Get instant access to a team of
Zabbix experts for guaranteed
professional support 24x7

CONSULTING
Talk to experts

Gain benefit from expert advice and
best practices for all Zabbix-related
matters

TEMPLATE BUILDING

Customize monitoring =

Effortlessly start monitoring of your
specific device, system, application

or service

REMOTE
TROUBLESHOOTING

Quickly get a solution

Eliminate any issues you have run
into within hours, not days or weeks.
Fix your system correctly, accurately

#ZabConflp2022
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UPGRADE
Use the latest version
Eliminate the risk and minimize
downtime by upgrading with the
Zabbix team

A7JxzwyiaFILy—EX

INTEGRATION

Expand your workflow

Interconnect Zabbix with your
ticketing system, servicedesk or any
other tool you might have

DEVELOPMENT

> Enhance Zabbix

e Hire Zabbix to develop additional

features for your business needs

5 PROFESSIONAL TRAINING
g‘ﬂ_ﬂi Obtain knowledge
&8 8 Focused comprehensive training for

all your Zabbix needs in 5 days, in
many local languages

TURN-KEY SOLUTION
Deploy professionally
Install and configure Zabbix
according to your specific
requirements
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ubuntu
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Red Hat

SUSE

RED HAT

kubernetes OPENSHIFT
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Monitor Elg)itallaf:

Legacy and modern systems, ready for the future
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zabbix.com/integrations
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Amazon S3

kubernetes OpenWeather
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7 CYBERARK

Zabbix Ul HashiCorp Vault
CyberArk
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2FA, S50

Pwd complexity Agent key restrictions, no
Auditlog root access, push or pull

User roles
—

:‘ Zabbix Agents
o

@5
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Zabbix Ul

,—@ Agent key restrictions

p— Zabbix Agents
o

Zabbix DB Zabbix Proxies
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lhackerone ISO/IEC 27001

Accreditation in progress...
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HYATIT  SSAT&T  Nintendo I PayPal

Bug bounty
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Home / Product /

Zabbix Security Advisories and CVE database

How to report a security issue?

Zabbix ID CVE number CVSS Zabbix Synopsis Component/s Affected Published
score [ version/s
severity
ZBA-2022-07-1 Zabbix products are not affected by CVE-2022-2068 vulnerability in 2022 Jul 26
OpenSSL
ZBV-2022-07-1 CVE-2022-40626 Reflected XSS in action configuration window of Zabbix Frontend Frontend 6.0.0-6.0.6 2022 Jul 08
6.2.0
ZBV-2022-04-1 CVE-2022-35229 Low Reflected XSS in discovery page of Zabbix Frontend Frontend =>4.0.0 2022 Apr 27
5.0.0-5.0.24
6.0.0-6.0.4
6.2alphal-
6.2beta3
ZBV-2022-04-2 CVE-2022-35230 Low Reflected XSS in graphs page of Zabbix Frontend Frontend =>4.0.23rcl 2022 Apr 27
5.0.0-5.0.24
ZBA-2022-04-1 - - Zabbix products are not affected by vulnerabilities in Spring Framework - - 2022 Apr 04
(CVE-2022-22965 - Spring4Shell) and Spring Cloud Function (CVE-2022-
22963)
ZBA-2022-03-1 - - Zabbix products are not affected by CVE-2018-25032 vulnerability in zlib - - 2022 Mar 28
1.21

zabbix.com/security_advisories

#ZabConflp2022 18



What's[jl54a

Thinking about the future of Zabbix
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ZabbixA— K< v 7: An opportunity to re-think
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Get value

API
3

V —— | | Browser emulation!

‘\\\@ES

ZABBIX

Metric value

Zabbix Server

Scripted scenario
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Zabbix 7.0 Proxy
Zabbixt—/\— & Zabbix 7O0F 2@
X v —=/)\—I 3 VIERZADNENH D ZABBIX

RICETET7 Y 7 L—RTZ2RENG S s T
Zabbix 6.0 Proxy
Zabbix 6.4: Zabb|x7OServer

HWN—=Y 3y 7OF 2 THET Y INEZTAS W -

7y TIOL—NK ZIERITS Z & 75*‘3_[’@‘% Zabbix 6.2 Proxy
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[EEDRARRE EEEEDHEED IV Zabbix 6.4

Timew Severity Recovery time Status nfo Host Problem Duration Ack Actions Tags
2022-09-09 07:44:56 « Warning PROBLEM Zabbix server 1 High swap space usage (less than 50% free) B 11d4h53m  No compone! emory | component: storage
2022-09-07 15:26:10 « - Average PROBLEM Ap Interface eno1: Link dowr 12424b.412m No

VIEW

v| 2022-09-07 15:26:06 « ' Average PROBLEM Apache Service is down I2m No

Problems

v| 2022-08-07 15:26:06 - {Average PROBLEM Apache Failed to fetch status pag 12m No

CONFIGURATION
2022-09-09 07:44:50 « Jinformation PROBLEM Zabbix server System name has chang Trigger im No compone! emory | component: storage
Items > Displaying 5 of 5 found
2 selected | Mass update PROBLEM
Mark as cause
Mark selected as symptoms
LINKS
Trigger URL
Timew Severity F v t tat f Host Problem
2022-09-09 07:44:56 « Warning PROBLEM Zabbix server 1 High swap space usage (less than 50% free) il 10d 7h 23m N [ component: memory | component: storage |

Average PROBLEM Apache Interface enol: Link down 11d 23h 42m

e Average PROBLEM Apache Service is down 11d 23h 38m

PROBLEM 11d 23h 38m

Average Failed to fetch status page

ZUZZ-U9-U1 Zb.Uo * JAvVelage FRUDB ervice IS aowr

2022-09-07 15:26:06 + JAverage PROBLEM Apache Failed to fetch status page 11d 23h 38m

Symptom e
222—39 09 07:44:56 PROBLEM Zabbix server System name has changed 10d 7h 23m

I
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Zabbix events
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BT —YtEyY—DEHR Zabbix 7.0 LTS
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BERRAZ1DDY v 2 h— RICER
B DZabbix T —/\— 54 XY MNMERZEUS

Single Pane of Glass

2022-10-03 11:04:44 Busy services
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Global view
All dashboards / Global view
Geomap 2 eee
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Templates

Filter
Template groups | type here to search Select Tags | LGuk/e]&s Or
Linked templates | type here to search Select tag Contains V|| value Remove
Add
Name
Version
Name a Version Hosts ltems Triggers Graphs Dashboards Discovery Web Linked templates Linked to templates Tags
Linux by Zabbix agent 6.4.0 Hosts 101  ltems42  Triggers 14  Graphs8  Dashboards 2 Discovery 3 Web class: os [ target: linux
Displaying 1 of 1 found
#ZabConflp2022
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Zabbix 7.0 LTS O—K~~Y v 7 OBEE
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Roadmap

This page contains an incomplete list of planned functionality that can be updated anytime without prior notice

Zabbix 6.4 Zabbix 7.0 LTS Zabbix 7.2 Zabbix 7.4 Zabbix 8.0 LTS

Event correlation and enterprise alarm console

« Cause and Symptom types of events
Including ability of displaying number of symptom events for each cause
event in the problem view
ZBXNEXT-7964

Advanced event correlation rules End-user Web monitoring

Status

Support of complex rules for event normalization, filtering, de-duplication . . . ) )
« Support of complex scenarios for monitoring of Web applications

and aggregation .
and services

Problem view optimised for faster problem resolution and

collaborative work

Ability to control order, width and visibility of columns in the problem view N eW
ZBXNEXT-850

In dev

Security related improvements

« JIT user provisioning Rea d y

Support automatic user creation after successful AD, LDAP, or SAML

authentication. It will allow remote management of users and their

permissions

ZBXNEXT-276 ¢ Top voted! High availability, performance and scalability

Audit log for all user and API operations

ZBXNEXT-2815. ZBXNEXT-6470 % T red! « Instant update of configuration changes
- 3 - op voted!

All configuration changes will be immediately pushed to all proxies and
agents, also more efficient delivery of configuration data
ZBXNEXT-3290, ZBXNEXT-7852 Top voted!

« Faster SNMP data collection and discovery
Performance optimized SNMP data collection and discovery
ZBXNEXT-4428 Top voted!

zabbix.com/roadmap
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